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A RAT detection method by using packet entropy
on early intrusion stage

Masumi Unob®  MASAHIRO IsHII2 ATsuO INOMATAL3  IsMAIL Ara? KAzuTosHI FUJIKAWA%

Abstract: Confidential information leaked accidentally by targetted attacks causes a serious social issue.
In targeted attacks, Remote Access Trojan/tool (RAT) is mainly used. It is important to detect the RAT
activity on intrusion stage to minimize damage by the attack. The detection of the RAT is getting more and
more difficult with technological advance. Previous studies can not detect RAT which uses various kinds of
protocols and they cannot detect advanced RAT. In this study, we aim to detect an early intrusion stage of
RAT communication. This study uses packet entropy of the communication.
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