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Abstract: May (Crypto’02) revealed the vulnerability of small CRT exponent RSA. Thus far, the attacks
proposed by Bleichenbacher-May(PKC’06) and Jochemsz-May(Crypto’07) are the state-of-the-art. Contri-
butions of these papers are not only the proposed attacks but also the lattice construction strategies which
have been used in several subsequent works. In this paper, we propose a novel lattice construction tech-
nique which makes use of the algebraic structure of the CRT-RSA key generation. Our technique improves
Bleichenbacher-May’s attack and Jochemsz-May’s attack. We believe that our technique will be used for

attacking CRT-RSA in other attack scenarios.
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00000000000000000000000000
00 100000000000000000000000
OO0O000DO0O Jochemsz-MayOOOOOOOOOOO
000d,0d,0000000000k;—1=k,q (mod e)
Ok, —1=kyp (mode) 0000000000000
0000000000000000000

(kg —1)(kp — 1) = kgkp, N (mod e).

oooooo0obok 0k, 0000000000C0DO
cooooooo

h(xp,la Lq,15Tp,2, xq,Z)
N -1y 2p0 +2p1 + Nxpo =0 (mod e)

= ( 1
= (N —1Dzg12q2+ Nag1+x42=0 (mod e)

0000000 Galbraith 0 [8]0 e 000000000
0000000000000 0000000000000
00000 k0 k,0000002,,0 2,,000000
000000%,,0 2,,0000000200000000
0000000000000000000000000 3
00000000000000000000000000
0000000

00 2 N=pg0 RSADODOOO p0 ¢0O0000O0O00
00000000 e=N°0 CRTOOD00 dp,dy < N°OO
0000 ed; =1 (mod (¢ —1)) 0 ed, =1 (mod (p—1))
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3
1 o

S<=-— .12
<3 6

00000000000 NOeOOOO RSAO NDODO
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0300d,0000000RSAOOOOOOOOOO
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0000000000 Bleichenbacher-May OO0 O O0OO
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00000000000 ShincharaO OO0 [24] O Peng
0000 [22]00000 Bleichenbacher-May 00 0O 00O
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003 N=p'qO RSAOOr>1000 pd ¢qO0O0O
0000000000000 e=N“0 CRTOOOO
dy < N%,d, < NO0OO0O0D00O ed, =1 (mod (p— 1))
Oed,=1 (mod (¢—1))00000LLLODOOOO0
00000000000000000000000000
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Ooooo0o0O0O0000 NOeODOOO RSAO NDODO
goboooooooooboooobodono
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000¢=1,...,r0000000000 ¢ =N*0 CRT
0000 d,,<N° 000000 epdye=1 (mod (g—1))
O0000LLLOODO0OO0000D0000000000
00000000000000000000000000
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