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Abstract: DRDoS attacks are serious problems. Victim servers suffer from heavy loads and network band-
width consumption. Attackers use a variety of open servers around the world as reflectors which are forced
to send huge amplified packets to victim servers. This paper analyzes malicious query packets captured by
honey-pots. We investigate time intervals between attacking packets to find the threshold value between
malicious and benign time intervals. This paper proposes a new protection mechanism based on the time
interval. Our new method can prevent reflectors from participating in attacking mechanisms. We use Open-
Flow switch to detect malicious query packets and filter them out. It is shown by the experiments that our
filtering is light weight.
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T 5. hpingd &, icmp 7’8 b IWIZ & o ThE% 728
7w NEERT 5. AKFEE T hpingd % AW T UDP A
M) —LZ2FEIET, VIVIRXR—(HEDHEFRIL—XT
TANR) T E, £, HERAIEY TV I XL
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