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Abstract: Man-in-the-Browser (MitB) attacks is one of the most serious threat on a mobile banking services. To against this kind
of threat, we propose a Subscriber Identity Module (SIM) based security enhancement for mobile banking services. Our scheme
uses a Java applet which runs on the SIM to achieve a client authentication and a transaction authentication. We have implemented

our proposed architecture and discuss an effectiveness for security on the mobile banking services.
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