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Abstract: Banking trojans are getting smarter and more sophisticated year by year. The financial loss at
the targeted online banking services has already reached the non-negligible amount. Secure hardware tokens
are already delivered to their customers. Banks are, however, reluctant to force the customers to use the
complicated transaction authentication functionality. Once we could find the countermeasures on smart-
phones against Man-in-the-Mobile (MitMo) attacks, they become almost-universal countermeasure with rich
user-experience and lower cost. In this paper, with SIM as the root of trust, we investigate three types of
countermeasures against Man-in-the-Mobile attack, and propose a practical countermeasure, called SIM-Sign.
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3.2 NFC UI Application + SIM
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NFC Handset APIs & Requirements[16] (23515 % SIM Applet ~D 7 7 & A fil{#iHEIZ X 0,
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7213 UL Screen Overlay TER\WMERRIZAFE XN 72*. 1B Android OS OB&RE% FH\ 7z Screen
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*1 Android OS 6.0 BAfifiZ Window Manager O % BA LT Screen Overlay W5 % S8 T & 2 REMEAER S LT\ /= [2][8]. App Z#&Ed BHC
FLAG_WINDOW_IS_OBSCURED % it d % Z & THMEA N> h DEHL (Screen Overlay (%) % Android App THHITE 5.
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WEEZZDDBEDRH D, HE 3 %27 T Android OS &
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25D TIE 3 DEMATTHHEN LT 5. [FE# Android
App D& F DB, Y2 FLAG_WINDOW_IS_OBSCURED
EHERLUCHMEIRY POBMAERIET S 2 L,
A 12 Android OS 6.0 BABETH NI~ VD = 7 A
ACTION MANAGE OVERLAY PERMISSION % HUf3 3 % M Z A
LI e SMHEVEYIZAA—Ivarebhib
ZEEHEONKEMECERT 2LENDHL. ZOMEIT
I BN THDH, Android OS DHEALIZAE - T Screen
Overlay BEOREH X I LT W5,

SAT &AMk, ™ 31273 & 512 NFC Handset APIs &
Requirements[16] {235 1F 5 7 7 & ZHIHEERE (B 3 d Ac-
cess Control Enforcer) {% Android OS([ 3 #' Device) D
—He LTEEINTVWS. 2070, Root fbEhiz
UNLOCKED JRR&®D Android OS % &3 1L, SIM Applet
NDT I ARl s b T b aREE B,
> T, NFC UI Application+SIM ORERKIZBNTH, (K
TE 3 %R, EH Android OS OERENEE I NTIZIEL
REFINBZ e WDt 5.

3.3 TEE: Trusted Execution Environment + SIM

TEE(Trusted Execution Environment) ($A<— bk 7 %
VUK E QMR TH D, /KD OS BEET B
REE(Rich Execution Environment) & f@ifi LU CEIfES 5.
TEE ECHEIfEFd %7 7Y 7 — a3 v (Trusted Application)
FEEY 5T — X OB S, Global Platform
HFORKE LTHERMINT VLS.

SIM 1% TEE (Z51J % Secure Element ®—2 & U TE#
INTHY, BIEDHIFE [12] Tl Rich Application (REE

EO7 TV r— 3 v Android App) % #EH L T Trusted
Application & SIM @fET 25, H 2\ id Trusted Ap-
plication 7° TEE ERBED I CEREIZSIMIZT 7 AT 5L
L EINTWS. FIEDEHAEIZIE, Trusted Application D
MITEFa7F¥rVEREL T, Android OS %21
AKIE L 20K S ITHE L TELS B E D 5.

X 51Z, Global Platform[11] Tl&, Trusted User Inter-
face(Trusted UI) AAEFR I N T WS, Trusted UL iFZmH
T84 2% TEE \ZH G 5 2 & H33KeD 541, Trusted
UL 28 L T\ 2 [Hld REE % 5 OFRHIH T /N1 2D
TR AIIEEIEI NS, £z, Trusted Ul 2R R 5 A7
V=YX TEE S#HICHES 2 2 eabkdon, HIZAT
BRI, A=A RRIFF TN VEDE L WHITR
ZIRLUTWD. Trusted Ul 2% L7z A< — b 7 + 5
K niE, EBIFEREIZE D 5 MitMO BEIZ R A1t ik
Y EE 2 &IN5,

TEE+SIM D#IZ B W TIE, SIM & Trusted Applica-
tion DEIZEF 27 F ¥ X)LV EHHK L, Trusted UI g
AR ZHANWS Z 2I12& D, Android OS D&%
HRIZ LR, RO LZELIEIGEEZMRTE 2 EE A5
na.

4. SIM-Sign DAL

4.1 3 HADLR
3HADHEAEK 4 1ZTRT. HEDDHIZ SIM Z2Hw
$, HfZ Android App TEREULZBEEZMA /2. Bl
72 1% Repackage BEIZ X U CTHEFS 72 A%, SIM % W5
WD F R BITIR R B HEEGGER (Remote Attestation)
% FILT[HE7 D T Repackage IWEIZ X U Cullfid 7 7 A% 1
HTE 5. M, EEZA Root {LIZH L TIE, TEE+SIM
%R < ARIEFELE D 8% Android OS IZHEKIZL TWB D
TOSHAWEINABIZELUSHEEEL R b, 72770
WINDEES SIM 32 S URERHRZEHELTHL0
T, BENRIHT 2 ) 227 13H8D TAE V. f£5 T, Medium
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Agent Agent Framework
7y 4 Trusted Kernel |
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Public Peripherals | T Trusted Peripherals
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4 Trusted Execution Environment 7 —F 7 27 F ¥ [7]

U7

SIM Application Toolkit |& Feature Phone % & & 1F
ETOHFEHTHNHTE 20T, &b/EVWETFEE (Unl—
versality) 69 5. {1}, TEE(KHZ Trusted UI) % F%&
U 7= Android ﬁﬂ"ﬁif{ WEPTH L. FIHERILT 272012

HEL UL OfHE (Quality) 1, Android App & NFC Ul
Appllcat10n+SIM 7 Android OS Df§HER 2 TIEHATE %
7-HENTE Y, TEEHSIM KU SIM Application Toolkit
WE O UL Z5E055kd 55 728, Android OS @ UL &
B U THIMICETFICRE EFEZAO6ND.

UEkzxglrHsre, 3 ANTLLME, HEM, ULIOMK
BOETORT—E—EPH 50, B TILNFC Ul
Application+SIM DN F » AW ExE RV, - T, KEIT
I%, NFC UI Application+SIM @ 7'0 k J)UREAL % Hulhiz
FEABD, 70 b INVHERO RIS 3 HRCHETH S,
¥ 7z, K Trusted UI % 9246 U7z TEE Xt Android ¥iA
PRI REIZ 20, X, TEE+SIM ARICBATd 52
tEFZOLND.

4.2 SIM-Sign OERKE

SIM-Sign 7'& b 2L 1% SP-TSM ¥#E % 5 DG E, R
TEY -V ZAEMEEFE DY —N, SIM %249 5 Android ¥
X, FHED 4 HTHREI NS, SP-TSM & SIM DO
TS5y N7 A —LTEMBINLEF 2T F v 2L THITN
TEL, Y—NFFARE» SFERE S, 1d— "D 1ID) %
ZIFTWB L35, £/, SIM OEEMESZ LIRS 5728
12, SIM THEM TR EEEFHRO % SIM FEAOHT
K554t U T Android Wi RN B L2 57 K EIZEEE L TW
5 LT 5. SIM-Sign @ SIM Applet (Z (ZFRFER D FERA
HE, TIORARKEERAT 27200 App DI — REH

AW FEAEL AR EN TN S,
4.2.1 SIM Applet DEFEA
Android %K 2 5 D SIM Applet DiEfFEAE R %217,

SP-TSM A% ¥ V) 7 #H T Android %A Ed SIM (Z SIM

Applet % @Ef@E AT 5 [25]. ZODEE, SP-TSM & SIM &

DEeFaTFv¥rNiEELTHEREE SIM AT 5.

(1) #FH#H 2% Google Play $* 5 SIM-Sign )& Andoird
App(BA'F, App) 2 EAL TEET 5.

(2) App ARG % FFER (SP-TSM) 1215

(3) SP-TSM 225 F ¥ V) TR EHRN L SN, F¥ VT
15245 SIM 12 SIM Applet DEfREA I NS,

(4) SP-TSM %5 SIM Applet IZH — NDFFHZEY A b %
ENT 5.

(5)SIM Applet BEB OB T E2ERKL, X2 7T
F ¥ X% U T SP-TSM IZ%(5 U CIEIE Y A
NC={C1,....C0) #%F3. (£71%, SP-TSM '
FAEHAE E MERDO Y A N EEKL, EXFa T F v R
%38 U T SIM Applet (2% 35.)

(6) @FE/RE SIM A% App 2RHLTF v L YLV ARY
A %&4F\N, App & SIM Applet DRID T 2 4 A il Ik
BEDENE L SIM Applet DE AT T % MRS 5.

4.2.2 Remote Attestation(Repackage HENR)

Android %K D Verified Boot D#E R % &g Y — N4

U CHFHA (Remote Attestation) TEAUE, @BEY — 05

® Root ALMHNZMHHTE 5. [EHAED R IXBIRE 5 THE

ATERVWDT, ARTIE Android OS ZIEM & KE L,

SIM & 7 2 & AHlEERS % A\ 72 Remote Attestation %

25, UFizxE0o7a ba)lzERT.

(1) App %28 L TH— Iz 7 5.

*LOEERIE 2 — FERICHWBEEHED B0 CA GEE.
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% 4 SIM %7z MitMo(Man in the Mobile) S5 E D Lk

Security
E X7 Root b
4538 Ul 05 Repackage B (UNLOCKED JR5E) UI Quality Universality
Android App*! Android App Weak Weak Rich Android Smartphone
SIM Application Toolkit+SIM SAT Strong Medium*! Poor Smartphone + Featurephone
L. UI Application 4o . .
NFC UI Application +SIM (Android App) Strong Medium Rich NFC Android Smartphone
TEE + SIM Trusted Ul Strong Strong possiblly Poor*3 TEE-equipped Smartphone

*ISIM % H W7\ Android App D%, HERD 72 12#8#. 2% Root L2 & 0 BBIZERALOLZ &ML ERbN DA, % & LEEER

RMT 2 27130,

N—¥ a3 VETHIL,

*3Trusted Ul DABRIERMEE 720 E OREEIT S BED D 5 7201 IE Poor O AlFEMEA ENO.

(2) —NDOFME C; ZEF L, SIM Applet 2% 5.
(3) = NOFEHF TGS % SIM Applet DFEHHE S; %
BT 5. (ST 2EHEV 2T NI, BUSEADEE
HHED S S; ZFBITHIOYT, i »j2xdine95.)
(4) App Z®H L TH —,v& SIM Applet 234 HZRGE %
175.
B —3DY App Z#EAH L T TLS fHHZRAEIZ I T 5 Dl
App @ 3 — RELDMGELEX 1, 23D App A% SIM Applet D
T 7 e AR A EE L WA BEICRS NS, ZDk
&, Android OS 7% LOCKED (RIEIZ & V) 7 &+ A il fHI B A
MIEHE THNE, Y — 3H TLS M HGRGE TS A e 7241
FIXIEH App IZFR 53 5 728 Remote Attestation & LT
FMATES. ZZ7T, SIM Applet (ZEWTH — NFIZH

HOBART ZENT L2 T, ROV —NOFEFEIZLD
SIM D % BT TV 5
423 TUOTF4R= 3V

WIZHHZE DY = NIZBER L TWA T AT > Mz, SIM

EFEOOF 2720 AR T a b avEETT 5. HikiH
RIFEENZ O THES 5.
(1) App ZHWTH—=NIZT7 7R AL, 7274 RX—=V 3
Y EHGEET S,
(2) ¥ =23 (BRATE) BRI HEDOARNMER 21T S .
(3) App Z#H U T SIM & ¥ — 3% Remote Attestation
ATV, Y=\ S ZHGT 5.
(4) App@UI ZEUCHAZEOREZMERL, #MRz2Y—
NAS=-SER P
(5) =D, T AV kDN j — k 2 &I 5.
Y=\ (BRTE) 1T KB ARANHERIR, BITFEDORY O — I
WERE, SMS, PW O#ii%, ID/PW TDT HY Y bAD
ur A VETITS. ATy 7 (4) BT, FHAE»SH
HeRsBIc, WREHR 5 PERGEEEC & D R AMER 21T 5
e Hb.
4.2.4 HX5IFREE
(1)App ZHHWTH = NIt 7 7 AL, ¥—N& SIM
Applet DT Remote Attestation 217 5.
(2) ¥ —"DHUF L 7z SIM Applet DFEE S; 237 7 T«

BRIz § — k DRUGICHE
WY NEANDBRTAVESETT 5.

(3) FIAHED App Z HWTHB 21 85RT 5. ZDK, App
1% SIM Applet #2H D TLS {38 % 3@ U CHS| %2 B3k
T 5.

(4) Y= "D SR % TLS {5 % T SIM Applet
IZIE1ET 5.

(5) SIM Applet i& App % U THE|NAZMEIEHIZRRL,
FMAZED AT KD 5.

(6) SIM Applet IZF|FHE D AJ1% TLS i
Y —NITRET B,

(7) FIHEZE DO AINZHEN Y — SN DEE] &2 LT 5.

2T w7 (5) DWBINAEDFRKRIZ, NFC Ul Applica-

tion+SIM D& 1% Android OS D7 2 & AHIHEHEZ &

FREE X N7z IE# Android App %3 U TiTh, TEE+SIM
Bl&, Trusted UI 2@ U TiIrbN s 2 2ELTW

5. Fz, HUATY T (5) I2BWT, FHEDSHEIE

TORBEZMRDBT, BEEEE S X AERGREEIC & 5 AR AR

252 H5.

WASE 2 VT

4.3 ER
AHCIAERE R 2 PKT 2 AW 7RIk 2 R R 7z, [Fkk
DHEZFTHEBRES2HVTHEHRTRETH . iL%

TR T UL SIM Applet DIGEHE % =6 & N5 F A
H5. £F7-ARETIX, SIM Applet D&FEEADERIZ, FHa]
WZHEB OB TIINT 2EHEFEEZHITT LA 2R U 7.
TIANY —(FHED DI — NG E R ST S
RBENHBHZ h 5, SIM Applet TEIBOFEHE % &1
LTWa. ZoOE, SIM TOHERIFIEHEZEST 50T,
KREIZHRT 2 KT 2561213 SP-TSM THRAT %24
B U T SIM IZEN T 2 REEEMGTT 2 BT D 5.
Ak D & 512 Android OS Tl Repackage WEIZ & 5
RUVT T DEARNE . B17% D Android App H
Repackage WEIZ L D BB IZHE 2 HEINE Y A TN
HE-oTWD., —fRDIGHTY 4.2.2 fi TR N7z Remote
Attestation % FIFH UL, RAZREETIZER Android
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App O EL (Repackaging) % i#b@ Y — N7 & SIM % )
LTHRIEETE 5.

5., ¥&H

ARTIEAY— b7+ & SIM 2R U 7zHE EREE D
FHAIZDWT, SIM Application Toolkit, NFC UI Appli-
cation B & U TEE & F\W 72 HERIEIZ DWW THRET U, Bk
T H EMMEAE W NFC UL Application % W 7= fEk %
N—212 U727\ b )V ORELIEZRE L7z, Android OS
2% SE Linux 2SARHNZELD AN 51, F4, Android %
KOZeEnEEEF->TWS. LA L, #THHEIZ Android
App ZBHFTE 2 /8132 D> THE ST, Android OS %
HARTHAT 2R Y, Repackage BIEEILBHFIETE R WL S
WZEbNE., KFETHR U SIM & Android Wi KD ¥ F 2
U 7« BEHE % F O 72 MitMo R SRETIZ, Repackage B(%
X Banking Trojan QXK IZ K EREIPHIFRFTE 5 L5
ATW5.
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