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Proposal of a system to share cyberattack-related information for
leading infrastructure providers
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Abstract: Recently, cyber-attacks have advanced and the probability that people’s life are threatened have
increased. To prevent such situations, it is necessary to share information on cyber-attacks and counter-
measures to them rapidly. When sharing such information, it is necessary to conceal some elements of the
information, set the range to share information, integrate multiple information or divide the information,
visualize the importance of the information, and so forth. On the other hand, in conventional measures, it
has been difficult to share such information rapidly because it is necessary to do it manually. Therefore, we
have devised a system to share information on cyber-attacks, and countermeasures to them, and so forth
rapidly using timeline and STIX/TAXII among different organizations, and developed a prototype of the
system.
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Fig. 1 Flows of the information when it is shared among providers in a field or some

fields.
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Fig. 2 Processes executed in providers when the information is shared among them
using the system
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Fig. 3 Functions to input, indicate, store, and transmit/receive the information which

the system has
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Fig. 4 Processes executed to share the information using the system among two
providers in a field: Phase 1
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providers in a field: Phase 2

— 883 —



LSER ] CSIRTAp 84

7/24 17:00

EEXEERAFICEVNTER
- TEERZ MR~ ER

- oI Ed
KRz, < [RUYR]IRES AT LY A N\—REREKEE P
EZTEAL -
ALy B, MBBORBRFEEL AT LTHA/N—R i il
17:10 LHLEBZENRELI-EDERMAHYET,
E & )W &R %"‘/Z'T‘A?ﬂé’l%'UQ BIRRDENFE AL TLVEL
ﬂ._,éﬁw MR ERNTETLTLSNER R THEREL TS,
fHTHmAIC % s
= Iy

18:00 —
Ab#t N THAZE @

HEEIRE, e
REFET

22:00
AbttERESET
wE

7/25 10:00
ISACah & £t
0) 'IkIREEE A

WLHBLEL
2000 =5D WA TVT . BIREDMEII M- TVET .

BI UL § i« @ @y @6 R
HhEI,

EREOMEALDBALITTH, REMMED=0, 00 2T LDOOIERIL TIS, RifHE
13-+ TF RIGLRISSIPUBTIR L TIER

6 WAV AT LEAVCCTH—2HND 2 DOHEEMTHREILET 2BO0M:

B3 ISAC, $H 242

3 Bl
Fig. 6 Processes executed to share the information using the system among two

providers in a field: Phase 3
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Fig. 7 Processes executed to share the information using the system among two

providers in a field: Phase 4
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