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Analysis on Cyber Incident of Japan Pension Service
based on Cyber Kill Chain
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Abstract: This paper is to introduce the analysis based on the Cyber Kill Chain about the cyber incident that the Japan Pension
Service suffered in May 2015. The Cyber Kill Chain is a tool for intelligence-driven computer network defense against APTs
(Advanced Persistent Threats). The analysis reveals the possibility to standardize the method of analyses of the various cyber
incidents and to help sharing the intelligence domestically and internationally by using the kill chain. The paper also discusses

the possibility of creating alternative kill chains for non-APT cyber attacks or even cyber crimes and cyber misconducts.
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