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An Anonymous Authentication Protocol for Smart Grid
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Abstract: Preserving privacy of users over Smart Grid is necessary since information about electric usage is
communicated over public channel. In addition, falsifying by user or a third party becomes problem because
the information is sent to electric utility via smart meter. In this paper, we propose an anonymous authen-
tication protocol using group signatures, only members belonging to a group are able to generate signatures
anonymously and only an specified entity can link signatures generated by a same signer.
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BUTog+Ty =2 +T1 THDH, ag = L0 F7id
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fip et T 2 S DHERTLPEI S0, BHTE
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tﬁfb@ C?‘Z:?’: WKHEOLTOoNEEEES, tr X
MWPEMLTOWBEAR— XA =5 DT T % AN
& L T TokenGen(tsk, T, params) % F\WTHL I N7
F—=2THB, M, Sign(tsk, (g, N,tr)) ZH\T
(¢, N,t7p) ST 2H5A S 24K T 5. MIFAye—
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BAWGIE TP+ 16 + 4B+ H 6P +58B+H
BHDY v 3P 2P
BLEORR 10€ +H 2P+ £

R 2 TEPLA (B 2PERRT 0 BEES D (B2 : msec)

UFER R Hajy & [10] | #2£AK

FEHER 102.43 35.82

BN 82.42 71.75
BHDY VT 19.19 12.80
EZ4HE O 7.14 13.48

ETES, ZtUTkD, COGREPIC I EVTETH S,
F7o, MITHT 2 MAANATRELE IR, 5.3.28iD (2) 2B
TMODBHICHLTCHEAL TSI L5, RED
FELEBIEZCIRMOBLZENT S 2 ETHBzk<
ENRTESL, PLXD, BET 2 b 2GR REE
7L TWw3,

RIERTTREY: C EIFIABERICEAL TS L, £
7o, IN— T EALDREANTTRENED SIS AIRETH 5.

5.4.2 SHEEFEE

AEClX, REARORNEGHG & LTS ARXOB A
57N —TEBLOREROFHMEZIT ). R RE LT
Hajy & [10] Ik 3 CL-GS #R—2 & L= FiE2 05,
ZITREF2YT 4L E LT 128bit Z2MELTE
D, 7V VIR, A 7—EH, X7V v ITEBOX
EE, Ny v alBONEEZNENP,EBH LT D,
AIHEOTMINR E LT, BAYA ABLTBLENK &
HWEGE, BHDY) v, BHREORRENR LTS, B4
FA X%, CL-GS 23 512byte TH 2 DIK L THREHFRT
IX 320byte TH o7z, FIHEOHKER1IRT, M, Z
ZClE gpk WTHRNCEHE I N TV 7Y ¥ 7EHE DR
REMAWEZ EITE->T, BHERIIE TN L ELR
FHCBWT—RORTY v IEHEEERKL Tw 5

NS DFHEBORED ) ZHWTETIERICE T 20
RO B D ) 2T 2k RE2 R 2 1R T, i, AWK
IZOWTERT Y v BT A4 7Y TEPLA*? OV F
V=27 %ZFITLCE ) FHEHEIABER I A TV R
WV, E e, Ny Y 2 BB O MBI D W TR R I L
TEZLODIITIRMELTVS, £2 XD, B4R,
BYWGEE, BAHDY Y 71I2O0T Hajy 5OFHL D b
HIZWETETWB L W) e gh s, i, BEHYA
AHNE WD Ae—1+271)y F ECTHW SN EHER
BRI SN A= A= D X9 ik EicE 1 3 9%
IZIAWT WS Z EBNZ S,

*2 http://www.cipher.risk.tsukuba.ac.jp/tepla/
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