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A Novel and Flexible Hash Chain Construction
for Efficient Authentication
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Abstract: In recent years, in sensor networks, etc.,the opportunity to connect with limited computing power
and battery devices to the network is increasing and the importance of lightweight and efficient authentica-
tion protocols such as used hash function has been increasing. In this paper, we propose a completely novel
hash chain construction hash chain aggregation (HCA) and a scheme to establish a common key for two
users using it. Our proposed scheme has the following significant advantages, cryptographic primitives for
our scheme are hash functions only and the resultant scheme is efficient, it is based on a totally new hash
chain construction (HCA), what two users generating a common secret key must know is only the identity
(ID) of the other. No communication is required except for in the initial setting. That is, our scheme is an
ID-based authentication protocol.
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o XA TIVINY Y aiEiH
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Ny Y EBEY A NEEZRLZZLITED, r @Oy
VaEBHYRAMNDELRLLT, Ny VaEET I —
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A= 1L, Lo L0} (8)
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ValEOEEEFZ LS.
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5, —DONYyVafERED B TE NG, ZDONY Y afE
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Ny Y afEDEEL,

V(A,iQ) =

{(E[a([,,i)]) [z _ % (L) — 1)} ’ Led } .
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HdIFEEE L.

HCA = (L), L2)s -+ Lam—1), Lzm)) (12)

22T, Ly = (Ch(s1), Loy = (CH(s2)), Lz =
(CH(33))s Ly = (O (s)) THY, i >4 DL ED
Loy BMTFDESITERTNS. BIFTIE, 3<j<m T
»H5.
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l.i=27-1 DL
£(2j—1) = (Cglfnl—j+z(82j—1,1), CQIrInI—j+2(32j—1,2)7

: 702[7{L{.i+2 (823'71,2:‘*2))

2. i=2j DL E:
Lajy = (C2Y_i12(52j1), CaN_i1a(52j.2),

) 7021;//7742(52@2%2))
ZIT, B a,b,ciZDWNT, 84,85 FTRNTRERLDL TV
RN ERT.

Ble LT, N=8D&ED HCA= (L, L2y, --- Les),
Liy) 2, M2ITRY. ZOLE, =P 3IZDOVWTHERD
&, V(HCA,3) = {h3(s1), h®(s2), h"(s3), h*(s4), h(s51),
hi(se1)} TH2. £72, W(HCA,3) = {Cl(s1), CE (sq),
C§M(s3), C§Y (s4), C1' (s5,1), C1V (s6,1)} TH 2.

3.5 HCAIZLZHBEEM

HCA ZW-2—¥% i j(1<i<j<N)itk?, #HE
FRRED 72 b DIHGEFEERIRIZ AN DD TH 5.
Loit+1l=j OrE: F(Ly)] (LoDl &3 hiE
IR
2. TN DELE: HAEEM 2<) k1 <ka <+ < ky
(£m) ZHWT,

W(HCA, i) NW(HCA, j) =
{CN(51),CY (s2),
Lo -1 [a(Lzr, —1): )] Liarn) (L2, D)),

L2k, -1yl L2ky—1), D)]s Lz [ L2k, 9)]}
tELSZEMNH KRB, 22T, allog-1),i) =
Lok -1),7) = alLeryi) = alLory.d), -
Lok, -1):1) = a(Lok,-1),]4) = aLok,),i) =
a(Lok,),J) THB. &7z, BT, Lok, —nla(Liek,—1),1)],
L(gku)[a(ﬁ(gku),i)] 1%, 4,7 FERIZEDG N Y ¥ 2 @0
HT, ZORIVPRHEVEDTHS.

ZOrE, a—H ik WINEUTD4HDNY
VafiRFETE S:

v = Cx(s1)l5),

vy i= OF (s2)]il,

vs = (Lo, Lk, 1), DD — Bi2k, 1]

vy = (Lo la(Lor,y: DD — B2k,

ZZT, Biji=(N-(aLy,i) =1) ke, £BV. 25
LT, 2—%ij ol K, %,

(13)

K’i,j = F(l/l,V27V3,V4) . (14)

CEME T IE &0,

3.6 i

Ble LT, N =8 OB&E0 HCA (K2 BI) 222 5.

e 1=37=60D,&
W(HCA,3) = {Ci(s1), C§'(s2), C§'(s3), CEY (s4),
Ci'"(s51), CiV(sen)}, W(HCA,6) = {Ci(s1),
C§'(s2), C§M(s3), &V (s4), O (s5,2), C1" (36,2)}-
LT, W(HCA, 3)NW (HCA,6) = {CL(s,), CL1(s2),
Ci(s3), CIV(s4)}. T &V, by =k, =2THVY,
a(L3),3) = a(L3),6) = a(L4),3) = a(L,6) =1,
B33 = Pea =0 LRDDT,

= C5(51)[6] = h°(s1),

vy = Cg' (52)[3] = h(s2),

vs = (L) [1)[3] = Csm( 3)[3] = h'(s3),

v = (Lay[1))[6] = C5V (54)[6] = 1" (s4)
YEAETE, K, #1352 NTE B,

e i=5j=TDLE

DY E, WHCAS) N WHCAT) = {Cl(s)),
CSII(SQ), 0111(85}2), CiV(S(j’g)}. :Z’LJ: D,

v = Cg(1)[7) = h'(s1),
va = Cg' (s2)[5] = h*(s2),

vs = (L(5)[2])[5 — 4] = C1" (s5.2)[1] = h®(s5,2),
vi = (Lg)[2)[7 — 4] = C{" (s6,2)[3] = h*(s6.2)
%ﬁ@%é

WETNDEEIZEWTH, 2—HF i j 1%, HSDHEHRD

&fii@ﬁﬁ[(m EEHETE, o, 2V, Soa—
Y&, Ki; 2FTERNWI L%, RAIHERATE 5.

BEFEOELF IV T IZ20WTIE, 41HTHLLKR
A9 5.

4. FH

ZZ T, RBETFIEI
fili%475.

DWW, Xl T EMEEDFE

4.1 tFa' 74l

REHANE, Ny v EEEMMAL -, MEZRED-OD
HAEREE2FEHTEEH5DTHS. KGC A, secure channel

ENLTEI-VIINY Y afliZ2ilEL, &/zny v afl
BOWED»S, 2—F1, .., NN OKESRX, NyPa
fﬁ%afﬁ@"é\.tﬁ‘f%&b\ 2T, BEFEIINTS
W8I, WEEVPAMSPOFETHE2I—TFD Ny ¥ afi
EAFTED, WL, 2I—THELKEETHD, H
SNy Y afBEMELT, oa—Y i j od@Ei%z G
HEBE5RMULEN. wWIhictk, Hda—90
WRETHZRNEZZE AN L.
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User 1 User2 User3 User4 User5 User6  User7 User 8
Ws) () BG) RG)  FG) K(s)  H(s)  RGs)
Ly ' > CJ(s)
W(s) K(s)  h(s)  K(s) Ki(s)  K(s)  K(s)  h(s)
L(z) - ‘ CSH(SZ)
B(s) Ky KH(s)  R)  h(s) sy By H(s)
L & > >
CSIH( S3)
W(s)  k(s)  FG)  h(s) hi(s,)  h'(s, h(s,) h(s,)
Ly o4 ~ b
CSIV(S4)
h? (SS,I) ht (SS,I) h (SS,I e (55,1) h (Ss,z) ht (Ss,z) h(ss,z) h? (Ss,z
L K > > . ! > > !
” ’ ’ C4[”(SS,]) : ’ C41U(s5,2)
h2 (S6’1) h(S()‘l) h4 (S(x,l) h3 (Sg,l) h2 (SG,Z) h(Sé’z h4 (SG’Q) h3 (S6,2)
L = - ‘ . - ‘
© ; { ;
C4[V(S 6,1) C4IV(S6,2)

2 N=80DrZdD HCA
Fig. 2 Our HCA (N =38)

4.1.1 BEBEEN-ATHZEE

WEEH N — NDSGEIE, €1 ZFEHT 5 Z LA TES.
EE 1. —ANOKEHKIL, FRD,j 1<i<j<N)IZ
D2WT, a—¥ i j Ol K, ; 23R TSR0,

Proof. LORE D, 2—¥ a (1 <a<N) BHEZET
HEBHAEIEANEEV. K, 2EET I, R (13)
£, s CLis)]], Cl(so)i] BBETHSB. L
MURDS, a<i DEGEIE, Ny Y aBEhr O—fHE
Eb, 2% (KEE) o 1%, CY(so)li] ZEETE R,
FERIZ, §<a OHEE, =% a ik, CL(s1)[j] 25
TERWV. £oT, a<iddWVWE j<aDHIE, 21—
Yald K;; 2HETER.

ZIT,i<a<jBda—%alk, CL(s1)[j], C&(s2)[d]
EHETHIENTES. ZOLE, i+1#4£jTHBD. L
MURDS, ZOa—Falk, X(13) BB v3 HDW
vy ZEIR T2 ZEATERY. ZTHE RN TIEAT 5.

9, N(13) &Y, Lok,—1), Lok, KOVWTERDL,
zhsld,

L2k, —1) = LTI, k=2, 82k —1,15 05 52k, —1,2ku—2)

£(2ku) = ,C,(I‘/7 2/@1‘*2’ S2ky 1y +es SQkTMQku—Z)

CEFLILIIERY L. T, k=22 2B, F

7z, BEHITHEANIZL ST, a(Liok,—1),1) = a(Lzk,—1),J)
= a(Lok,),1) = (Liok,), j) RDT, TOHEEZHIZ o &
#=#<.
i<a<jreA RO O0GEIZHTCET S, 2ok
& ky DECHBEOi+1# 5 &0,i < N(a—1)/k+N/2k
DO N(a—1)/k+N/2k+1<j &% *.
l.i<a<N(a—-1)/k+N/2k D& ZDtEa—¥aq
i, vy BEMET 28N TERVWEYD, K;; 2FHHTE
R\,

2. Nla—1)/k+N/2k+1<a<jDe& ZDr&a-—
Yald, vy ZEHRT I EATER.

UE&Dy, EHEMGEHT . O

4.1.2 HEFEWE

2 AN EDOWREE DT 2541%, T2 2T 5
ZENTES,

FE 2 2—¥ij(1<i<j<N)IZD2WVWT, i<a <
N(a—1)/k+N/2k, N(a —1)/k+ N/2k +1<ay < j %
723 =Y ar, a0 1, FEFELT—Y 4, j OILER K, ;

“ HLi<j<Na-1)/k+ N/2k HZ5ViF N(a—1)/k +
N2k +1 < i< jehdedshid, k, < k' %25 k' T,
Lk —nla(Lr-1),1)], Lernla(Lew),i)] € W(HCA,i) N
W(HCA, j) &5 b DHIET B0 5 THE. AULHHHK
T5.
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RHETBEIEMNTES. 22T, o,k DEFITH 1 D
HEDLFUTHS.

Proof. %73, X (13) 2R L. ==Y aj,az i, VT
NG v, v BHETES, £, 22— &, v 2EHE
TE5 (v3 WEHHTERWV)., 2=V ay I, 13 25T
ED (v WEMETERY). MEXD, 22— a1,ay D3
FET5ZeT, K;; 2FHETE 3. O

PlEED, 2 ABLEOa—9AEGET 5L, Ho - AD
a—Volmz iR TERENH L. RREEHAI,
HMEHINSRETCHAINDEIREITH 5.

4.2 1EEE
ZDHITIE, REFEOMREZFHILT 2.
421 FA—HYHIREFETENY P 1EOHK
I-YOME N L35, RIEREFIETE, F1—9
1% 2[logy N DNy & 2 fifi % FF L2 1 g7 o .
oMz & o> THERGET 2 H R FELZ L, £a—Hik
N — 1 AOMBHEE K- RTINS BVWD T, KERET
FIXIEE IR H .
4.2.2 FEE
aA—Hij(1<i<j<N)» i@ K,; 23585357
SIZBERNy ¥ a B EFHET 5. X (13) 228 X.
=il vy ZARFLTWAEDT, FHEIZBER,
n BEBEOI, Ny Y a BB h OFED j— i BBET
BD. £12, vy B1E57201Z, (i—j) mod (N/k) [Fl h %
HELRThERSRW, 22T, k=22 B\,
MUE&b, a—¥idi@EEsstHass-2012i%, F O
HaER< e, Ny alEBh %

N
j—z’—o—(i—j)mod?

FEET 2 0HENDHD. ZOMEIE ON) THE»6, N B
REVE E1E, HEBERO-DDFAERNPAEREZ
EWERB.

UL Lads, IBEONy ¥ 2B, 722 213 SHA-2
X SHA-3 I3EF I mE R ERNRETH O [11), EMH L
BRERMEETITERWEEZSND.
4.2.3 HBHEHFBEICBHER/NY D aEOEEH

aA—Hij(1<i<j<N) L@ K,; 2ftioz—
YRERTE RN L ST, A (13) TEAMDNY > afi
(vi,v0,v3,v4) ZREE Uz, LA LAV S, 4,5 OIRFLIZ
oTE, L0DBRNEBDNY v afiT, K;; 21E5Z
EWTEDL D,

ARTIE, ok %, @B 1 EBRICERT S. 72, LA
ToHITIE, N=8 95 (M2
()i+l=j DLE,

2MADNY ¥ 2l v, vy THOITH .
5 MEEOHIRIC &, FEIREKL, HEDRIIRET D,

7, ZATILIVOAY ¥ Iz BWTIE, 21—
Y Na—1)k+1 &a—% Nao/k ZBELTVWED
T, 2MHDNY ¥ 2l v, vy THHTHS.
Bl 2= 1,8 DL &, 13 = CL(s3)[1] = h®(s3),
va = C§V (s3)[8] = h>(s4)-
(2)i=N(a—1)/k+N/2k, j=Najk D¥ &
2fHDINY Y 2l vy, vy THATHB.
Bl 2= 4,8 DL E, vy = CLl(s2)[4] = h°(s2),
va = C§V (s4)[8] = h®(s4)-
(3)i=N(@—-1)/k+1,j=N(a-1)/k+N/2k+1D
&
2fHDNY YV 2l vy,v3 THATHB.
Bl =Y 5 7DLE, vy = CL(s1)[7] = h'(s1),
v3 = CHI(s59)[1] = h3(s5,2).
(4)i=N(a—1)/k+ N/2k, N(a = 1)/k + N/2k + 1 <
j<Na/k D& &
SMEDINY Y 2l vy, v, vy THFITHB.
Bl =¥ 4,6 DL ZE, vy = Cl(s1)[6] = hS(s1),
vo = C§!(s2)[4] = h3(s2), va = C§Y (54)[6] = 1" (54).
(5)1 <i<N(a—1)/k+N/2k, j = N(a—1)/k+N/2k+1
DEZE.
SMEDINY Y 2l vy, v9,v3 THFITHB.
Bl 2= 3,5 DLE, vy = Cl(s1)[5] = h®(s1),
vo = C§'(52)[3] = hO(s2), v3 = C§ (s3)[3] = 1" (s3).

5. 5

AL TIE, 2L<H UL, DOFMG Ny ¥ 2 HEHRERR
Wy oWy Sy —vay BRELRL. RIS, Z
NEAWE, —EHTOLEREREZIREL 2. AR
FHEE, AFO XS LEELRMEEZFD: (1) Ny ¥ 2B
DHEEREZ TV IFT T UTHWTED, shRBP I,
(2) &L<H LW Y ¥ aFgEREERGE (Ny v a T o)
F—Ya ) iZEIVWTwWaA. (3) lHFD ID OAZHI > T
WhE & <, BERIRfEEZBE L LR, ID-based #7
7B haLThH5S.

THIT, RFXT, REFEOELF Y T 1 L6
S =Py

KX CRELU Ny V@7V —Yavix, =
NETIHZRZVWELFLVEDT, /Ny ¥ 2 EEHRER
EREOH 722 DA DO TH . T OREKED
XoRBIGHERFT LD, SHBROBETHS.

EE

ARG E R MM e GREES JP15K00189) @
B, B & OEZERAEE AR R RELESRE (JST) @
EIER ARt D AR R DSR2 2T -8 DTH 5.
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