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BinGrep: Proposing the efficient static analysis method by searching
for the function comparing control flow graphs

Hiroki Hada™ 2  Atsuhiro Goto'!

Abstract. In recent years, many Japanese organizations experienced a large-scale damage caused by APT activities. The
importance of prompt and appropriate incident response is reacknowledged. When resemble malware is used in some attacks
commonly, the analyst can proceed static analysis immediately specifying the position of function previously analyzed. There is
representative implementation of this functionality named BinDiff. However, there are some problems that BinDiff mistakes
continuously because of greedy algorithm, and there are no information against such functions. In this paper, to improve the
efficiency of the static analysis in incident response, we propose“searching” algorithm that employs edit distance of the control
flow graph and similarity of instructions. We evaluated that 90.3% of the 11049 functions of the GNU bash and binutils as
normal program and 80% of the 15 functions of Emdivi as malware can be output correctly. Furthermore, we evaluated all
functions of two samples of Emdivi and PlugX, and show proposal method is available for malware analysis.
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Algorithm 1 initialMatches

1 Function initialMatches(Sa, Ss)
2 Me
3 foreach vertex ai € Sa do
4 foreach Selector € do
5 if (ai, bj) « £(ai, Ss) then
6 MeMU {ai » bs}
7 Sa « Sa \ {ai}
8 Se « Ss \ {bj}
9 break
10 return (M, Sa, Ss)
T3 Y X2 propagateMatches
Algorithm 2 propagateMatches
1 Function propagateMatches(M, Sa, Ss)
2 foreach {ai » bj} € M do
3 foreach Property m do
4 S'a « n(ai, Sa);
5 S’s « m(bj, Se);
6 if S’A#Q) A S's#{bthen
7 foreach vertex a's € S'a do
8 foreach Selector € do
9 if (a'i, a'35) « €(a’i, S's) then
10 MeMU {as» by}
11 S'a « S'a{a’i}
12 S's « S'B{blj}
13 Sa « Sa\ {a'i}
14 Se « Sg \ {b's}
15 break
16 return (M, Sa, Ss)

T Y X3 binDiff
Algorithm 3 binDiff

Function binDiff(Ga, Gs)
Sa « Ga
Sg « Gs
M « @
(M, Sa, Ss) « initialMatches(Sa, Ss)
while M # M do
M «M
(M, Sa, Ss) « propagateMatches(M, Sa, Se)

WoONGOUVLA,WNER

return (M, Sa, Ss)
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Algorithm 4 constructCFT

In G: flflZze—2r7 7
i: AT VOLUT IR
m: AREARTHDZ L EFLERT D 72O OF0RER

out G: 7 —27 7 \ZELT 5 T fF&E K

1 Function constructCFT(G, i, m)
foreach j € JImpTo(G, i) do
if j € mdo
DelImp(G, i, j)
else
memU {3}
SetLabel(G, j)
constructCFT(G, j, m))

oNOUVThAhWN

TTY XS binGrep
Algorithm 5 binGrep

constructCFT 1%, 77 7MIZE T DimEREEZ 2RI
FHRT L0, e -2 7 Gligxt LRl 7]
NMIEREHNITI2EHTHD. HIH7e—777 G %TH
REDDOESLE G=(V,E) LEXL, HEZ V={V, V..,
Vi), W% E={(Vi, V), ..} (,j IZTES V OA T v 7 R)
EEETH. JmpTo(G, 1) 1% (Vi, *) &iili/l= T UDESEK
T B3, SetLabel(G, i) X G DTEA VilZB W T call 5 T
ROV &3 2 AMER RSk 4 28k L 7= S04 2 1 597 2 B3k,
Dellmp(G, 1,j) 1 G DM S (Vi, V) ZHIRT 2B E T
5. ZOBBITESERRRICEIVEEH Y e -7 7 G &
RE L, FUEEK m ITRREADOELZ BT 5. 72720,
BRFAOHELAEZHRRLLZHET G LU EHIBRT 5.
binGrep (X, 71 27T 5 AICBWTHRE T E 72 5B Ga
LTI ABICBITARKOES G EATIE LT, Ga
L Ge*DETOEHE LI L, BMOEWIEICH T 5
¥THD. constructCFT ZFEH LT/ 7 7=k Lz &
“C EditDistance(Ga, Gs) % AV THREEBEAZFHEL, S 561
LCS(Ga, G) Z# AW T a8l OxEL@BENFIZFHET 5.
21T Sort(r) TH 1 EHR A FNAIL, [FAEOHEITE 2 BEHR
ZREIEIC Y — L THAIT 5.
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IDA Pro WAERR LM77V 2 & T — & N—2
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4L L7z Python 74 7 T U [37]%~—RIZ, Python % C E3:E
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ThHDH. MBETOT 7T ALADIDB 7 7 A )b, MR ITOM
B, MBRGEDTa 7550 IDB 7 7 A MEBI¥E LTH
ELCEITT D MERIET 740 b TI0MLE THAT D0,
FFa Nl Lo T ERRSHANTHIE LA TH D.
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EOBEIIHE OB (Sim) AKX WIEIZIES. i/
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Ga: BT AACEITDEMHEIE 72D B
GB*Z A= 77-5 B@Eg%( Gg @%/ﬁ\

-
=]

r: BREMEEDOU A K

Function binGrep(Ga, Gs")
re@
SetLabel(Ga, 9)
constructCFT(Ga, 0, 0)
foreach Gs € Gs" do
SetLabel(Gs, @)
constructCFT(Gs, @, O)
r «r U (EditDistance(Ga, Gs), LCS(Ga, Gs))
r’ < Sort(r)
return r’

- o
QWN\IC\\ﬂhWNH:
~+

$ bingrep.py Emdivi_01.idb sub_405954 Emdivi_02.idb
Src Program 1is ‘Emdivi_e1’
Src Function is ‘sub_405954°
Dest Program is ‘Emdivi_02’

No. Dist Sim: Dst Function

1 0 1l00: sub_405D1B *
2 (] 99: sub_410BE1 *
3 4 70: sub_40BF28
4 13 16: __alldvrm
5 15 15: __alldiv
6 15 13: __allrem
7 15 12: _memset
8 15 8: _strcmp
9 16 19: sub_40DB78
9 16 19: sub_4035BF

M1 #=EHFN0FETH (CUD
Figure 1 Execution example of proposal method (CUI).
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Window FICEITREREZRRTDH. oRENTBELE &
TNI Vw3 5E EFICERYS T AEENRRINS T2,
FRNT B ISR O N R A HEGR TE 5.

= |t JQ
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|

2 REFXOFETH (GUD

Figure 2 Execution example of proposal method (GUI).
5. B

BET LT ZLDHEHEICHONWT, EHOT 175 A
LNy = TR A RIS A T o T2, ~ AU = T fRENT
FlX— B PC AT Z L2 MBE L. FHEICHN
7= PC OftEEIE, CPU Intel Core M-5Y71 1.20GHz, A€V
—%5 1 8GB, SSD 256GB, Windows 8 64bit T 5.
5.1 GNU bash = & 3 5Ef

GNU bash ® 2 2O N_R—=T g o070/ A& AWTE
BHROFEEIT 72, FHLEZAA—YaidR1IOLER
DTHD. 22507 r 7T A% LT Linux O strip 2+ >
KTy U RERZEHIFR L7z EC, bash 4.0 TV RN
HIlBR X7z 381 A O BI%IT T L THEE TR A VT bash
4330 OREEEMBL, RUT VRUERER-> TV
BSREBRAER D EAL 10 (L LANICER R S5 23l L7z,

IR 5 B RB FRIC RS SNEIBA O #E R %
3ITRT. 34 EoBEEIT 1t LT Eh, 38 o
BN 10LL FE LCTHASNTE.

#1222 )7:0% BinDiff & il U 7= 5 R % 2% 2 127”97, BinDiff
1% 345 [HOBIS A EfE L, 25 AL 343 8 o B¥A EfR
L7z, 2R LTRIEFRBEOREZER L. EFE L
“C, BinDiff A Efif Td - 7= BHU 3 2 247 X oo A
ZHELTEY, BinDiff BRIEMEE 72 -7 36 BOEHK O
55 29 (80.6%) (2%t L CIEME L 7272%, BinDiff &l
G52 L TRIEROEMEPARIENY, REFXOFH
PSR,

F 1 EEICEM L7z bash D X—T g

Table 1 bash version.
No. | i w2 Z & A BRIRE
1 bash 4.0 2009 4F 2 A 20 H
2 bash 4.3.30 2014411 H7H
RS %
400 —
350 325
300 1
250
200 1
150
100
50’4101110088
D O U VS N
1 2 3 4 5 6 7 8 9106 JEA
LT

3 bash [ZH81T 2 RET KO BRIARL
Figure 3 Rank result of bash.

# 2 bash {28 5 #EFTK L BinDiff O LLEETEAf

Table 2 Experiment result of bash comparison.

BinDiff &t
IEfi# RIEfiR
7z IEfif 314 29 343
= AIEfiR 31 7 38
el 345 36 381

124207 L BinDiff O FATHRERM A 3 L 7. BinDiff 1342
TOEBICKI LT 3.7 BTREEZET Lz, #2253 1
SORBUIK LT 098, RRK 198, £ TORKOMKR
T LT 339.1 & WS iR &2 7-. BinDiff (ZB3%% @
FEOVH L 25 0 @ BRI SIS AT T B 72D 2k & L TR
e L7, REHFRIIHRBRT 2 BHICK L TaToRke
OFmERREZHE T 2720, B 1 ob7- 0 OFFERIX
ER & 22 o728, &R L LTI BinDiff & 0 BrR 2 2 L7z,
5.2 GNU binutils [Z & % §Ffi

GNU binutils ® 2 2DONR— g 07T AEHAWT
FREICIRE T RO %247 - 72, binutils (1% 15 HD 7' =
77 I addr2line, ar, as, c++Hfilt, elfedit, gprof, 1d, nm, objcopy,
objdump, ranlib, readelf, size, strings, strip 23& £i15. i
L7enR—Va v idk3nEBY Ths. L5 X% BinDiff
CLEE L7 AERIIFR 4 DY bash EFIBEORER L e o7z,

3 EEICFE A L7z binutils O 3— g
Table 3  binutils versions.

No. R A 2 BR RF A
1 binutils 2.22 2011 411 A 21 H
2 binutils 2.25.1 201547 A 21 A

# 4 binutils (21 232 H K L BinDiff O Hefg A

Table 4 Experiment result of binutils comparison.

BinDiff aFt

IEfiF RIEfE
3 IEfiF 8977 674 9651
75K ANIE R 658 359 1017
ks 9635 1033 10668

— 681 —



247 L BinDiff O FATHREM 4 3F4f L 7. BinDiff 134>
TORFICK LT 45 BTUEHEZET Lz, #BEHFT 1
DOREITR L THHE 0.9 7, K248, 2 TORED
MBI LT17a s T 5570 FHE 640.1 B TH Y, bash
L RBEOBMZ R LT,

5.3 Emdivi 2 & % 5

AT =T EEROCTCEMI AT o7, & 5 1 X—HD
APT B THWOHNTZRAH /3= 2 @ Emdivi &9
RAT TH 5. bHWRIK 1 2T L2 Enb b~y
=7 e L, Mk 2~6 2T o~ AU 2T CAEE L.

B 12RO THRZE TS E LCHEA LR R 6
RT. ZORTIXZ OO FHEE R0, AT m
7 (BB) %%, ok, FRAENAEEZEHL T\ 5. C&C

BEEFXTZT AT UV4—NDOT 7 v AHEZERS S0 —
AXAIIZ HTTP 2MEH &b, S EIOFHmICEE A L 72 B%0x
HTTP @V 7 = A b SUEMEES 2 AL & 5t 24T 5 I
Thd. AU Ty bIGTIIREREEZRET 2720
TuF =R CRER SN Z B Lo R e
RKOMENBELIETDH. N DLDOEKE T« =

Lixu 7 ERET 5 L CTEERERE RO,

#*5 AHImICAE A L 72 Emdivi B

Table 5 Emdivi samples for evaluation.

7% 7 BinDiff & #2257 U K B RFmRG R

Table 7 BinDiff and proposing method evaluation result.

BB 1 OB% | Bik2 | RIE3 | Biik4 | BIES | K6
sub_40801C O0.01* | 0,01 | O,03% | X,02% | X,X15"
sub 40CASE | O,01* | O,01* | X,O7" | X,X30" | X,X 84"
sub_40204D 0,01* | 0,01* | 0,01 | O,01* | 0,01

No. T iE4 Rallekisy B ok
& 1 | Emdivi t17.08.21 BEEN~ L = 7 1018
¥:{K 2 | Emdivi t17.08.26 L RIES 1009
Ktk 3 | Emdivi t17.08.30 FIRNT Xt 52 957
Ktk 4 | Emdivi t17.08.30 AT R 52 949
Ktk 5 | Emdivi t17.08.31 AT R 52 1145
¥:{Kk 6 | Emdivi t17.08.34 FIRNT x5 1100

F6 G L2k 1 OB

Table 6 Function name of sample 1 for evaluation.

BA%L BB # | n#k BI%PN TIT O AR MBE
sub_40801C 119 1026 |POST U 7 = A b+ STOHEHE
sub 40CASE 28 275 |GET V7 = A N XD
sub_40204D 13 157 | XXTEA IZ X 5551k

ik 1 o 3 >OBRI%ICx LT BinDiff &85 R Tk
AT/ RE2SE 7 \RT. Zo®lE, Z£M7 BinDiff
DT, HRPRESRORE L MRIAN. 2R, =
3 USRI L & BRI 2, B 1 & B 3 [ T, BinDiff
CMEFREBDICETEMEHR I L., TOMTIE
BinDiff RN ARIEfEEZH T L7 b D=, BinDiff &R L
BICRIEM L 72 o 7- 6 D3 & - 7~ BinDiff 28 RIEMEZ H )
L7z, IRETIEERN e kI ba— RE5
PIFELS BN H S 1208, B RBFANTITRK L TH 10280
OBBEIEFRIZFTAITN ZENTESD.

FATRERNZ 2V CiX, BinDiff IZ2KT 102 ¥, ##E;
KIFEEHT-VHRKRT 1T B THY, MIrENTE) CTHRE
THZLERETHETNREETH T,

REH B EMZ EALICH I TE R0 - 72T, B%k
MBI T 10— 275 7 B k& <AL LTIz iE L < H
ETERM o7z, W, BREFXPEMEZ LT LT
BB N RKE LB L TW o Tz, BREFTFTNNEMR L
72 HIZ BinDiff NEREZHII LI b DR H o 72h%, M
ERDBEICRITAHE T e — 7 T M RELSEL L TE
LLHETES, Zo-o@EHMIHIET 27> i
5.4 Emdivi & PlugX 231+ % B O

53 filcBI 5 Emdivi R{K 1, 2 & EEEO APT CEA S
N7z PlugX EIEIEN 253 8 @ RAT IZxt L C, BinDiff &2
FHEANTETOBKOKETo-EREE 9, £
1012779, £/, EFICKREVWEBR THLZO—H L5
2, AL L= T 7 2K 4, K577, ZOKITHRIE 1
Da—NTTT7ThY, THRIZEAKEZEWKT 5. BinDiff
EHREFHTAERE 1 02 ToOREEICHEH LT HE TIEM)
EIDEHE L. ENEI DB TERVLDITE b
WAREMRE Lz, T2 & 2 EfTH - THEBRICHNT T 2 B
WCEfEDV I CE RV EBRE RIS RN TH D, F
FERIFTEA DG THRE LTV, HAlE BinDiff DAMNIE
%Lt%@,ﬁ@iﬁ*ﬁﬂmﬁ#EMLt%@,% X
WA EBEMLIEBO, KEFHGTELRRLTELOTH
5.’®ﬁ%"75%ﬁ@@&bi#ﬁ’%< £TO

BT D L BREMRR E R SR o T, FTESI
xﬂ/fl NIZT % T X NTHEPREL TN D.

BinDiff (I BIEk DR L %3l 0 BB RIS 217
ST, T—NT T T IV TRIW LT TE SN E £ 2
BT, —FF CREFRUTEEFEOH Lo BFRICEF L
N2, RIUZZTESIEERSIE- 7.

BAECREONE UiX call (DIl L » TfThLd s, Yy o7
KOT RUABEMICHEINIHBERHDH. 20k 57
BRI a— 7 I 7BV CHERET D Z R TET,
WS LETER ER D, 20 &5 Bz T BinDiff 1%
FEOVH LBIMR 2RI 5 2 & N TE RN RS B -
TUiz.

7 8 FHMIZfE M L7z Plugx fifk

Table 8 PlugX samples for evaluation.

No. B A4 FEAl DB E B D
1tk 7 PlugX B~ =T 472
ik 8 PlugX IPSES 517

9 Emdivi I8 2$#2%EH A & BinDiff O sl
Table 9 Experiment result of Emdivi comparison.
BinDiff &t
EfiF NIEf#
"R 1EfiE 725 40 765
Ji RIEfR 3 250 253
Bt 728 290 1018
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Table 10 Experiment result of PlugX comparison.

BinDiff Art
Ef# RIES#
(S IEfiE 382 18 400
F7 RIEfF 43 29 72
fat 425 47 472

BinDiff O 4 [ & A B2 H 5

WAL U7 THSUZIEMER A TN 5

4  Emdivi OB 2 REMmRE R (—#)
Image 4 BinDiff and proposing method result for Emdivi

oo ese e e - sssce

5 PlugX OABIEIT 3§ D RHmAR (&)
Image 5 BinDiff and proposal method result for PlugX

6. FLHLSERDEFRE

AW TIE, WWEITHEN LI~ = 7 OB~
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D 903% TIEMAE L, Emdivi D 6 8 ORI % #
LT, AT v bxbis CREMT B3 0EE L 72 2 B3%iax LT
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ML, P52 & CEMEEN ETEHZ LR LE.
SE 3

[1] #e&thl A~v 2 % — : BLUE TERMITE ~ A ARZ /295 APT

Bilg~ (v 710), APk
(http://media.kaspersky.com/jp/pdf/pr/Kaspersky BlueTermiteDaily-PR-1
016.pdf) (S 2016-03-06)

[2] #WiEFH#, P+ Hi: CODEBLUE2015 BADHMME ¥ —4~ v MLz

Bt L — U OFEM, JPCERT/CC (A7 A V), AT
(https://www.jpcert.or.jp/present/2015/20151028 _codeblue ja.pdf) (M
2016-03-06) .

[B] ARBlFE, HoAfth, PR SRR BE TR LN LY =T O
R L MR OB OBRICET 2E%, avva—2tdalT
S URTY T A 2015 G (CSS2015), vol.2015, No.3, pp.963-970
(2015).

[4] Kent, K., Chevalier, S., Grance, T. and Dang, H.: Guide to Integrating
Forensic Techniques into Incident Response, National Institute of Standards
and Technology (online), available from (http://csrc.nist.gov/publications/
nistpubs/800-86/SP800-86.pdf) (accessed 2016-03-06).

[5] MK, BFTaR, JEBHT, FHAR—8, BEBEB .7 FI7 4007 .
ST =T TY =YV EE o TR, ATV — s Uy
/X (2010).

[6] Grobert, F., Willems, C. and Holz, T.: Automated identification of
cryptographic primitives in binary programs, Proc. 14th International
Symposium Recent Advances in Intrusion Detection (RAID 2011), pp.41-60,
Springer (2011).

[7] Calvet, J., Fernandez, J. M. and Marion, J.: Aligot: Cryptographic Function
Identification in Obfuscated Binary Programs, Proc. ACM Conference on
Computer and Communications Security (CCS 2012), pp.169-182, ACM
(2012).

[8] Percival, C.: Naive differences of executable code, Binary diff/patch utility
(online), available from <(http://www.daemonology.net/papers/bsdiff.pdf)

(accessed 2016-03-06).
[91 MacDonald, J.: Open-source binary diff differential compression tools
VCDIFF (REC 3284) delta compression, xdelta (online), available from
(http://xdelta.org) (accessed 2016-03-06).
[10] Heirbaut, J.: Diff utility for binary files, JojoDiff (online), available from
(http://jojodiff.sourceforge.net) (accessed 2016-03-06).

[11] Flake, H.: Structural Comparison of Executable Objects, Detection of
Intrusions and Malware & Vulnerability Assessment (DIMVA 2004), IEEE
Computer Society, pp.161-173 (2004).

[12] Dullien, T. and Rolles, R.: Graph-based comparison of Executable Objects,
Proc. of SSTIC 2005 (2005).

[13] Zynamics: Zynamics BinDiff (online), available from

(http://www.zynamics.com/bindiff.html) (accessed 2016-03-06).

[14] Bourquin, M., King, A. and Robbins, E.: BinSlayer: Accurate Comparison
of Binary Executables, Proc. 2nd ACM SIGPLAN Program Protection and
Reverse Engineering Workshop (PPREW 2013), ACM (2013).

[15] Gao, D., Reiter, M. K. and Song, D.: Binhunt: Automatically finding
semantic differences in binary programs, Proc. 10th International
Conference on Information and Communications Security (ICICS 2008),
pp-238-255, Springer (2008).

[16] Ming, J., Pan, M. and Gao, D.: iBinHunt: Binary Hunting with
Inter-procedural Control Flow, Proc. Information Security and Cryptology
(ICISC 2012), pp.92-109, Springer (2012).

[17] Oh, J.: Fight against 1-day exploits: Diffing binaries vs anti-diffing binaries,
Proc. Black Hat USA 2009 (2009).

[18] Tenable Network Security: PachDiff2 High Performance Patch Analysis
(online), available from <(https://www.tenable.com/blog/patchdiff2-high-
performance-patch-analysis) (accessed 2016-03-06).

[19] eEye Digital Security: eEye Binary Diffing Suite (online), available from

(https://web.archive.org/web/20080705014733/http://research.eeye.com/ht
ml/tools/RT20060801-1.html) (accessed 2016-03-06).
[20] Zimmer, D.: IDACompare, VeriSign iDefense Labs (online), available from
(http://sandsprite.com/iDef/IDACompare/) (accessed 2016-03-06).

[21] LeDoux, C., Lakhotia, A., Miles, C. and Notani, V.: FuncTracker:
Discovering Shared Code to Aid Malware Forensics Extended Abstract,
Proc. 6th USENIX Workshop on Large-Scale Exploits and Emergent Threats
(LEET 2013) (2013).

[22] Ruttenberg, B., Miles, C., Kellogg, L., Notani, V., Howard, M., LeDoux, C.,
Lakhotia, A. and Pfeffer, A.: Identifying Shared Software Components to
Support Malware Forensics, Detection of Intrusions and Malware &
Vulnerability Assessment (DIMVA 2014), pp.21-40, Springer (2014).

[23] Pewny, J., Schuster, F., Rossow, C., Bernhard, L. and Holz, T.: Leveraging
Semantic Signatures for Bug Search in Binary Programs, Proc. 30th Annual
Computer Security Applications Conference Pages (ACSAC 2014), pp.406-
415, ACM (2014).

[24] HEBIAFE, SR, KEE: EBEGEGTOBEERMIC L 2EMS
NIZMETEORERFIEORE, 2 Ea— 2 X2 T 4V URYY
L2015 F@C4E (CSS2015), vol.2015, No.3, pp.304-309 (2015).

[25] “aAtam, GRAREAS, AHIVE— - BREEM DA ORI A S HE~
N =TSR AT N, RIS RRIGE, Vol.51, No.9,
pp.1622-1632 (2010).

[26] Karim, M. E., Walenstein, A., Lakhotia, A. and Parida, L.: Malware
phylogeny generation using permutations of code. Journal of Computer
Virology, Vol.1, Issue 1-2, pp.13-23, Springer-Verlag (2005).

[27] Gheorghescu, M.: An automated virus classification system, Virus Bulletin
Conference 2005 (2005).

[28] ‘A —H, FlseC « SROMENTIC K 0 i Sz APTHERIC R S< <
N =T DL, ERALPEF SR SCEE, Vol.54, No.3, pp.1199-1210
(2013).

[29] Hu, X., Chiueh, T. and Shin, K. G.: Large-Scale Malware Indexing Using
Function-Call Graphs, Proc. 16th ACM conference on Computer and
communications security (CCS 2009), pp.611-620, ACM (2009).

[30] Kinable, J. and Kostakis, O.: Malware Classification based on Call Graph
Clustering, Journal in Computer Virology, Vol.7, Issue 4, pp.233-245,
Springer-Verlag (2011).

[31] Levi, G.: A Note on the Derivation of Maximal Common Subgraphs of Two
Directed or Undirected Graphs, Calcolo, Vol.9, pp.341-354, Springer-Verlag
(1973).

[32] Gao, X., Xiao, B., Tao, D. and Li, X.: A survey of graph edit distance,
Pattern Analysis and Applications, Vol.13, Issue 1, pp.113-129,
Springer-Verlag (2010).

[33] Zhang, K. and Shasha, D.: Simple fast algorithms for the editing distance
between trees and related problems, SIAM Journal of Computing, Vol.18,
Issue 6, pp.1245-1262 (1989).

[34] Klein, P.: Computing the edit-distance between unrooted ordered trees, Proc.
6th Annual European Symposium on Algorithms, pp.91-102, Springer-Verlag
(1998).

[35] Dulucq, S. and Touzet, H.: Analysis of tree edit distance algorithms, Proc.
14th annual conference on Combinatorial Pattern Matching (CPM 2003),
pp-83-95, Springer (2003).

[36] Hex-Rays: IDA Pro (online), available from (http://www.hex-rays.com)
(accessed 2016-03-06).

[37] Henderson, T. and Johnson, S.: Zhang-Shasha: Tree edit distance in Python,
available from (https://zhang-shasha.readthedocs.org/en/latest/) (accessed
2016-03-06).

[38] Cython: C-Extention for Python (online), available from

(http://cython.org/) (accessed 2016-08-11).

— 683 —



