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Abstract: Format-transformation encryption (FTE) is an encryption scheme where a format of a commu-
nicated protocol is transformed to that of a different protocol. Alghough FTE enables users to avoid a
strict network restriction, it may bring malware a profit to avoid check of network traffics such as the deep
packet inspection (DPI). In this paper, we propose a new type of malware based on FTE in order to clarify

a potential threat and its countermeasure.
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