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Log Detection of Malware-infected Host Communications
with Data Compression Algorithm

Yasushi Okano  Kazunori Kamiya  Masaki Tanikawa'®

Abstract: Recently, machine learning is actively applied to log detection of Malware-infested Host Communications. Feature
extraction in machine learning is a significant impact on the detection accuracy. But conventional feature extraction methods (ex.
bag of words) is not be suitable for communication log, because it is often containing unknown data sequence. We propose new
feature extraction method from the communication log using a data compression algorithm, gzip, compress, and so on. This
method has especially caught patterned URL or the like malware, it is possible to obtain a good detection accuracy than
conventional feature extraction methods.
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n|?o|ffe|rid=2|&dis|tid=1|3467|&le|adp|=16|94&c|ountry|id=14|2
&s|ys|bit|=32&|dfb|=-1&|hb=|2&is|agg|=0&ver|sion=|4.0|&ex|ter
nal|=0&e|xter|nal|=0&|

Mo JRE T v ke B 220bit
|http://serv.the-app-data.info//offers/DynamicOfferScreen?offeri
d=2|&distid=1|3467|&leadp=1694&|countryid=142&syshit=32
&df|b=-1&hb=2|&isagg=0&versio|n=4|.0&e|xternal=0&e|xterna
1=0&|

* || DM EMERFIZ 1 23— R TREND Z L &R T.
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# 6 1451k URL O EHEIRAE

AJEHE: 4688bit
http://d.castplatform.com/api/vp/1?clk=gLg_PHWA9aSyioXkt-
F4b3J9cl1ybf-t-x7VXWH5dmAWXwIn-z (UL T )

Bikw ZB#E T > ko ¥ —: 4420bit
|http://d.|cast|platform|.com/api/|vp|/1|?cl|k=|gLg|_PH|WA9|aS|yi
o|Xkt|-F4|b3J|9cl|1y|bf-[t-[x7|VXW|H5d|mAW|Xwl|n-|z (UL T %)
et 7T > N o B —: 4980bit
Alhttp://d.|cast|platform|.com/api/v|p/1|?cl|k=|gL|g_|PH|WA|9a|S
ylio[Xk|t-|F4]|b3|39|cl|1yblf-[t-x|7V[XWH|5d|mAWX]|wl|n-|z

ORI ERIFIC 1 23— FCREND - & 25T

7. £EO

F—BERET AT X5 LZT 2R REEmic Ly,
FQDN B & Path SBOBEM: - BPEEMERLZ M L, L2 1ER)
it SVM THE - HimdHZ LIicky, 7T 927 U R MY
TER BoW (2L DRI FIE L 0 b ENTHEREZ L
B L7=. BrZ APIY URL & D /% % — K L 7= URL, FQDN,
Path & ORI 2 3% U CRAEIRE 21T 2 5 OB T — X 11
T ATV X LERANLRETHDL EBbh .

— 7, AFETIIH L URL 2 8Tca 7% 5 £ HET
LHZENTET, ZHIFAHOBETHD.

BTy ha B —0RHE0NT L HEE - BI%EmT —#
EVNELTHHOTIEHRL, EBLATORTHEAR
BThd. 20D, BEmFEICbEEA T 2 hEk
By, SHOBFBHFEND.
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