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Abstract: Damages caused by targeted attacks are a serious problem. It is not enough to prevent only the initial

infections,

because techniques for targeted attacks have become more sophisticated every year, especially those seeking to illegally acquire
confidential information. In a targeted attack, various communications are performed between the command and control server

(C&C server) and the local area network (LAN), including the terminal infected with malware. Therefore, it is possi

ble to find

the infected terminal in the LAN by monitoring the communications with the C&C server. In this study, we propose a method for
identifying the C&C server by using supervised machine learning and the feature points obtained from WHOIS and the Google
Search of domains of C&C servers and normal domains. Moreover, we conduct an experiment that applies real data, and we
verify the usefulness of our method by a cross-validation method. As a result of the experiment, we could obtain a high detection

rate of about 97.3%.
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AL, C&CH—RZRETHFE6RERDHS.
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DIRRFEC LY @RS TRETHZ LN TE D, L
2L, BwuT A B8R EORBIERBIR~DTIRICA 5
RN S .
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WHOIS & DNS DIEHN S RMOENE R A A U EHEET S
F¥5[8], URL O#5f#=> DNS, WHOIS, HEREZR 5
BEWCFE & O TR 5 FE[9], BEEn o FEE Web 1 b
DarT YL WHOIS 22 EDEHRMNSMBL V0 & F
AL TRIMOEME N A A &2 2 FIE[L0)2 ERH 5.

INSDTFEE, [EETPO C&C Y — Ik L TRV
HEECRET LN TES. L, BEFITHITL
TNWBHZ EERmES, WRFITKRINTLE O MEN
5.

%ﬁ%%f@zmQEibc&C#—ﬂ,&%%®%ﬁ%
HH L L2 BHBER S AT A O %E1T > TV 5 [11].
DOHT, RAAL U BELNDIEHR, L E B Z*E[lz]
ZHWT CRC Y — "2 BT 2 FIEOHITEIT-> TN D,
Z D%, KNV THERRIICTRE 21T > 72 & 2 5, 2009
EMRFIL 96.5% Th o 7o RHIBEE D, Fx THR-o TN,
2011 fRIZ1E 76.5% F TR EE 2 T - 72[13]. Zhuid
C&C W — DR FERRRE & & b lcEfbLTnD &
NIFKTH H[14][15]. =Dz, —EHM Z & IT&KFOT
— X ERAWTHRBIET VOB LE{T> Tz, Mk
WL DBMERBEOEbER 112, HOf otz 3k 2
2T

F 1 AR K DM RE DL

- 2009 = 2010 | 2011 @ 2013 | 2014

2009 96.5 85.0 76.5 - -
2011 - - 95.2 42.5 -
2013 - - - 80.3 80.8
2014 - - - - 96.7
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HBRE, C&C H— & EIEL, Bl C&C H— %4
HELTWDHZENTHEND. CRC F— D ANED D )N
BHBIZEZ D Z LTk Y, A0S HITHERENRT D
R ELTEZLND., 2D, WEFITHEINL TV
L2 ERSHERNI EICLY, C&C Y — ORI
ERLTHIENTE, REBRIC L DHFROE(LEZED
L ENHRDEERD.

3. BREF&
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Google DRFZET P& HWD., WHOIS &1X, KA AV
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Do TWb., by LU RAA Y (TLD) LY A b
T EICREOMBOANEN L TEY, WHOIS (2546
SNTHLERIT AR ENTND Z &vH WHOIS 12
BEESNTHHHEREFALCTH, WRFIIAZFDO KA A
V8 WHOIS TEIRENTWEDMNE I MRS EIT W,
F 7=, Google HiEA LAY Google.inc. & FFE I N7-h¥ETH
D, BESNHTWDLERS —RIUICARINATWD 729

FFDOHME 5 Google DRFET L LU bBHbNDHIER
ERALTCHHEFIIROZICZ\W. 207, WHOIS
L Google DIRBT L Py nbBOENDEREFMT 52
el

WHOIS & Google DR T v P B LNTZIEHRN S
RS A L, MBS 2 VW C C&C —HEE
175, AE, BEENE I DD 27 7 AD/ N — e L
THEH VB FEE TH DI R— Iy X~ (SVM)
btoa—I N0y NU—=ZEHWS. 207, FRTHERE
LT, BRI DT T L EBETS.
IEET LVOMEICHZY, EFTEERNAL LT
C&C =D KA A (C&C FAA V) &, WHOME
TRRAALY (V=< RALY) BT H. £IhD,
& RAA D WHOIS [E A S L, Fraft+ 2.
i U7 B a il ol S, IRE TV 2SS
L. EBRIZT 7 AT HEICAIBET NV ERWT RAL
OFMZITVY, C&C H—"THLINE I HBIT 5.

3.1 FHl KA A > DEE

J =R RAAL AT, BREMEREW R A A DR T
HoH, MWROT 7w ATUF T by 7 500 &gk L
T2 Alexa ®” The top 500 sites on the web.” [18]iZi#f~ T
WA RAALVERA L., £, ARV A MET A M
MDREVEHNIZH 5728, FFEEITRY 2L T 5 aetEs
B%. FZC, " IR¥A hT %227 [19] L ” FORTUNE”
ROIBLAA L. b TrF 7B EIN TS R
AL DORNS T X B85 ETHL, S —< L R AL
ZRTDHFE R A A L LT

C&C R AA I, EBEO~ AT =T BRI L7Z B A
AVREBTH DD, BEHHKIETOHEHEO SN
Emdivi, PlugX, Poisonlvy &FEXND 3 DO~ AL D =7
[171% U008k - ffpT L, Bt CE 7 RAAL V2R LR

~ U =T OIS 7= - T, VirusTotal[21] % I C
% — U — FIZ Emdivi, PlugX, Poisonlvy OF&ERI4 THIER %
T, FH163 D~ Ly = T HINE (£ 3).

#3 WEE LI~V T =7 ORREL

Emdivi 50
PlugX 63
Poisonlvy 50

IWE L=~y =T % LastLine[22] £ FEIZN D~ /LT =
T w AR BT B CERERICEN A UCHRENT (BhAIRENT) & 4T
9 Sandbox & FIVNTENT &2 SEhE L7, fMTHER LD, <
U= T WREIEET O R R AL v 64 i L, T
—& L THHALT.
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FFEONZ BN TE WIS CHB 21T > T Y, fifir %
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FEEITHER LT T A2 O TR ZT O BIE, #
Fa A D KA AL O WHOIS LV, FITT e+
LHEUCHIA LB REMH L, Z2hz b LIciier v
HAOWTHEEITS.

4. FE{fh

Al HWDT—Z BNV, EEICFEMICHW
L7 2 T — B A L TOFMTIX, TA R TF—Z DR
DHFICL > TREICRE 2 EZNECDAREERH 5. FFlC
%%@W%t%w%nékf4>ct%ﬁ?~&ﬁm&<
RETDHID, T—2ENRDHRL THHRNEREL DL
f%é%&f&éx%ﬁﬁ&%%wf%m%ﬁbpq

RAEBRGEE S X, FET—X LRDILOT— X E—ED
Tay JHEMIIHEIL, —oDT eyl ETARNT—H,
FOMOT sy s BB T—2 L UCHEEITY . HEIL
o7 vy 7 ZEICEHMIEATY, BRI R 0 ) & E R
ELLTHETLIFETHS (KT, ZoHEEAWDZ
Ltk , FHEBENDRLTY, HESNDIWEEDRAE
BT HZIENTE, UTOHERITBWTRDDLZ &
MNTEDH. ZOWF, 72 MT—Z OMEUIINGS, EfEIZHTE

SNEITEE, n [\ H ORI N%ﬂ%—m,ﬁb
TFWHEEREIZAY (@) T 5.
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7 CHEEE LTAIFRE T VAT LR AR 4R T. 4
B, FAT—% % 10 3EIL, TDHIHLO—D2%T A T —
2R BT — 2 L LT 10 BRME A TV E S H ST
FEEE DL % HEERGRE & L.

® 4 FHERSR (CCAERGEER)

97.3% 97.3%

HERE
B

FMEAER LY, SVMBL =2 —TF L%y hT—2 D
HIZBWTH @O RASE LS X HE . U, £
ELBE S AT AD 20144 T NV ORRAHE 96.7%% [0 2 ik
BThob.

5. 8hVYIc
BEFIEICID, C&C RAL VITHWLND A—1LT R
VADORESEEH LU, RAL OA8AKRSHRE T
VU VTORBRER ARG DY THRFEE T D &
IZ&V, C&C h—DHBINTEHZ La R L. £,
HHLZA—=L T FLAIZHWSLRTWD HEEORGR A 3
LRy hU—7 TRTZEICEY, C&C R A A ICHIH &
LTV WHOIS BEMITH —ERIZB N T, FHERH
L EERLIZ.
KFBRITZBHEEDWER LIV —R"~T 72T H &
72<, C&C RAA Y OHEEMNFARETH D, ZNITED, B
BEIMT L TVD ZEEMMSIUIKLKTHIENTE,
RERGEIZ L D C&C RA A L ORMELZRELEH Z L
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WAL D B2 D.

F7o, EHOY— R FESOHNT C&C r— ME LTz
Bé, WHOIS I[CEBO—FOBERBBEINTEY
S HlZ, Google FEIZE v F LT F 57 SEO 23T
PHTND Z ENEUNT=H WHOIS 153> Google D3R fk
BB TIHEODRHIC W, 20, EmBRmAE< w5
IERBxLND. L, BEARBEBICBOTLERD
P—NPRESHF ST C&C Yr— N LT Z &7
W, RPEEPEDRFETHDLEBEZOND.

AE, FAAL LB IO WHOIS 2SN TH DB A —
INT RLRARRAL O HE, Google DIFRE LT
THLNERBFICE v M LEEEATMBEE LT, iy
ERWTRIEZITo 72, A%IT L0 i e AJTED 7200
AL, MVRARELZ BT & L bl, KFEET T U
R Proxy 72 &~ FEE < JER Al L TR /AT
REE W ZEMED L OREFE1T 5.
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