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Implementation of a RAT Detection System using HTTP-Based
Communication Behavior
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Abstract: In recent APT campaigns it is hard to detect RAT activity, unless we know the C&C server
address or the distinctive communication pattern. As a countermeasure, we proposed how to detect RAT
activity without pattern matching, which uses the http-based behavior such as the sizes of the object re-
turned to the client or the intervals of the logged time. Our method uses statistical classifiers based on
support vector machine and random forests. Our method can detect unknown RAT activity in proxy server
logs. This paper proposes the operation concept using the blacklist of C&C servers, and implements the
RAT detection system using http-based communication behavior. Moreover, the experimental result on a
real network shows the system can run in real time.
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EHWDLZ ETARLV—FDARZRB T 5 Z & A hE
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72T, SEBIELIZRAY AT A0, EEAOR Y b
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DEEZD.
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