Computer Security Symposium 2016
11 - 13 October 2016

Trojan of Things: €/ I[CIBOHAFTFNEBENFCHY I H
6 1c 59 BRI DT

AL AL ELEF LD R kL

BE  NFC ¥ 7 EMIEN B/ NEBEERIC A2 — 7 4 VS THEITT, Av—F 7 1 v DORAL I BERE% F]
HT&E%, NFC O@ifEm oIz, 2—VOREBICK L TAS—F 74 V2INFC ¥ 79508 L
TLEIERIEIR CNETHFIICHLEONT I hd o7, Lo L, NFC ¥ ZHBHEDZHDE Y D / (CH
DAEFNTOREHIZE I THS I H., KX Tl Trojan of Things & VI F-LBHELERL, ZOH
e LT, BMras, =277 70 buA, REM A L2280 L OBEEOREPEBTETH S
ZEERT, X561, NFCPRHT 22—V 74 22 ) Fad WBEZ CFRZRET 5.

*—"7—K : NFC, Android, Trojan of Things

Trojan of Things: Understanding the threats of malicious NFC tags
embedded in the things

Abstract: NFC tag is a small chip that enables short-range wireless communication with mobile devices.
By just holding up a smartphone against a pre-programmed NFC tag, it can launch many functionalities
of smartphone such as opening an URL with web browser, configuring Wi-Fi network, etc. Due to the
limitation of short-range wireless communication of NFC technology, not much security threats and their
countermeasures have been discussed so far. However, what will happen if maliciously programmed NFC
tags are embedded into things around our lives? Given the background, this work proposes a new proof-of-
concept attack called “Trojan of Things”. As concrete examples of the Trojan of Things, we implement three
different types of attacks: “currency trojan”, “wearable trojan”, and “furniture trojan”. We demonstrate
that these attacks are feasible in the real world. We also evaluate the conditions of the successful attacks
with respect to the distance between a targeted mobile device and an NFC trojan using 18 different models
of smartphones developed by 11 different manufactures. We also present effective countermeasures against
the threats of the Trojan of Things without sacrificing the high usability of NFC tags.
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EFMINTED [1], Trojan of Things 3% { DHGAIZ K,
LCEME72 %, —J57C, iPhone 6 72 £D i0OS HiAIEA
HMSCHEERF I CNFC DY =48/ 94 ¥ = FE K-+ L
TELHT, NFCH I X WA HT I Li3TcEhR
W, H550Z, Android 28 NDEF L a— FIZIn U 72 #EHE % W

O DI, NFCHRPRETHEMNCZ->TED, koD
A7V —=vuay IJPREREN T EZIBong, #£2
TR L&Y, THHHRIC NFC BREDE R > T
WO S, F, HTLWEETH 513 E NFC HERE
PEMCHESNTLRMHANPRSNS Z LIFmHAL T8
El, 29 Ll iad, EENFC ¥ 7280k
BT ICHORAL ORI TH LD, EOREDAN
NFC K Z A2 E LT 200250012 F 27201213,
S5 BH9E  HEDIBETH D SHBOEE Lz,
E/IC& B8

HYENFC ¥ I K 2 REOWE %4 851213, ¥
PHDIAEFNTVE I EZ2RODPNBE T ERL, T/ DM
FAINRERH 5, FHCEWR A 2EET 2201
13 EBR IS LTV 2588 IS NFC 2 27 % B A T
EH B, Ff) RIEAPENT 22 3BT NT,
WEHEHAEDMTICADERTVEEIONSE, 20K
WKWMLL 7 2 EDROpNPTVE /I, B NFC 47
PHGAT Z EIXEBTRY, L L, EEOMIICA
DWVTH, ZOMLPEZEDHLbDTHD LHWT S
EIRS v, FlZIE, 7AU A TR LR
ENFFINTEY 13, EBEICY vy I/n—2EDY —
WO S e ROV DS IRTE S T B [14], BE~D
VRIDEFENTE D, 2SRRI N TW D
B, B oA PRMFFELTCL ) BarH 2.

9.2 MHFE

AfiCIE M NFC 4 712 & % Trojan of Things 23 7z
57 BN 2 MPLTFRICOWTEHR L 5. NFC D
A, THRZE ) &) B AEIERIC X D EE
ZHBTEZ 22—V EY T4 DEIITHD. ZDOHT,
2=V ORBICK L THARIC NFC #a»aLTL 9
fEftEicowTlE, INFTHAFICHRE ST hdo k.
CDOfERMEEENT 2 o DiHEz 5k E LT, NFC ¥
T DIEINEEE T LRICHERS A TR S EEL
T2—VOEEZMEERTE LI LDONEZISNS, L
L, ZOHETIE TkE2»ST, Lw)EifEe TRy
AT7RTDRY %Yy 7T 5 L) EEER 22— ITH
WRZEERD, NFCOE 22— Y T4 DEI B+
R INGSh>TLEY)., 22 THAIE, avT7%F2
ML 2=V OREMHERZRET S, ZOFHEE, A
v— b7 x ViEEHIN S —DfEL D a v T XA
FEFEIL, 2= OBEIMOBERRINIE L L ZICRD,
BRI A TR 7 R2RRTE2HDOTH S, HlAE, HEAR
LY —RNHER Y —, e uk Y —DfEE
FTHUL, T—FPBA2—F 7+ v EFICR-> T, NFC A
WKHhEL7-or2 W cE 5, £, BERVY—DfEDL
5, WARBET Yy PR EICLEbNTWLRWLI &2
RTEL, Ny —DfErsHEINSsa T X
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&2 BREC L ICHEL 72 NFC IRRBfS IR L a— FIc Kk D RRI N A v —

Brand Name Manufacture Android Maximum NFC Message Message Message Message
Version  Reading R/W Type Type Type Type
Distance  Activated  (Wi-Fi, (Wi-Fi, (Blue- (Blue-
[em] in Japanese)  English tooth, tooth,
Factory (U9)) Japanese)  English
State (US))
Nexus 5X LG 6.0 4.5 v WI-JA-1 WI-EN-1 BT-JA-1 BT-EN-1
AQUOS ZETA SHARP 5.1.1 3.5 v WI-JA-1 WI-EN-1 BT-JA-1 BT-EN-1
SAMURAI KIWAMI FREETEL 5.1 3.0 WI-JA-1 WI-EN-1 BT-JA-1 BT-EN-1
TORQUE GO02 KYOCERA 5.1 3.5 v WI-JA-1 WI-EN-1 BT-JA-1 BT-EN-1
ARROWS NX FUJITSU 5.0.2 4.0 WI-JA-1 WI-EN-1 BT-JA-1 BT-EN-1
AQUOS SERIE SHARP 5.0.2 3.0 v WI-JA-1 WI-EN-1 BT-JA-1 BT-EN-1
TORQUE GO01 KYOCERA 4.4.2 3.5 v — — BT-JA-1 BT-EN-1
ONETOUCH IDOL 2 S ALCATEL 4.3 3.0 — — BT-JA-1 BT-EN-1
ELUGA P PANASONIC 4.2.2 2.0 — — BT-JA-1 BT-EN-1
INFOBAR A02 HTC 4.1.1 2.5 — — BT-JA-1 BT-EN-1
Ascend P7 HUAWEI 4.4.2 3.5 v — — BT-JA-5 BT-EN-5
isai vivid LG 5.1 5.0 v WI-JA-2 WI-EN-2 BT-JA-2 BT-EN-2
DM-01G LG 5.0.2 5.0 WI-JA-2 WI-EN-2 BT-JA-2 BT-EN-2
Galaxy S7 edge SAMSUNG 6.0.1 3.0 v WI-JA-1 WI-EN-1 BT-JA-4 BT-EN-4
GALAXY S4 SAMSUNG 5.0.1 3.0 WI-JA-1 WI-EN-1 BT-JA-4 BT-EN-4
Xperia Z5 SONY 6.0 3.0 v WI-JA-3 WI-EN-1 BT-JA-3 BT-EN-3
Xperia 73 SONY 5.0.2 3.0 v WI-JA-4 WI-EN-3 BT-JA-3 BT-EN-3
Xperia 722 SONY 5.0.2 2.5 WI-JA-4 WI-EN-3 BT-JA-3 BT-EN-3
& 3 WiFiConfig L 23— FIZLX DV RRINIMERSA TR I DA v £ =Y
Type Title Message Positive Button  Negative Button
WI-JA-1 %y bU =286t v b7 —7<sSSID>ICHEREL £ 9407 Bt ¥y v
WI-JA-2 B <SSID>ITHEHEL £ 9% EQN VL E
WI-JA-3 %y bU—2ICHdf  Fv b7 —7 [<SSID>] ICHfE L £ 957 Hifi ¥y
WI-JA-4  <SSID> DRy bT—ZICHARIC L E 57 Bt ¥rrin
WI-EN-1  Connect to network  Connect to network <SSID>? CONNECT CANCEL
WI-EN-2  Connect Connect to <SSID>? YES NO
WI-EN-3  <SSID> Connct to this network? CONNECT CANCEL
Td BTSSP La—FIcE DERINBMEFRESA T T DRy £—Y
Type Title Message Positive Negative
Button Button
BT-JA-1 — Bluetooth 784 A& ATICHEL TH LS LTI H? Z38 VLW
BT-JA-2 — Bluetooth X7V Y JERZZFBLE L, RPVYZLETH?  Fw VL Z
BT-JA-3 — R7Y ¥ 7L ETH?[<name>] EQN W Z
BT-JA-4 — Bluetooth 754 2% X7 Y » 7L 44 ? [E3R VL Z
BT-JA-5 NFC X7 YUY 7%K  Bluetooth 754 A EX7Y V7 LETH? AT7HETSE  Frrel
BT-EN-1 — Are you sure you want to pair the Bluetooth device ? YES NO
BT-EN-2 — Bluetooth pairing requested. Pair? YES NO
BT-EN-3 — Pair with [<name>]|? YES NO
BT-EN-4 — Pair the Bluetooth device 7 YES NO
BT-EN-5 NFC pairing request  Pair with the Bluetooth device 7 Pair Cancel
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<string name="prompt_connect_to_network"
msgid="8511683573657516114">

"NFC ¥ 75 Wi-Fi RET — ¥ 2ZEFL £L 7%, \n
DI SSID D Wi-Fi 2y b7 — 7 IZ#fi L £ 92022 \n
SSID: [<x1liff:g id="NETWORK_SSID">%1$s</x1iff:g>]"

</string>

B 8 L 7 Nfc/res/values-ja/strings.xml

A2 5, 2=V DOREE TR NFC SR II Nk

tE#”%ETFE?i;V)t%[j uﬁﬁ,b, :Lh_ffo)%?ﬁﬁ%Eﬁﬁwmjr;573&5
ICHERS A TR 72 RRT 5. ZOFETHIUL, 22—

BV T4 2R LR, IAPEKE T NFC I
FBLTLEIVRIZELSTHILENTE S,

MZT, BRINDHERIA TR T DAy =T
WEBHETH S, T FTBRTERL X HIZ, Android
OSiM@&f’ibW&ﬁ*v%V—ﬁK%i?%%

&%, Bluetooth B85 L X7V v 7§ 254121F, (RS
A 7R FRLT0S, LL, ﬁf%ﬁéhfwéﬁ
RBIATRTDAy = (K2) TlE, BFEMNHED
HMENFC ¥ ZiiiE L T L o858 BYALT7ay
PDRRINSNTHER 2 22— HET 2 2 L IZREETH 3,
ZNWZIT, 6.1 fHiTHERAZ LI Xy —YDEEIC L
D, =PRI A 7 a I BFRRINEH%ER > TR
RLTCLEIEHREDLH S, L7d>T, K2DEREZH
O, R BILRT L) RERZRMIRETHS, ZOUR
ENTAv =&, TA—F 74 VDBNFC ¥ 7%
FAAATD S, R A Ta B FRIN-0r, £
ﬁ%b:l—“fﬂ:f@ﬁl'ﬁ‘% TLEDVTED.

9.3 fmE

K IZHENE NFC # 7% € /2 ([ OIAT 2 L T Android
MR E BT 3 PR Lz, B NFC ¥ 7% Hwii
BOBBIE, TTICAMORETH 2 [3-6. AwXoMH
Wik, EENFC & 723500 ) D€ / ICHOIAEFN 5
ENZBBICE@#MZBS T LI2H 5. NFC ZHEH L %
AR —=F 7 A VDOERPHEA TS LR, T—PPHEE
LTHbRAR—1+ 74 v ZEENFC ¥ 72 5@ 1T TE L
ZERABEGTII RV L6, FAFEE DS Trojan of Things
D76 TEHEZRIRL, PRINFRZHEL 208
HBHEEZTVD

10. F&O

A5 1% Trojan of Things &9 2 #1722 & D PoC
ZHZ L 72, Trojan of Things D EAA&f & L TH ’ﬁg KR,
KEIHEMENFC & 72O b oA 298 L, R
DFEBIAREME & K VBB RN S 2 BTG L 7. W%Wﬁ
St DRI IRETIR S 11T % 18 B D Android %
KEAML, WEBBFENTHL ZE2H LI L,

h%@%% TREMBDOHEWEE ) 22V 72T D
WKEIfES 22 LIETBE) CTHAHI LR TE. %
fC, AR TIZEMSE NFC ¥ V2 W THEL & TrOJan of
Things "NDRPIRE LT, av7F A Mk > THERS
TR RFRT HHE, B XOEY) %54 7’1370)7%5?1%

ZAN LT, TS NPIEAR O FLE & FFM, 3 X ORI
FRIE X 4172 Trojan of Things (09 2 AR OTEINHTIZS
BOMETH .
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