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Malware Originated HTTP Traffic Detection
based on Request Interval and Response Body Size

HipEKT OcAwWA!  YUKIKO YAMAGUCHI? HAJIME SHIMADAZ2 HIROKI TAKAKURA® MITSUAKI AKIYAMA*
TAKESHI YAGI?

Abstract: Recent cyber attacks are sophisticated so that it is difficult to prevent malware infection. There-
fore, early malware infection detection becomes more important. Moreover, latest malware utilizes HT'TP
which is widely used on business for avoiding detection by firewalls and proxies. It further makes malware
infection detection harder with typical traffic analysis. In this study, we propose an anomaly detection
method for malware originated HTTP traffic. In proposal, we judge HTTP traffic by SVM with utilizing
newly extracted features such as HTTP request interval and response body size.
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Fig. 1 Flow of proposed method
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*1 The Bro Network Security Monitor
https://www.bro.org
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unix time | src dst request or response | body size
100 192.168.7.2 A.B.C.D request(GET) 0 request time | src dst response body size
101 A.B.C.D 192.168.7.2 response 50
200 192.168.7.2 A.B.CD request(GET) 0 100 192.168.7.2 ABCD | 50
201 A.B.C.D 192.168.7.2 response 50 200 192.168.7.13 | A.B.C.D | 50
300 192.168.7.13 | A.B.C.D request(GET) 0 » 300 192.168.7.2 ABco | 'so
301 A.B.C.D 192.168.7.13 | response 50
400 192.168.7.2 | EF.G.H request(GET) 0 400 192.168.7.2 | EF.G.H | 10000
401 E.F.G.H 192.168.7.2 response 10000 500 192.168.7.13 | AB.C.D 50
500 192.168.7.13 | A.B.C.D request(GET) 0
501 A.B.C.D 192.168.7.13 | response 50 G P16t 7.2 EREK gy
600 192.168.7.2 E.F.G.H request(GET) 0
601 E.F.G.H 192.168.7.2 response 10000
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Fig. 2 HTTP request/response pairs construction

request time | src dst response body size

100 192.168.7.2 A.B.C.D 50

200 192.168.7.13 A.B.C.D 50

300 192.168.7.2 A.B.C.D 50

400 192.168.7.2 E.F.GH 10000

500 192.168.7.13 AB.C.D 50

600 192.168.7.2 E.F.GH 10000
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time b.ody time body time body
size size size

100 192.168.7.2 | A.B.C.D | 50 400 192.168.7.2 E.F.G.H 10000 200 192.168.7.13 | A.B.C.D 50
300 192.168.7.2 | A.B.C.D | 50 600 192.168.7.2 E.F.G.H 10000 500 192.168.7.13 | A.B.C.D 50
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Fig. 3 Dividing HTTP request/response pairs by communication host pairs
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request time | src dst response

interval

interva body size
100 { | 100 192.168.7.2 | AB.CD | 50
100{ 200 192.168.7.2 A.B.C.D 400
150{ 300 192.168.7.2 A.B.C.D 30

310 { 450 192.168.7.2 A.B.C.D 600

40 {| 760 192.168.7.2 | AB.CD | 70
200 {| 8% 192.168.7.2 | AB.CD |20
250 | 1000 192.168.7.2 | AB.C.D | 1000
50 ] 1250 192.168.7.2 | AB.C.D | 10000
700 {] 1300 192.168.7.2 | AB.C.D | 100
2000 192.168.7.2 | AB.CD | 10
-
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request interval : [100,100,150,310,40,200,250,50,700]
response body size : 50,400,30,600,70,20,1000,10000,100,10]

=Ny

request interval : [40,50,100,100,150,200,250,310,700]
response body size : [10,20,30,50,70,100,400,600,1000,10000]

R

d; =[40,100,150,250,700,211,193,10,35,85,550,10000,1228,2940 |
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Fig. 4 Feature vector extraction

1o,
stdy = | L3 (]~ avg,)? )
k=1
. di — avg;
. N\ . J J
normalize(d;) = T, (3)
3.5 OO

gobooooobooooooooooocoooooono
svMOOOOO0OOO0o0OoOoooosvMoooooo C
Uy Ooooooo

SsvMOO0O0O000000000 2000000000
cooooooobooooobooboo 2000000000
coooboooooboooboz200000000 5002
oo0o0ooooosvMOOO0OO0OO0OO0OO0 20000000
coooboooooocoobooOooooboooobooooo
coobobooooooooboooooooooobooooo
cooboboooooocooboooooobooobooooo
cooboboooooocoobooooooboooobooooo
OooOo20000000SvMO0 COy OO0 200
gcoooooooooocoooooooooooooo
coooooooooooboooOoooOobocOoobooooo
000000000y OSvMOoOoooOoooooooo
coooOooooooooooooooboocOoobooooo
coobooooooooooon

3.6 00O
uboooboooboooboooodono 32000 3400

520

HR—rRI L

056 SsvMOOOGOOd
Fig. 5 Classification with SVM
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Table 2 Classification of evaluation result
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Table 3 Classification of experimental result

TN FP FN TP sampley samplep
100 | 476 6 19 88 482 107
200 461 5 15 108 466 123
300 454 14 19 102 468 121
400 | 466 8 20 95 474 115
500 | 482 6 14 87 488 101
04 0O0OOO
Table 4 Experimental results
Precisiony  Precisionp  Recally  Recallp
100 0.96 0.94 0.99 0.82
200 0.97 0.96 0.99 0.88
300 0.96 0.88 0.97 0.84
400 0.96 0.92 0.98 0.83
500 0.97 0.94 0.99 0.86
oo 0.96 0.93 0.98 0.85
TP
Recallp = FNLTP (7)
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Table 5 False negative rate of malware types
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HEUR-Monitor 0/1 0.00
Monitor 0/1 0.00
Trojan-DDos 0/1 0.00
Worm 0/1 0.00
Packed 3/5 0.60
Trojan-Dropper 0/9 0.00
Trojan-Ransom 6/10 0.60
Trojan-PSW 5/12 0.42
Trojan-Downloader 1/21 0.05
HEUR-Downloader 0/24 0.00
WebToolbar 1/26 0.04
Trojan-Spy 6/50 0.12
Trojan 13/58 0.22
Downloader 1/77 0.01
AdWare 29/135 0.21
Backdoor 22/136 0.16
0O 87/567 0.15
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*2 Kaspersky

http://www.kaspersky.com
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