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Analyze of Traffic Data and API Log
for Estimating Object of Malware Infection Activity

AvAKA SAMEJIMAL'®)  JUNICHI MURAKAMIZ?)  HIROSHI YOSHIURAL'®) MasaTsucu Icaino!d)

Abstract: In recenr years, increase in attack by way of Internet become a serious problem. Attack by way
of Internet are used by Malware. As number of attack are increasing, number of Malware are increasing.
But conventional method, considering measure per Malware, can not catch up with new Malware. We think
that if we recognize purpose of attack, we can consider better measure. We think that if we recognize pur-
pose of Malware, we can recognize purpose of attack. So, we clustering Malware by purpose from analyzing
traffic-data and API-log. As a result, we could read some purpose of malware.
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Table 1 Object Classification of Malware
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Table 2 Object Classification of Malware
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Fig. 2 Object(2) Establishment of Communication Path

Fig. 1 Object(1l) Cypher of Data
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