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Model Rebuilding Attacks by Poisoning for Exploiting Sensitive
Information
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Abstract: While online prediction services using machine learning are rapidly gaining momentum, there
are concerns about privacy issues. Model inversion attacks proposed by Fredrikson at el. exploited sensitive
information of users from output data from the system. However, this attack requires adversaries to obtain a
portion of personal information of the target user in advance. In this paper, focusing on prediction systems to
which users can provide their own data as training data, we propose a new attack that rebuilds the prediction
model by poisoning malicious data and exploits the sensitive information from only output data.
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