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PWSCUP Competition: De-identify Transaction Data Securely
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Abstract: Data anonymization is ready to go before the big-data business runs successfully while preserving
privacy of personal information. While, it is not trivial to choose the best algorithm to make the given data
anonymized to be secure for a given particular purpose. To access the risk to be compromised accurately, the
data needs to balance the utility and the security. Hence, with a public online retail dataset, , we propose a
new competition for best anonymization and re-identification algorithm. Our dataset consists of a customer
dataset and a transaction dataset and these datasets are linked with pseudonyms, a random number assinged
for each customer identities. The paper addresses the aim of the competition, the target dataset, sample

algorithms, utility and security metrics.
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12361 | 545017 | 2011/2/25 | 13:51 | 22630 1.95 | 12
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DFTZ & DAl (%) O FEBEERD DHEEEEZD. MR
A IZOWTORBIRET — 41X

T‘szf = {.7 € {]—7'--7
= {1,2,3,4,5,6,7}
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—77, WAEL{bAE UIET, M & T L5 LN
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7zZL, ZZT,
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THD (MERITORIREE M
79).

B, ZZTEMEROFITr v AEFEHFA LR, =
VT AN TIER & EBOMAEDEIZL D 2 x 36 = 72
(ElF kg AT

T T, TO M O ET

m}lt; € T,c; € M, t) =cj, ¢} =1}

3.5.2 RFM %4 rfm.jar

RFM 5347 [3] DBLUE TR, F, M 22 H2H 10 2H0ff %
B2 10 7 7120307, 511000 7 > 7 \IZ@E % 55 L,
ZDEHD RMSE (DAH) TEDHD. 727ZL, vAHX—
M’ PBLE ID X b, 7 v 7 ORBIfEILE 8 DiE Y

x 8 F 7Rl (BHMERNALLENTHIE)
HA | BE
R | 2011/03/27,  2011/06/19,  2011/08/28,
2011/10/02,  2011/10/23,  2011/11/13,
2011/11/20, 2011/11/27, 2011/12/04.
F |23,4,5,78,9,10
M | 200, 300, 400, 500, 700, 1000, 1400, 2100,
3700.
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BEID ZR v AZ—DHKEALDED > 5, EAINL
A TR 2NV OEEEH T 5.
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Top(T) % T (2B T 2 BMELL Lo BB 2 Ffops
i ID ¢ OSEHES LT 5. Top(T') bREEEZ, BEL4MNT
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LEDD.
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P={(r1,...,m) IR, RNEGIZTH.
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3.7 BEEATILTYXL

ka7 a3 XAE, AN LTHI Vo~ R
Z— M LBV, MT.&Nf~AX— M LIBET %
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M BIOM % (M5, #ER, E4) 2% —L LTH
JIEiZ Y — kL, Y— bEOIERF THIGAHT 2470 TH
BT S, EM OifTHE M[i| TERTLHZ LT
5., V= EO MM #ZnEFN,N L425&, b
DEHS 2,y IZ2OWT NJi| = Mx(i)], N'[i]= M'y(i)]
MKV SLD. H#B T A=Y XA re-sort.rb X N'Ji] &
N[[(i—1) x Z]+1] =T 2 HEMT 5. HHT
i=1,...,n 1ZONT

a(i) = 2([(y™ () =) x = | + 1)

EWTITHEETES Q = (¢(1),...,q(n)) TH 5.

3.7.2 +SUHU a3 HUTLDHY— b re-tnum.rb
MBI M #xET 2BECTTEE F—L LCHIA

2V — kL, £20O%I%3.7.1 @ re-sort.tb & [FEEEIZ Y —

B ONEF CHAHT 2470, IT&E S22, M ©ifT

H OBE ST DBEOITEIL {j | ¢ = tj} 12XV F

Hans.

3.7.3 HREALIEDIERR/IME re-totprice.py
RIEASTN R DT WVEE ID [ZHHBZITS. M O

1T B ORE ORI AL

a(M,T,i)= Y

j s.t. c,l =t}

WX VEE IS, retotprice.py P, i=1,...,n
lZ2WTC, ¢(i) =min{j |Vk € {1,...,n'}, [a(M', T, j) —
a(M,T,i)| < |a(M',T' k) — a(M,T,i)|} ZWi=THE
17%% Q = (q(1),...,q(n")) TH5.

M : BEENILLMEIRS—F—4

T : EAMT L-MRAET—%

P : RRI—F—S OITRIT—5 @EMIOER)
Q: M (IZHY ZARATEST—2 ERIOEE)

M: 4 Y SHLORETRAS—F—5
T : Y ST LOMRARET—5

WEBAS TR

Fooo—K FHEBERNT) @
’ 8/23~ 9/13 =
T o R
1| EBMI | zewsmm
aArT Ak E&imT —> 12 4 - ST
SmE SRTL
fra—Fo M T EFHrA—K
J U e, BB
FHRER o @e
w @ T = =n
9/21~ 10/3 p—— REMFE
- 257
S Bl 2t SR
SmE N
AT I
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