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Abstract: Recently malwares conceal they communication using common key encryption. We find difficult to identifying which
information malware theft from encrypted communication log. Therefore, for decrypt encrypted communication log, we need to
identify encryption key used by malware. However, some malwares use different encryption key in each environment. Because
those malwares generate different encryption key in affected and analysis environment, decrypting malware communication is
difficult problem. We propose identification method to key generator using in encryption malware use.
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401055!mov esi, ecx!RR_ecx_63c02188!WR_esi_63c02188
401057 !shr esi, 0x5!RR_esi_63c02188!WR_esi_31e010c

40105aladd esi, dword ptr [ebp-0x8]IRM_12ff14 4 deadbeed!RR_ebp_ 12fflc_esi 31e010c!WR_esi_elcbbffd

40105d!mov edi, ecx!RR_ecx_63c02188!'WR_edi_63c02188
40105f!shl edi, 0x4!RR_edi_63c02188!WE_edi_3c021880

401062!add edi, dword ptr [ebp-0xc]IRM_12ff10_4 deadbee3!RR_ebp_12fflc_edi_3c021880!'WR_edi_laafd7e3
401065!xor esi, edilRR_esi_elcbbff0_edi_laafd763!'WR_esi_fbe46893

401067 !lea edi, ptr [edx+ecx®1]!RR_ecx_63c02188_edx_28b7bd67!WR_edi_8c77deef

40106a!xor esi, edi!lRR_esi_fbe46893 edi 8c77deef!WR_esi_7713b67c

40106c!sub eax, esilRR_eax_a3651d14 esi 7713b67c!WR_eax_2c516698

40106e!mov esi, eax!RR_eax_2c516698!'WR_esi_2c516698
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Figure 1 Example of execution trace used by Aligot.
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Figure 2 Structure of record in execution trace.
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Figure 3 Malware generate key dynamically.
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Figure 4 Different keys are generated in each environment.
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Figure 5 Decryption is failed due to difference in affected and

analysis environment.
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Figure 6 Flow of malware’s key generator.
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Figure 7 Location of analysis key on execution trace.
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Figure 8 Flow taint analysis .
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Figure 9 Assemble lists made by taint analysis.
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Figure 10 External information reference function database.
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Figure 11  Query for the database.
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Figure 12 Wrong tainted data propagate.
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