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Abstract: In recent years, the prevalence of ransomware is a serious problem. Ransomware encrypts user’s
file without permission, and demands a ransom for decryption. Ransomware uses encryption algorithms
such as AES and RSA. This paper presents analysis of ransomware’s encryption processing, and considers
methods against ransomware.
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Table 1 Encryption Algorithms and Library of Ransomware.

RN TNIVZL  FA4TFY
Cryptographic Locker AES CryptoAPI
CryptoLocker AES, RSA CryptoAPI
CryptoWall RSA CryptoAPI
Locky AES, RSA CryptoAPI
Critoroni / CTB Locker | AES, ECDH  OpenSSL
TorrentLocker AES OpenSSL
Dirty Decrypt RC4, RSA ANV
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