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Using Memory Forensics to Detect
Malicious Processes in Infected Devices
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Abstract: Memory forensics tools make it possible to detect suspicious actions such as code injection on
memory, which cannot be detected by antivirus-software. However, analyses using memory forensics tools
are not generally used except in cases of criminal investigation because it requires a deep understanding
of memory and OS. Therefore, I implemented a tool to detect malicious processes in infected devices by
using Volatility Framework and tried to detect infections. As the result, I succeeded in detecting 5 malicious

processes and 9 malicious actions in 10 infected devices.
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