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Information security of the Japanese municipalities
~ Consideration by the achievement degree evaluation methodology
of information security measures to improve ~

TOSHIAKI SUDO'!  YOUNOSUKE HARADAT!

Abstract: Regardless of size, every municipality has the obligation to protect residents’ information. Those information contains
confidentiality. Therefore, any municipality should ensure to keep the same level of security measures-implemented by the
Government. However, security measures taken by municipality may not be enough. The security measures for the
correspondence to various information security incidents or the new systems such as “My Number” become a more important
action issue.

The final aim of my study is a proposal of the improvement measures for information security of municipality. Firstly, the
difference in organization scale, the content of the information system expense and the present conditions of the information
security measures of the municipality are clarified in this paper. Secondly, from a precedent study on information security of the
municipality, an evaluation standard and the technique of the information security level are grasped. Based on above, the
evaluation methodology by the achievement degree of the information security is developed newly, is applied for all
municipalities, and analyzed them. Based on this evaluation methodology, the correlation between the achievement degree and
the organization size, etc., is confirmed. The evaluation result, which is confirmed the correlation with incidences of information
security incident, etc., expresses the present conditions of the information security in the municipality. Especially, the
appointment ratio of CISO has a higher correlation with the degree of achievement, it is confirmed that the reinforcement of the
organization system has raised the level of information security. This analysis can secure objectivity from use data, and the result
can explain easily as grasp one's position in the municipality. The result of methodology can be confirmed that is validity in this
analysis. Finally, mention about the future studies such as questionnaire survey analysis.
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