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Audit Log Tracking Method Using Multiversion Concurrency
Control of Role-Based Access Control (RBAC) Information

SENCHI KONDO,t HIROAKI SHIRAKI,t AKIHISA OONUMA,*
TAKASHI KOMIYA,t KENJI SAOTOME!Ht and MASASHI TORATO! 1

Recently confidential information leakage is becoming a serious issue. In order to prevent
the leakage from insiders, two kinds of measures are taken: (1) user authentication and autho-
rization before accessing confidential information. (2) audit trail after accessing confidential
information. Role-based access control (RBAC) models are known as a powerful and gener-
alized approach to security management. However, the enterprise system needs to increase
in efficiency of personnel information provisioning to the security management system and
to monitor audit log which are accumulated over the long period of time after changing staff
reassignment and a security policy. In this paper, we propose a new identity and access man-
agement method which can be used both before and after accessing confidential information

using multiversion concurrency control.
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Table 1 Data structure for measurement.
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Table 2 On-demand authorization.

oooo ooo
(msec) ooo
(O /sec)
RBAC (-1 | (1-2) o
oooo 0.519 | 0.990 1.509 662.856
1000 3.391 | 6.300 9.691 | 1,031.914
ooooo | (21) | (22) | (23) | O
oooo 0.562 | 0.990 | 0.012 | 1.575 634.856
1000 3.441 | 6.442 | 0.029 | 9.942 | 1,005.874
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Table 3 Authorization on authentication.

oooo ooo
(msec) ooo
(O /sec)
RBAC | (3-1) | 3-2) | (3-3) o
oooo 0.662 | 1.319 | 9.382 11.363 | 90,277
1000 3.861 | 5.257 | 65.754 74.872 | 133.561

00000 | (4-1) | (42) | (4-3) | (44)| O
0000 [1.317[1.175| 9.421|0.153 | 12.210 | 81.486
1000 7.750 | 5.009 | 66.399 | 0.201 | 79.561 | 125.690
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Fig.7 Audit log analysis using staff reassignment history.
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Fig.9 Static management tables for RBAC information.
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