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An Access Control Method for
XML Repositories Using Relational Databases

SHOHEI YOKOYAMA," MANABU OHTA," KAORU KATAYAMA'
and HIROSHI ISHIKAWA?®

This paper describes an access control method of the XML repository system, SAXO-
PHONE, which was implemented at Tokyo Metropolitan University. The main feature of our
research is a novel account identifier that is based on the prefix-labeling scheme to realize a
hierarchical authorization. SAXOPHONE uses relational databases for XML document stor-
age. Using it, any valid or well-formed XML document is decomposed into events of the SAX
parser and is then stored into relational tables using a fixed scheme. Consequently, users
can handle the system as a normal SAX parser. This study also illustrates how to realize
an access control method of XML documents on relational databases such as Microsoft SQL
Server(d MySQLO PostgreSQL.
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Fig.1 Account IDs and right of access.
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Table 1 Right of access.
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table: @vent \
field type note
riD integer | resource ID
elD float event ID
alD varchar | accountID
type integer | SAX event type
property varchar | SAX event property
CONSTRAINT:

PRIMARY KEY (rID,elD,alD)
FOREIGN KEY rID REFERENCES resource.rlD

wble: resource \

field type note
riD integer | resource ID
URI varchar | URI of a resource
CONSTRAINT:
PRIMARY KEY riD
UNIQUE URI

table:account \

field type note
alD integer | accountID
account varchar | account name
password | varchar | password
CONSTRAINT:
PRIMARY KEY riD
UNIQUE URI

05 0D00O0oOoooOooooo
Fig.5 The RDB schema.

02 0DO0O0DOO0O0
Table 2 Event types.

ooooooo type property
oooooo 0 NULL
ooooooo 1 ooo
goooooooo 2 goo="o000”
oooooo 3 ooo
gooooooo 4 ooo

type = 10203040000 SAXOOOOOOO
go0o0000Owpe=0000000000000
goo0ooobOoeIDODODOODOOOOOOOO
coooOooooobooboooo XMLOOOO 100
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OU0O00O000rID=100 eID=4000 (cost)
gooooooooobooooob1000o0o000
goooobooooooooboobobooonoooon
goooboooooooooooocoooooooon
Oevent JO0O0O00OO0 30000000000

gobooooDnooooooo Jb0O0O0O0oo
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03 DOoOoDOoooo
Table 3 An example of data in the storage.

rID elD alD type property
1 4 1 1 cost
1 4 11 0 NULL

0 4 Descendant local annotation [J
Table 4 An example of descendant local annotation.

rID elD alD type
1 3.1 11 2

property
smell="cool”
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000000 IDO0O0DO0DO0DOOoOoooooooog
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0 5 User local annotation O

Table 5 An example of user local annotation.

rID elD alD type
1 3.1 11 2
1 3.1 110 0

property
smell="cool”
NULL

0o0oo0dooOOoOoooOoOo IbbooooOoooo
0o00o0o0DbDoO0obDOoobooobooooobooo
gbobooOooo Iboboboobooboooog
gogboobobooooobobboobbooboo
gobobooobobbobooboobobooo
gooboooobooooo sm
gobobooobooooboobooo 11tobboo
Jo0o0o0oooooooooooooooooooon
0000000000 o0o0b0oDOoooOonbO0Od root
go0o0doooooobD 11000 1noo0booooo
00o0Do00o0OO0o0bOOoooOobooobooobooo
0000000000000 User local annotation
gooo
ggbooboobobbobobooooboboo
gboboboooboobooboobobobooo
000oooooo sAXooooooooooooo
gooboooooog
5.2 00000000 SAXODOOODOOoDOoo
dodoooooooOoobOOooDOooobon0 XML
go0obo0oboOoooboDooboooboooboooooon
00000000 00Do0ooooOo sQLobooon
000000O0D0DoDbOooooo bBMSOOOOO
JoooooooDpoooOODBMSOOOODDOO
000ooo0oOo sSQLOO0Dooooooooon
0000000000000 0000On0 Microsoft
SQL Server OO OOOOO
01: <LIST>
02: <goooo />
03: gooo />
04: Qoo />
05: Qoo />
06: </LIST>
gl oooouoooo
gbooboboooboobooboboobboobooo
goboo0oboobooboboobuoobobooo
gooobboooobobooooobbooooo
gobooooboooboobbooobooobooo
O XMLOOODOODODOODOooOoOooooooo
gengononO
00000000000000O0000 Descendant
local annotation] eID=4.10 0000 OO User lo-

ooo0oooooooooo XMLOOOOOOOOOooooooooo 95

06 000D0D0OO0OO0OOOOOOO XML OO
Table 6 An XML document in RDBs.

rID elD alD type property
1 1 1 1 LIST
1 2 1 1 ooooo
1 2 11 2
1 3 1 3 ooooo
1 3 11 2
1 4 1 1 oooo
1 5 1 3 oooo
1 6 1 1 oog
1 7 1 3 ooo
1 8 1 1 ooo
1 8 110 0
1 9 1 3 ooo
1 9 110 0
1 10 1 1 LIST

07 0Do0O0oo XMLOO
Table 7 An annotated XML document.

rID elD alD type property

1 1 1 1 LIST

1 2 1 1 ooooo

1 2 11 2

1 3 1 3 ooooo

1 3 11 2

1 4 1 1 oooo

1 4.1 11 2 Oo="0000”
1 5 1 3 oooo

1 1 1 ooo

1 6.1 11 2 o="00000”
1 6.1 110 0

1 7 1 3 ooo

1 8 1 1 ooo

1 8 110 0

1 9 1 3 ooo

1 9 110 0

1 10 1 1 LIST

cal annotationd elD=6.100 0000000000
0ooooooo voood

Oooo XMLOOOOOOOOOOOooooooo
Joooooooooooooooooooooon
Jooooopoooooooooooooooooo
OXMLOOOOOOOOOOOOOOOOO

0000o0oo0oo0o0ooooooooooooooo
000 uvRLOOOOO0O0OOO0O0OOOOOOOOO
gooooooOooooooooodoooooooo
goo0oboooO0obOOo eOQ0ODODOOOODO
0000o0O0o0o0ooooooon @bogoooo
00 URICODOOCOOOOOOO @ f/bOoooo
0000 @D 0O @IDO0O000 event DOOOO
JoooooooOooooooooooooooon
Joo0o0o0o0ooooooooooooooooon
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ocoo0O0o0o0oO0o0oooOooOO0OO0O00o00oooooo
oooooooooooooooooooo
1. type O property O 0OOOONO
event O OOOOOOO
rIDO00000erIDOODO
alb0eIDOOOOODODO
eIDOODOOOOOOODO
gooooooooosiLoooooooboo
oooooooooooooooooooon
7. eIDODOOOOOOOO
oooooOOoOO0OO00O0O0elDOOOOOODODODO
O00000000SAXOOOOOooelDOOO
O0O00000oooo0o0o00000o0n0 NULLOO
0000000000000 O000 aAIbOD0O0OD0Od
oooO0o0o0ooooOoObOO00o0ooboooobOO00o0o
oooooooood
gooOopoooooOoOoOoOoOoOooooooooo

SR A S

0 Q/DO00000000000000000000

OO0 eIDOOODOO type=1020304000000
oo1000000o0o00o0oo0odoon type=0
ONULLOOOOOOODOO 2000000000
02000000000000 event0O0O00DO0O eID
O000000Oo0oo0o0000000000 NULLO
gooboi1oooooooocoboocooooooon
00000 @D O0000000000C00000
goboooboobennOm
O000O00ooooooooooo sQLooo
0000000000SQLOOOO0O00O0noon
goboooooboooooooon

01. SELECT MAX(type),MAX(property)
02. FROM event

03. WHERE rID = @rID

04. AND 1 = CHARINDEX(aID,@aID)
05. GROUP BY eID

06. HAVING O <> MIN(type)

07. ORDER BY eID;
joogooo4000000000000D0DO0D0O
00000000000000000 6000 HAV-
INGOOOOOOOOooooooooooooo
0000000000 NULLOOOOOoOOoODoO0O0
OtypeOOOO0OOOOOOOOOOOOOOOOO
SAXOOOODOtype=1020304000000000
type 0000000000 OOCODO eIDODOOO
gobooooooobwypeOooooooooonO
ooooobooooobooooooobooooDbobo
goboooooooobooooooobbooooboo

[ for/Ex

<LIST>
<BMYEE />
<Ja—-R/>
<3d=3/>
<gE=Iv/>
</LIST>

[ for B8 (1A)

<LIST>
<Va1—R BR="FLVI" >
</ V1—A>
<O—3 BR="A/4IvF" >
</3aA—3>
<gE=IL/>

</LIST>

[ for EB% #45)

<LIST>
<TV1—RAK="FLVI" >
</Vai—RA>
<3d—=F />

</LIST>

06 000000000 XML OO
Fig.6 Access controled XML documents.
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O0@e/DO00000000000O0O0O0O0O0OOOO
00 @/D 00000000000 0O0O0O0O0O0
goooboooboooooooooocoooooooon
gobooooboooooooboooon

01: SELECT a.property, a.type

02: FROM (SELECT *

03: FROM event

04: WHERE rID = @rID

05: AND 1 = CHARINDEX(aID,@aID))
06: AS a

07: LEFT JOIN (SELECT *

08: FROM event

09: WHERE rID = @rID

10: AND 1 = CHARINDEX(aID,@aID))
11: AS b

12: ON a.eID=b.eID

13: AND a.alD < b.aID

14: WHERE b.aID IS NULL

15: AND a.type <> 0

16: ORDER BY a.elD;
goooooooooooooooooooooo
Oooooo JoINDOOODooooooood
Qe/DO000000000O0DODODODOOOOOODOO
gboooboooooboooboobD 1200000 13
ooooobooBooboboooooooboOonD aOd
0000000b00o0obD0oOo JIbbOo0DbDOooDbOd
alD 00000000 bOOODOOOODOODOO
O0oooooooooboob ab0O00000d alb
goooooooooooooooopOOODDO
goooocOoooooboovpOoOoOoOobDDODODO
ONULLOOODOOODOODOOODOOoooOooo
goboObO NULLOODOODOOOODOOOO
0000 NULLOOODOOODOOODOOOooOoOoo
alO00O0000D00O00 @D O0OODOOODOO
0000ooooooOooooooooooooooo
J000oooooooooooooooooooo
000000 SAXOOOOoOooooooooooaor
gobooo2000000000000A0
5.3 O O
oobooooboOooobOoOooobooooD XML
goooboooooooobooboooooooobo
(00O0/)oooooO0o00oooooooOoooo
goodoOooodbOoooOoooobooogoDo
O00O0OO00O0O0O0OO0OD sAXOOooooooood
00 8
elDOO0O0ODO0O0O0OODO0O0ODOODO0O0ODOOOD

ooo0oooooooooo XMLOOOOOOOOOooooooooo 97

08 DOoOOoO
Table 8 An annotated XML document.

rID elD alD type property
1 1 ooo
110 0
1 3 ooo
110 0

e
N N N

09 0JOooo XMLOO
Table 9 An annotated XML document.

rID elD alD type property
1 1 1 1 LIST

1 2 1 1 ooooo
1 2 11 2

1 3 1 3 goooo
1 3 11 2

1 4 1 1 oooo

1 4.1 11 2 O="0000”
1 5 1 3 oooo

1 6 1 1 ooo

1 6.1 11 2 O="00000”
1 6.1 110 0

1 7 1 3 ooo

1 8 1 1 ooo

1 8 110 0

1 9 1 3 ooo

1 9 110 0

1 9.1 1 1 ooo

1 9.1 110 0

1 9.2 1 3 ooo

1 9.2 110 0

1 10 1 1 LIST

00000 (/000 )YO00 eIDO 9000 (/LIST)
OelDO 100000 XMLODOOOOD 20000
000000000000000000000000
000000090 100000000 event OO
000000000000 event 000000 90
oog
00000000000D000000000000
OXMLOOOOOOOOOODOODOODO000
0000000000000000000000000
0000000000000 0O0OOLongest Common
Subsequenced LCSO) 0000000000000
00000LCSOO000000000000000
000000 dif0000000000000002
000000000000000000XMLODOO
000000000000 SAXOOOOOoOoooO
0000000O0oLCSOOO0OO0O0D0OOoooooooon
00000000000000000000000
0000000 eDOOOOOOOeDOODOODN
00000000000 000D000D0O00000n
0000000000000 10000000000
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elDOOOOOOOODOOOCDOOOOOOOOODOO

oooOoooooo XMLOOOOOOOOOODOO
00000 SAXOOOOOoOooooooooooo
gobooooobobooooooooono

6. DO0OOOO0OOOO

0000 DBOOOODODOODOOODOODOODOO
gobobooobobobboobboobboobooo
gbobobooobooboobooboboobooo
goooo

000ooooooooono sAXoooooooo
OO00O0OSAXOPHONEOOOODOOOODO SAX OO
000000000000 00o00oooooo SAX
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gbobobooobobboobobooboboobooo
gboboboooboobooboobobobooo
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Xaccount = P(account, password, uri)
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00oDo0o0oDoDooo bBMSOOOOODOODOOO
gboboboooboobooboobobbooooo

goboooooooboooooooooooogo
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OO0 XMLOOOOOOOOOOOOOOOOOOO
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OSAXOOOOO0OOOO0OooosAXoooood
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O0oO0o0o0 URIO SAXOOOOoOoOOoOOoOoOOoOoOd
Oooooo0oo bBMSOOOOOO0OOO0OO0OO

gooooooooooobooooobooooooo

URIOODOOO IDODOOOOOOOO0O0ODODOO
gobo0ooooobooobobooooooDbO XML
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7. 00oOooo

J00o0oo0o0oOOoOobOobooOoboOoboboooo
poboodobooboobooboboboboboo
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Jooo0oooO0oobOOooOo bBLPODOOODOODO
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SOOKBODOO 50MBOOO 400000000 SO
MOLOLLOOOOOOOOODOODOODOO 100
ooo

gobooboooboo XMLOOODOOOoOOoDog
gooooboooboobobooboboboooo
O0SAXOOODODOoOooooooooo voooo
000 SsAXOOOOoOoooooooooooooo
Jgoooooooooooooooooono XMLOO
0oooboooOopooooooooo

JoooooooobOooobobooOoooo 11O
OooDO0OO0O0O0OO0O0bOO0obOOoO0obDOoOobooooo
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Table 10 An amout of SAX events in the test data.

type S M L LL
1 | 22509 108346 256836 1282176
2 4512 33566 49290 250413
3 | 20265 95643 232635 1161450
4 | 22509 108346 256836 1282176
SUM | 69795 345901 795597 3976215
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Fig.7 Time for reading XML document.
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Table 11 Experimentation environment.

ogd
oS Windows XP Professional

CPU | Intel Pentium 4 (3.6 GHz)

ogo 1GB
gooo I/F 0000 ATA/RAIDO1

2005 CTPO PostgreSQL8.0 O 0O 0O MySQL Server
4100000000000OC0OO0OOO0O0O0Vi-
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03: FROM event
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Fig.8 Query time (MS SQL Server).

05: ORDER BY eID
06:
07: /+ @lID = 11 0000000 %/

08: SELECT type,property
09: FROM event

10: WHERE type <> 0

11: AND type <> 2

12: ORDER BY eID

@QuID = 10000 event 0O0O0OOODOODO
0 SAXOODOOOoOoooooooooooooo
QaID=110000event 0000000 DOOOOO
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Fig.9 Query time (MySQL).

[~a=aTe0=1)
- - Q2(6D=1)

/
/

0
0 500000 1000000 1500000 2000000 2500000 3000000 3500000 4000000 4500000

R

Q2(a0=11)

010 0000000000 PostgreSQLO
Fig.10 Query time (PostgreSQL).
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Fig.11 The rate of time over increase.
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