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A Framework which Enables Users to Select Privacy Protection Method
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Abstract: Nowadays, various network services, such as online shops and reservation of facilities, have been
used with the spread of the Internet. Some of these services request to offer personal information to users.
However, we cannot know how offered personal information is used. Thus, we feel uneasy to offer personal
information to service providers. In this paper, we propose a framework that an user can designate usage
procedures of his/her personal information. Here, a service provider is processing user’s personal information
in its own program. Therefore, we realize a framework that enables to apply usage procedures designated
from the user to the program of the service provider.
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Fig. 1 A framework for privacy protection.
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TR

1.<?xml version="1.0" encoding="UTF-8"?>

2<USAGE>

3. <EXPLANATION>

4. BEREOEBHICART— FEHHTS

5. </EXPLANATION=

6.

7. <0OBJECT ig="password"=>

8 <OPERATION=> -
9 password equals(spPass)

10. </OPERATION=

1.

12 <DATA id="password">

13. <VMARIABLE type="String">strPass</VARIABLE>

14. <INPUT=></FORM id="pass"=</INPUT=>
15. </DATA>
16.

17.  <DATAid = "spPass">

19, <INPUT>getPassword(id).</INPUT=>
20.  </DATA>

21. </OBJECT=

22 </USAGE>

18. <MARIABLE type="String">registeredPass</VARIABLE>

RIER
1.<7xml version="1.0" encoding="UTF-8"7>
2 <PROTECTION:=
3. <EXPLANATION=
4 HRU-FE o2k 5Dk TRETS
5. </EXPLANATION=
6.

7. <OBJECT id="p1">
8. <OPERATION id="equal">
9. p1.equals(p2)
10.  </OPERATION=
1.
12.  <CONVERT-OPERATION id="equal">

13. hashedUserPass equals(hashed3pPass)
14, </CONVERT-OPERATION =

15.

16. <CONVERT-DATA=

17. <TARGET=>p1</TARGET>

18. <METHOD=>md5HashGen(p1)</METHOD =
19. <OUTPUT=hashedUserPass</OUTPUT=
20 <APPLY=user</APPLY>

21.  «</CONVERT-DATA=>

22

23.  «<CONVERT-DATA>

24, <TARGET=>p2</TARGET>

25. <METHOD=md5HashGen(p2)</METHOD >
26. <OUTPUT=hashedSpPass</OUTPUT>

27. <APPLY=serviceProvider</APPLY =

28.  </CONVERT-DATA-
29. </OBJECT=>
30.</PROTECTION=

2 FIHAY v ERFERY O

Fig. 2 Examples of an use policy and protection policy.
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Fig. 3 Conversion rules and an example of program conversion.
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Personal information
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Fig. 4 A result of password authentication.
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