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Privacy-by-Design Development of Android Application
by Domain Separation Based on Privacy Policy
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Abstract: Recently, privacy-breaching apps have increased in Android market. In the background, due
to the high flexibility of application development and the complexity of internal structure of application,
consistency check between Android application and privacy policy become more difficult. In this paper, we
introduce a mechanism to limit the propagation range of privacy information in an Android application codes
by properly separating the internal structure of the codes into “domains”. As a result, it can be confirmed
that the Android application is in accordance with the privacy policy, just by static analysis of the message
passing between each domain. Therefore, this “privacy by design” approach helps to make consistency check
between Android application and privacy policy easier.
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Fig. 1 Application privacy policy generated by a policy
description support tool [3].
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Fig. 2 Overview of data passing rule between domains.
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Fig. 4 Screen transition of gourmet application.
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Fig. 5 Domain definition in Android manifest file.
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Fig. 6 Data sharing views of My Tracks.
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Fig. 7 Overview of domain definition in My Tracks.
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