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Abstract: As the malware used in targeted attacks has grown more advanced in recent years, the number
of cases where existing inbound measures have failed to detect attacks and allowed incursions into the orga-
nization has increased. It has been confirmed that “downloader” malware exists that downloads secondary
malware from a malware distribution server prepared by the attacker, so that the attack can be carried
out in stages. So, it is necessary to be connected to the Internet, and to analyze malware. But if all the
malware connection is permitted, malware analysis environment may attack outside services. In this paper,
we develop and evaluate Malware Traffic Control System which controls attack.
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Table 1 Technical comparison with existing countermeasures.
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Fig. 1 Flow of attack using downloader.
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Fig. 2 Flow of MW download connection determination.
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Fig. 3 Overview of the malware traffic control system.
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Table 2 FExample of the downloader determination list.
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Fig. 4 Response of the pseudo program.
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Fig. 5 Creation of the pseudo program.
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Fig. 6 Implementation of the malware traffic control system.
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Table 4 Evaluation malware for detection capability.
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Fig. 7 Evaluation environment.
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AT, 2y =782 ZIaL— 155,

5.3 FHMER

(1) MERERFMmAER
AHIEA~ VY = 7S LT, MW #7 v u— Nifg e L
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5 HHPERTR
Table 5 Evaluation result of detection capability.

Ny v afi (MD5) #1555 URL
ee5956efb93e2981b9ce9b75680c299 | http:/k[snip].com/putty3.exe
¢f9443e43b990077a3862aa4f9337fb2 | http://91.[snip]/upd2/install.exe
20de9alfc71d46541980cee8e7ce842

http://d[snip]/document.php?id=xxx

R 6 VI TR

Table 6 Result of malware detection.

HHE VT #%n | VT Kk Mt
KRR b ~DEFH Y 309 236 545
R A M ~DEFER L 68 31 99
it 377 297 644

THE S NEELEER 5 ITRT.

PEBEEHMIIIC W2 T RTOTL Y 2 TIZB VT, MW ¥
O — FlEZHRINT A EDHRTEL., ZhEY
RBETHICL T, MW #7 >0 — Fifs Ot A R
T&7-.

(2) BXEHEER

FHAMH © 644 BARIZ DO W T, BEEMEEO 7 1 )V A
VI NEHWTTI 7 ANV ERET AL T4 V- A
(VirusTotal [23]) CTOMARRDS L, MBS~V Y =«
TENIENT S AT L TORER A b OBLE A B 55 5
3 6 2T, 4B, VirusTotal I2BF L T, HEEHED
TANAKEY T PO B 1 DTHHRAIL/ZD D% VT I
HMARE L, $XRTOYANVARHEY 7 S THRIL Tz
v, 7213, VirusTotal ISHAEPEHFINA TRV D%
VT RKEaefhk s Lz, 22T, MHEREICA VA =
L7y 7 Ny 27 HEHET v 77— FCHlET 5RO
& %KAM (microsoft.com, windows.com, java.sun.com,
adobe.com) ZIEHOFANE L, FHIIOFRZ b 2R
EARADME LT

%8B, RFHEITIE, EHYA P EA SN TWIEGE,
FRFfEkEe A P LRI R&EL A%, o TIEHY
ANELTHELTYWLWREENH L. T8, £ 612
LTV B AR PAOBERTAER (236 1) 13FEE
DL Y A7 R BTREWD S B 5%, RETHIC L - T
DHFTHSN TV R WK (VT REAMAK) %2 A58 7%k
ARG L7RE LTHRIBTE S 2 LR C & 72,

RETEE ORI R &, PSR COMREED
xR 7 IR,

WETEE ORI REE, FKS [15] 0Tk kS
CIFTRE RO L AR 8 ICRT. BB, HARALOTHEIC
o TICBWTIE, HTTP @ GET # Vv K% HTTP
TrANT - F@EFEHEL, 1 ¥ —% v e
e,

SO R, SRS~V Y © TEIIENT Y X 7 LA TR
FARA NAOEE 2B L 72 545 BIED ) B, 58 kD5
T ra—=FRLY 2T ThbHI EDS, 449 D HTTP 5@
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R 7T PEREICOMMRIA L O

Table 7 Comparison of analysis result based on closed

network.

HH PERTIE | AR
KR A N ~EE LTk 545 545
(Fyru—FHl<)y=7) (58) )
HTTP =237 v a V¥ 17,092 16,719
GET * Y v Nk 15,212 15,188
POST # Y v F#k 1,880 1,531
HTTP i@f5 5k 449 396
(o =7 R A ) (58) )
A B2 —x > MNER 58 -
FET77ANF T rn— P 5

xR 8 HARLOFLEIIIED CHFTHER & DI

Table 8 Comparison of analysis result based on Aoki method.

THH RETIE | HAB[15]
A & —3x v MR 58 15,212
FIT7 7 ANVE T a— R 5 5

D)5, 58D~y 2 TEAT A N TH B &A%
L 7-.

F70, RETFEOHFPHERETOMTLD S, LD
HTTP @ELEFBAL 2. 512, HEARLOFFIHESL
M e L, 4 v =%y MERERD VW 0D, %
774Ny = FRIERL 2R, F477 74
VD F Y a— FRIFRIIEWT AV L 7.

%8B, Snort x HWTREFEDA V& — % v MEhiix
B L7225, HWENOBBIIFEE L 2o 72 2 L D51
RTE7-.

UEDO#HRELY, =)y = 7lEHH S AT L E2HW5
LT, Furu—FRlT Ly TR, UFEINL T TH
WETLIINVY 2 TERAYT A NHUFETE S Z L HRERT
7z Fo, VU TEAYA MoV T RS Y
A= RFLTEIT528I12ED, 5FCHRATE 2o
TeH T2 ANFEARA N OERTGS 2 L bMERTE .

54 EXE
(1) HAEBADOBEBIZONT

72 2IESQLA Y= v a yEE, HTTP © GET £
vy FRFIHLZBERT) 720, METFETEBCZ L
BTELD, FREDOFEICES BTG EHT
Ehwv, REFETR, Yyrao—FRI< Ly 2T,
20NV =T AT AEFIEH L, UEMW ¥ r
O— FEEOAZHFTLTWA, D70, @EkIagE
FORBELZVY 2 TEAY A MRS, SHEE~0K
BG4 L .,

—J7, MW ¥ v ua— FNilifgDiha A ¥ — 4 v MIE
B AIRETHIL, —HE 20wV T2y ya—F
TELWE V) MDA L. RFEIZOWTIE, #%
(2) THR%.
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(2) EB2OvLyzTEIAO—-RIZDNT

S EEBRTIIAFAE L Do 72hY, <)y =27 OHZiE
www.windowsupdate.com 552 $t L, BUEAERR T 7%
WIHAIEE 20V 2 T ORISR ETHLT, ek T
BLDBHEIET S [24]. TOXI BNy = TIH LT,
HA D [15] % Yoshioka & [18] DFETIRFE 2OV Y =«
TaPGTE L0, REFETEE 2OV =7 2
FTHIENTER .,

T/, VY TEATA FohiciE, floxvy o7
BAi — NIEEZ U AL bL, 20y 2T %
BAi$A5bDbHFIET S, EFETEIDL) RIS
L7 bEATH) VT =2 TRATA MGBEEEITHI V7~
=¥V 7 ST A5 ENRNTE R,

EHZ, VT T7oRZE, Fyvoa—KL7z774
VDN Y afize, <VT 2 TORIZHSDLOMREL T
WAHNy VafHEEL, ¥y ra— FORGEHERT S
bOLHETS[20]. ZOLHI BRIV TIE, SUTE
7T MLERRECTHER L2870 7T A& F T LR
B, Yy THEREY AT ATIEY Y v a—yE<)
T ELTHESNRT, H2oY Ly 2 7RIS T A S
EWTER N,

ML R72 5912, EFLETIE S Y v u— F2YT
DN CIREPHFAET AW REEDRH S, L, 15—
oy MO E T HEE MW ¥ v u— NiEfg
WCRET A LT, MOFELIDOA ¥ — 4y MERD
HIBRATE L < % BARET AL, INEBY 1 N ~NOWEDEH
THEIMEMERPEELTLE ) REEICE T, 4B
DA FEWE L2 nEW) HTENLS.

38) REFELHAERBOEICIOVT

FHMSERR T, RETFLEO LDV HERE COMIT LD b,
% <KOHTTP 247 v a v EEBlillLz. ik, BRE
FEPA VY =4y ML E2OIVI 2T %25 v H—
FL, By oru— FL~by o7 & @i - °tF
FLI0THAH. B, HITP O#BERICE LT, GET
Ay FOBIS LD b, POST AV v KOBINGH S\
CEDFERTE. ThIE, Fyra—FRLizE20<L
T TR A N EOERENEL, HTTP ¥ —/ N EIZ7 v
TO—FLLH) LTV ThA.

(4) 1>8—%y bP5DOEY>O—RIZDONT

FMEERT, £ 27—ty MO L 72@E1d 58 fHE
L7z, Iho 58 EoifEkEron sy yu— FiER%s
® 9 IIRT.

58 fFDEED ) B, 5HOBELRICEH L TEIT7 74
VSF Yy a— K TE/2S. HIML Y 7 v a— R &z
DOWN36M, WEV RS2 I1THAAEL. Th
i, 2 ACAFLRRICH LT, VY = 7% 3 A
WCFER L 72720, FERRGEIC L W BREDSEIBR S, 57 v
O— FICERIL7ZEEZZ SN, HilkE AT LK ST
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®9 ¥vro— iR
Table 9 Result of download.

Zyrua— K77 AV 1%
FIT7 7 A0V 5
HTML 36
B L 17

Rt R AR KA

27 EE

TILOITRNE HERT L
5%

P7RLR
il

B RS w

IO ITBIE
SR T L

¥ 7z 4
il

M8 IP 7 FL A
Fig. 8 IP address control.
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S R T L

PrELR 47
i

A
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FRITIRE

WMEATZE, SV 2708y ra— FEYERRN ET 3
(5) 7O—F > IAOHIBIZDONT

18w TR ), T7RATDOIP 7 F L AP LEL
SO THLEEDOR~VY 2 T 2EA L, FRLUID
LBEWCRERHOa Y 7y 2RATHIETYNYT = T
WraAO#TL 70— 70 FEIMIET S, 20X
A O—F 2 FAGIET A, VT TR AT
L WL OMBENICKET 2 LEFH L. LirL, @
Wrxt 8§ R CTOMMBAIZ IV = TN 2T L % 3RET
HZOIFIAMEPSHMETH S, T0 L) HUEL TS
L7202, 3V L TGRS A 7 A2, RETLOIP T
FLZAZHIE L, BCEGROMBA AR v b7 — 2 05 8ME
T5%, IP 7 FL AflHBRREE L R 5.

X 812, IP 7 FLAKIEHOMAMAZRT. K8 II/RT
LN, VT =TT AT ) MR L, TE RO~ LY o
7 & AT LM R 5612, 2o of#k% VPN
(Virtual Private Network) T L, ~I7 =7 d MW
'y ona— NilfE 2 TS ROMBEN S A 5 —F v b
Wi d A, Zhcky, za—F A bfniiek i b,

6. BbHYIC

AT, Fyoa—sH< Ly 27O MW 71—
MEfEEmmEB L, UMWy Y oa— FBEOAZ A~
F—dy MIBERESRLIEICLD, =Ly 272X B4
HAOWELZIH oo~V = TR 2T )~V = 7
AT FLEEZREL, REFEEEREL TR MY A4 T
VAT LR L. 72, RENL S v u—- SR
VT R AVIEHMEERICL D, MEVATLICL-TY
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LI, FRREE HVGHIFERRIC LY, 644 Bk ) B, 58
WAy oa— RV 27 THAI L, F7-, fEH
il U CHNEANOIEN S L e o722 L HERR L 72,
DiEofER LY, RIERFEICL o C, SHE~OLE LT
AT EmL, HMHMCBALESVY © 7 O & R T X
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L1213, TP 7 F L AGIEMEREZ R L, 7a—F 0 7~
MHETE B2l 5.

HE O ABCTRIELLY AT 20HMICH 2o TE, #
BAFEIRHE [V A N BB - i€ 7OV EEEE O
HE oM EETERBL VTS, BEREDOT £ 1
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AL TVRD Y AT 4 - BLERAIE, SHEOTEE
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