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Efficient Pattern Matching of Aho-Corasick Algorithm
Using Double-Array

TaKUMA KURAMITSU,T NOBUTAKA MATSUURAT!
and HisATOSHI MocCHIZUKI'!

Pattern matching is used for word processing and software such as antivirus.
It is important to high-speed response and compact memory. Aho-Corasick
algorithm is an efficient multiple pattern matching algorithm. In this paper,
we present a multiple pattern matching machine with a double-array structure.
It has the transition function extended. And also, we implement the proposal
machine to ClamAntiVirus as an applied example. Our experiments show that
the operation time decreased to 72% and required storage area decreased to
70%.
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Fig.2 Machine-A for the set of patterns P.

00000000 8000000000000l 000000000000000000
256 000000000000 400002000000000000000 160000
10000000000000000000000000 1600 10000100000
0200000000000000200000000000000000000000
0000800 10000070

000000 AQ Failure 000000000000000000000000000
0000 GotoDDOOOODOOODOOOD™O

000000 POOOOOOO0O0A=aa0B=ab0C=ba00000 200000
00000000 PODO0OODOOOODOOO0 ADD200000200000000
00000000000000000000000000000000000000000
00000000000000Outpwt 0000000000000000 Output 000
000000000 2000100000

020000020000000000000000000000020000000
00002000000000070000000000000
020000000000 7T000000002000000000 “ajashsasasbsarasag
biobias” 000000000 000000 Goto(0,‘a;’)=1000000 10 Goto D
0000000 Goto(l, ‘ap’) =2000000 20 GotoDOODDOOD0D020000
000 Output 000000000000 Output(2) 000000000000 2000
0 Output 0000D000000000000 ‘b0, 000000000 3040 Goto
000000000000 40 Output 00000000 Output(4)={“AC’} 000000
00000 ‘a5’ ‘be’0 ‘ar’0 ‘ag’D ‘ag’0 by’ 000D D000 50607080 140 15 0
Goto00ODOODDODDD 150 Output 0000000 Output(15) = {“BAB”}
0000000000000 ‘byy’0‘;’ 0000000 16000 GotoDODOODOOD
00000000000000000

00000 TOO0000000000 GotoDODOO 12000utput 00000000

000000000 000000 Vol.1l No.2 1-14 (Sep. 2008)

000000 60000MMOODO
000 AO0ODOO0OO0000O0D0D00000000000000000 FailweOODOO
000000000000000000 GotoOOOODOOODOOODOOODDOOODOO
000000 20000000Goto0 0000000 ACODODOO 2000000
000000000000000000000000000000000000000
00000000000000000000000000000000000000000
ooooooooooo?.

2.3 00000000 ACOOO
ACOOO0DO00ODO00D0O0ODO0O0DONOODO0ODON0NDO0ONNooNoogn
Oooooo'™'Ypogooo000000000 ACOOOY0000000 BOOOOO
ooooog

00000000 BaseOCheck 0000000000000 0DDOOOODOOODOO
0000000000000 2000000 BasedCheck 000000000 Blz]OClx]
00000000000 000D00 s00000 « 000000000 ¢t00 (1)000
D000™WOO00O0 BOOOOODOOO GotoODOOO (1)000000ODOYD0

{ t— Bls]+a

Clt]=a @

ACOODO GotoOOODODOODODOODODOOODOODOOOOOOODOD
0000000000000000 GotoOODOODOODODOOODODOOODOOOODO
Check 00000000000 O0DOO0ODOOOOOOOOOODOOODOOOOOOO
000000000000000000 BOOOOOOOOOOOO00O0O GotoOOODO
Goto(00DDDOODODOD)D fil00000000000000000000 10000
0oooooo®o

0000000000Base00000000000000O0O0O0O0O0OOOOOOOOO
D00 Base 00OOO0OO0O0O0O0O0O00O0O0D0OOOOOOOOOO

000 BOOOOOOOOOODOO Failwee0OOOOOO0OOO0OO0OO0O0O0D0OO
00 0000000000000000000000000 (2)000000 s;0 Base
D00000 sO0 Failue 0000000000000 fO BaseJOOODOOOODO
Failure 0000000000000 sO Failure 0000000000000 (2)000
s00 s; 00000000000000000000000 s;0 FailureODOOOOO0O

(© 2008 Information Processing Society of Japan



4 00000000 D ACOODOOoOOoOoooO

0 4 6 8 19
[11]-2f1s]-aT 2 [ 7 Tie]-s]12]
[clefsefals e e e s]

038 JOOOoO0oO0 pOOOOODOO B
Fig.3 Machine-B for the set of patterns P.
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Fig.5 Output function of proposal machine.
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E‘unction : NextMove(sOa) O
(NM1) ¢t <« B[s]+ a;
(NM2) if (C[t] # a) then

(NM3) t— B[B[OOOOO ]+ Cls]] + a;
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(NM7) return t;
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Fig.8 Function: NextMove.
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Fig.9 Algorithm: Maching.
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Fig.10 Proposal machine for the set of patterns P.
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Fig.11 The data structure of ClamAV.
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Fig.12 The data structure of proposal system.
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Table 1 The results for 5,000 and 80,000 patterns.

oDoooo 0Dooo 0ooo (s) 0000 (byte)
500 SO0 500 SO0 500 800 500 800
00o0OO0 | 20,000,000 20,000,000 | 32,280 889,112 0.64 2.07 129,120 3,556,448
00O A | 40,000,000 40,000,000 | 30,595 403,443 1.22 3.07 | 1,590,992 20,979,088
000 B | 38,600,388 33,108,595 | 43,710 601,916 0.91 3.04 174,840 2,407,664
00O C | 38,600,388 33,108,595 | 16,078 219,013 1.51 5.01 | 12,299,488 160,312,400
000 C+ | 38,600,388 33,108,595 | 16,078 219,013 1.59 4.60 | 9,224,618 120,234,302

5.5
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4.5
4.0
3.5
3.0
2.5
2.0
1.5
o
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013 0000

Fig. 13 Matching time.
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Fig.14 Memory required for matching.
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Table 2 The average of depth of the node reached by the failure function and the details of the number of nodes.

FOOO oooo oooo
oooo SEEEEE SREEELE SEEGEEEEE EEEEE oo

500 1.23 16,078 (49.8%) 7,512 (23.3%) 4,932 (15.3%) 3,758 (11.6%) | 32,280

800 1.68 219,013 (24.6%) | 219,193 (24.7%) 88,264 (9.9%) | 362,642 (40.8%) | 889,112

()0DDOoO0oO0oOoOooo 100%00000000

03 000OOoOoO0OoooooOoOooooooooooo
Table 3 The results according to the max length of pattern-key of the systems.

oooono 3 4 5 6 7 8 9 10 11 12
oooo (s) 13.33 10.78 10.00 9.73 9.53 9.81 9.97 9.77 9.71 9.65
oooo (s) 9.77 7.20 6.43 6.15 5.95 6.22 6.34 6.19 6.12 6.07
oo oooooo (s) 3.45 3.46 3.46 3.46 3.46 3.47 3.51 3.46 3.47 3.46
oooo oooo (MB) 14.37 15.19 16.42 17.89 19.48 21.16 2291 2459 26.46  28.23
POOOO (MD) 121.56  72.05 55.97 50.49 47.94 49.61 51.06  50.87 47.16  47.07
oooo (k0O) 210 415 722 1089 1487 1906 2344 2766 3233 3676
oooo (s) 14.98 14.77  14.56 14.66 14.65 14.90 15.12 15.10 15.19 15.25
oooo (s) 10.31 10.03 9.83 9.90 9.90 10.10 10.24 10.26  10.29  10.33
ClamAV | 00D000DO (s) 4.46 4.52 4.51 4.55 4.54 4.58 4.66 4.62 4.67 4.69
0o (MB) 21.58 27.27 33.66 40.58 47.97 55.66 63.35 70.99 78.58 86.13
POOOO (MDO) 63.51  56.83 55.34 55.03 54.93 56.85 58.53  58.50 58.46  58.44
oooo (k0O) 10.04 16.27 22,99 30.04 37.43 45.11 52.70  60.22 67.62  74.96
oooo (s) 15.48 15.10 14.98  14.98 14.97 15.24  15.49 15.59 15.46  15.62
oooo (s) 10.89 10.52 10.39 10.38 10.37  10.65 10.89 10.98  10.83 11.01
C+ oooooo (s) 4.40 4.38 4.39 4.40 4.41 4.40 4.40 4.41 4.44 4.41
oooo 0o (MB) 20.26  24.51 29.28 34.45 39.97 45.72 51.46 57.17 62.84 68.48

POOOO (MD) 63.51 56.83 55.34 55.03 54.93 56.85 58.53 58.50 58.46  58.44
oooo (kO) 10.04 16.27 22,99 30.04 37.43 45.11 52.70  60.22 67.62  74.96
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