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MANABU Tsuzukif! and Osamu KonisHit?

Kernel-based Support Vector Machines (SVMs) have strong theoretical foun-
dations and excellent empirical successes. However, the performance for the
real data stream with the evolutionary changes is not enough, thus it is an im-
portant challenge to improve the performance. On the other hand, the kernel
methods have be extended to input structured data such as sequences or graphs.
The classification using the kernel methods with structured form outperform
vector form. In this paper, we propose non-linear classification approach to
consider data stream as structured data by extended kernel methods. This
structured data is constructed with the arrived online data and some historical
information of the data stream. Then, the features of the data stream’s evo-

lutionary changes are obtained, and kernel function is built with the features.
We call this a stream kernel. In the experiment, we apply the stream kernel to
non-linear SVM, and differentiate normal use and illegal use for about 700,000
real credit card data. The our approach achieve that a number of the false
classification decreased to about 40%, and the illegal users are detected about
double at the peak in data seem to be the illegal use.
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Fig.1 Overview of our proposed classification process.
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Fig.2 Linear separation using the kernel methods.
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Fig.3 Structured data of the data stream.
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Fig.4 Classification considered the behavior attribute: Suspicious appears by added “difference

money from the last” in feature vector.
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Fig.5 The preparations for structured data of data stream.
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Table 4 Comparison of running time.
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Table 5 Comparison of the number of Support Vector (SV).

SVM  SKSVM
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Table 6 Experimental result of SVM.
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Table 7 Experimental result of SKSVM.
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Fig.6 Accuracy comparison by CAP curve: CAP curve represents accuracy of the model. Arranged

scores (see 5.1) in descending order, the curve is the frequency distribution of illegal users.
Following Fig.7, we are able to see that the closer the curve is to A, the better accuracy, in

contrast, the closer the curve is to C, the poorer accuracy.

SsvMOOO0OO0OOO0OOoOoOooooooooL,1o0o00doooooooooo 1,08000
0000000000000 000oooooooooo0o ro0oooosSKSsvM OO
OO00O0O0O0OD0ODO0O0000OggseebOD000noon svMooooooooooooo
gbobobobobooobooooooooooboboboobobsounb 2800
gboobooboobooooboboooooboobooooboobobobbobobo
000000oooooooo sKSsvMOooooooooooooooooooooog
gobobgobobobogoboog

5.3.3 CArPOOOOOOO

CAPO Cumulative Accuracy Profiles0 00 0000000000000 OOOOO0O
gbooobooboobooobooobooboobooooobDoboobboobDoboobo
gooos1b0d@doobooobooooooooboooboboobbooboooboboOobo
000o00o0ooooo0oUooooOooOoooOoOoUO0oDOoOOoOoOoOoenoOonO SVM
O0OSKSVM O CAPOOO0O0000DO0OOOODOODOOOOOOOOODODO 7YOOO C

(© 2008 Information Processing Society of Japan



58 ODOOOO0OOO0OOOOOCOOOOOOOOOOOOOOOOOOO

w(=Dx/D)

1 |-

' x(= Nx/N)
0 1
07 CAPUOU0OUO0OUOUOUOOO NOOOOODOOOOOOOOODOOOOOD DOODODOOOOOOOOO
051 00000000000000000 N, OODOOODOODOOODOOOOODOODODO D, 0O0DO
0000 z=N,/NOy=D,/D00000O0O0O0O0O CAPOOOOO
Fig. 7 Detail of CAP curve: N is the number of the data, D is the number of illegal users in N.
Arranged scores (see 5.1) in descending order, we derive the top N, from N. D, is a number
of illegal users in N,. Then CAP curve is described with x = N, /N, y = D, /D.
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