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An Effective Decompilation Algorithm for Java Bytecodes

FUuvuRIiIKO MARUYAMA," HIROTAKA OGAWA!
and SATOSHI MATSUOKA!

The technique called decompilation that reads sequences of machine code and generates
the corresponding source program has been known for some time, and utilized primarily for
reverse-engineering. For Java and its bytecode, although there have been several proposals
of decompilers, most generate outputs that are inappropriately extend the Java language,
such as insertion of gotos not present in Java. Moreover, the decompilation algorithms are
somewhat ad-hoc and difficult to extend of verify its applicability, which is a hindrance to
our OpenJIT compiler which requires a decompiler frontend to recover the correct source
structure from arbitrary bytecode. Instead, we have devised a new and effective algorithm
for decompilation, with emphasis on properly recovering control structures. The key idea
is to base the algorithm around the dominator tree of the control flow graph of a method.
This is based on the observation that, for a properly-nested block-structured language, each
part of program representing a control structure corresponds to just a single subtree in the
dominator tree. As such, the algorithm is general enough to be applied to other languges
besides Java. The evaluation of our preliminary implementation in OpenJIT shows that our
algorithm properly recovers control structures where other existing decompilers fail, and with
relatively equivalent execution speeds.
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Ramshaw’s algorithm

stmt0

i1f exprl goto L1;
if expr2 goto L2;
Ll: stmtl

L2: stmt2
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stmt0
L2: for(;;) |
Ll: for(;;) (
if exprl break L1; . stmt0
if expr2 break L2; [ if (exprl || lexpr2)
break L1; - stmtl
} // L1 stmt2
stmtl
break L2;
y // L2
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Fig. 3 Algorithm of Krakatoa.
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®
1bll:for(; i<2;(:9)

body

do-while (!hungry())

\\‘body
[if (!veryPoor () )) [if (emergency(}) break lbl]}

N

if (tired() )@ else@]
®

Bi 10 break XEFTHOY Y —
Fig. 10 The tree after recovery of break statements.

i=0;
1bl1:
for (; i<2; i++)
body
return; gotoLab () ;

do-while (lhungry())
body

if (emergency ())
break 1bll;

if (!veryPoox ()) if(tired())
gotoRestaurant () ; haveABreak () ;
else

studyHard () ;

11 TATY) XABAOKERL LTELN S HSEIR
Fig. 11 The AST as a result of application of our
algorithm.

5.1 fRMTEEROLE

BN, Ba DYy —RTulS ks 4L
BRLLTELNAYFRAT A NEHRLOFT 2R
A 5 & mocha-bl DEHETFar AL, ZOEE
BB LT, AT D—HlEmg sk,
public class Test {

void test() {

outer:

* Java SO BETERSNETEME L HEB, P2 L LEE
D IVM TEITARRS FAT7 7 A AR L TR ER TV S,

T pEEwIr, MBRLAT VAL VEROMARMR AL R
WA.2 & LUTRNTS.
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for (imt i = 0; i < 100; i++) {
switch (i) {
case 10:
for (dmt j = 0; j < i; j++) {
Systen.out.print(j);
if (j == 8) continue outer;
}
case 11:
System.out.println("4");
break;
default:
System.out.println(i);
break;
}
System.out.println("difficult!");

3

ORI AR Ty ha—L T a—fET R
DEREL 22 DIEIPRID for TIZEEND TNt
@ continue X &, switch XD—2H D case 71 v
IBZDOED case TRy 7 IZ0RB o THWBEFHT
b5,

BeDFarL51%, coFalSrhbELR
B4 ba—RFEELSASREL, HEEELEITT
TETBHZERTEZ. —F, mocha-bl TliE, v b
n—A7uo—EfiEbHE b, Java EEEITIIR goto
EEOHBREHES L.

ZDORERIL, e DTN FY XAD mocha-bl DEL
AlLTnwsarrae—A7u—fFo7iraY XA
BT, R BECHEEERETTER NI L
ZRLTWS, BHIETTRLE, ZhETORITETIE
mocha-bl IZEFLETE THL DT 231 T TCIIHET
TERNWEIRT ST AOFITRE SN THRW.
®IZ, mocha-bl TiX goto BER S BMDT 1
FAIZDONWTh, REDT 2L T TIHETTES.

BEOT VY ALT, HLTEROHIEEEOH
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RILETODIERENDEEOHEES (while
HBHWEfor) BHITbID. KT HEEIL, ZDE
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EBTERNWZ LD D, REOFHLDTLITY b
T, REE, $85/ — FRA—BIZRETERNEWN
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DEROIETNAY ZLERETEE L3, HRDOERE
D—D>ThAB.

5.2 HEOQHE

BREZHRT B DI, Ha DEHEL mocha-bl &
TRISOHREB/BLNARO T2 7T L% 100 BF =
URANT BTN DERZEE L.

public class Exam0 {
void test(int x) {
while (x < 100) {
System.out.println("Hello!");
if (jammed())
continue;
if (interrupted())
break;
System.out.println("Horld!");
¥
System.out.printin("bye");
}
boolean interrupted() { return false; }
boolean jammed() { return false; }

¥
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V—RI 0TS bEEOEMREENH LM ER
TWRWeD, WHEOEERNTAIZLIIELY. £
T, a7 NAY XAAZELTOR, XU RS
BIEZITOINERETS.

BHEDFL DT 2134 T, 221 D7 5 R, 1460
BDA Yy FRLBRENTBY, ohbeTgF o
URRANT BDIMBERREE R 0Ty A G
TEHAIL7. 2B, PHEEZEHICLY, FTar g
NARERDIINTH BRI N EFHE L CiIgERIC A
<, 0, HEL DAYy RIZSBERTHB DI,

* JDK HB® java =< FC-prof 77V a Y& HNTEFL
7.



43 TEERALIR S E RS

R/ 1 TS NORERR
Table 1 Timings for decompilation.

Bl | BeOFa%4F  mocha-bl
real 8.223s 8.862s
user 3.230s 3.060s
sys 1.020s 0.220s

52 F S S OEESITHDND R
Table 2 Timings for parts of decompilation.

il B (ms)

F oL ek 28090
PG RT 7 A NDBEIIAD 15913
F o L AR A 11747
V=P ESS 10068
RA b3 RO 1068
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=0 517
B 243

0 B 305
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Al BaOF A4 SOEN
Fox DT A TIE, MEEIREERTHED

WS TEY, R LTELNSHERMITRNI
100 B0 7 7 ABIZ LY ERENT Java AT V=
7 FELTERESND. BTFOHMNIE, Thehoh
SBBIORA T V=7 FOROT Ny TRBTIRHRL
bDTHHID, BED Java EFEOT 0T T b
TR BRE LTINS,

public synchronized

class Test extends java.lang.Object {

void test() {
(= 1vi#0 0);
1b10:
for (; (< 1vi#0 100) ;
(= 1vi#0 (+ lvino 1)) {
switch (1viz0) {
case 10:
(= 1v280 0);
for (; (< 1v2B0 1lvi0);
(= Lv2#0 (+ 1v2s0 1)) {
(method
(({java#0.lang) .System) .out)
print 1v2#0);
if (== 1v2#0 8) continue 1bl0;
¥
case 11:
(method
(((java#0.lang) .System) .out)
println "4");
brealk;
default:
(method
(((java#0.lang) .System) .out)
printin 1vi#0);
break;
T
(method
(((java#0.lang) .System) .out)
printin "difficulc!");
¥
return;
¥
public void <init>() {
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(method super <init>);
return;
¥
}

A.2 mocha-bl OHA

mocha T br— V7 v —BATICRBT 5 &,
EUFOBID X 51T Java BFEICIZFEE LRV goto &
BAIERERERIITD. goto DRIZMITEATNS
BE, N ba— FBIBIT&EEOT FLREHE
LT3 k57,

/% Decompiled by Mocha from Test.class */
/% Originally compiled from Test.java */

import java.io.PrintStream;

public synchronized class Test
{
void test()
{
int i;
int j;
i=0;
expression i
switch
case 10: goto 28
case 11: goto 57
default: goto 68
j=0;
System.out.print(j);
continue;
if (j t= 8) goto 39 else 41;
continue;
s
if (j < i) goto 33 else 57;
System.out.println("4");
System.out.println(i);
System.out.println("difficult!");
i+t
if (i < 100) goto 5 else 92;
¥
public Test()
{
¥

(PR 114 5 A 28 AZA)
(PR 11 42 10 A 13 BE4ER)
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