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On Safe Mobility of Mobile Agents

HIROTAKE ABEt and KAZUHIKO KATOft 1t

When mobile agents travel between each hosts and access the host’s own services or re-
sources, they must use the mutual exclusion mechanisms (such as monitors) to avoid conflicts
with each other. But, mobile agent’s leaving the host while accessing resources protected
by mutual exclusion mechanisms may cause dangerous situation, like inconsistency of data
or deadlock. Stopping execution of mobile agents may also cause. To keep network services
based on mobile agent technology in good working order, we think it’s necessary to solve this
kind of problems. In this presentation we propose the systematic solution to avoid this kind
of problems. Our solution consists of the separation of program code to need to avoid con-
sistency using mutual exclusion mechanisms, and the use of reliable communication between
mobile agent and services that eliminates duplicated requests.
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