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A Secure DHCP System with User Authentication

TaDpAsHI KOMORI,# HIROMOTO ANDOH, TAKAMICHI SAITOf
and MASAYUKI TAKEDAf

DHCP (Dynamic Host Configuration Protocol) can make us easy to obtain network access
on an IP network. However, DHCP itself doesn’t have an access control. So, malicious users
in the inside of network segment can easily abuse the network. Therefore, we introduce au-
thentication scheme into DHCP. Using an authentication by MAC (Media Access Control)
address, an user can’t utilize IP address only except on the MAC Address’ machine. So, we,
in this presentation, propose an user authentication on DHCP and show its security.
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