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A Security Enforcement Method by Load-time Binary Translation

TAKUO WATANABE,T NAOYUKI NAGATOUT and KIYOSHI YAMADA

Mobile code has been regarded as a convenient abstraction mechanism to construct flexi-
ble/evolvable distributed computing systems. It has now gained prominence, mainly due to
the current shift from stationary to mobile/ubiquitous computing environment. Although de-
signing a system using mobile code is appealing, its deployment is still a security risk. Further,
a system using mobile code is inherently dynamic; we need an extensible/adaptable security
model. In this talk, we first claim that application-dependent and special-purpose security
policies are increasingly important especially for modern distributed computing environment.
Then we present a set of techniques that may be used to enforce such policies on mobile
objects (Java classes). The main technique is a load-time bytecode modification that enforces
user-defined policies via monitored execution. The policies are written in a language called
Polaris, which is basically a finite process language enhanced to deal with data-dependencies
among variables. Use of data-dependencies reduced the cost of monitoring. As an example,
we show a code portion from our extensible e-mail client system.
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