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Research Topics on Information Security from Viewpoints of
Financial Institutions: Focusing on Authentication Techniques

Keisuke NAKAMURA Masashi UNE

Abstract: This paper will discuss information security issues and research topics regarding authentication techniques from
viewpoints of financial institutions by referring to discussion and a survey result at the Information Security Symposium held by
the Bank of Japan. Namely, the survey result indicates that the majority of participants from financial institutions consider
fraudulent transactions in Internet banking services as the most critical issue. As future research topics relating to the
authentication techniques, we will also show the following three ones: (1) improvement of transaction authentication schemes
secure against display overlay attacks for smartphones; (2) anomaly detection using data mining techniques in financial
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transactions; (3) development of security evaluation methods for authentication techniques.
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