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A Framework for Simplifying the Programming of Application-level
Protocols

KENJI KONOT 1t

The growing use of Internet services increases the opportunities for developing application-
level protocols such as HTTP, SMTP, and POP. It is a tedious but error-prone task to im-
plement an application-level protocol or to modify the existing implementation. It requires
careful manipulation of strings because a trivial bug in the implementation may cause a se-
rious security hole in the Internet service. Making matters worse, an intuitive behavior of
the protocol is not clear from the code because message exchanges and state transitions are
usually scattered throughout the implementation and buried deeply in the code. In this paper
we present the design and implementation of April, a domain-specific language specifically
designed for describing application-level protocols of the client-server style. April provides
high-level abstractions that are specific to the domain of programming application-level pro-
tocols, thus improving safety, productivity, and maintainability of application-level protocols.
More specifically, April generates a corresponding C code only if the programmer describes
1) message formats, 2) exchanges of messages between clients and servers in time sequence,
and 3) state transitions triggered by messages. In this paper we show a sample of the real
protocol in April and demonstrate that the overhead incurred by the use of April is negligible.
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/* protocol name */
protocol pop3;
/* definition of protocol states */
states = {
auth : INITIAL;
transaction, retrieve;
terminated : TERMINAL;
error : TIMEOUT, ABORT;

© 2 T > TR RN

}

0: /* declaration of valid state transitions */
11: transitions = {
12: auth —> transaction, terminated;

=

14: retrieve —> retrieve, transaction;
15: * —> error,
16: }

13: transaction —> transaction, retreive, terminated;

~

01 0000000oo0oooobooooo
Fig.1 Definition of protocol states and state transitions.
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. /* definitions of format variables %/
formats = {

line : +1("\n’) +(["\n7J[[*\r'J\n’) “\r\n’;

host : subdomain *(‘.” subdomain);

+ .o,
. b
P Ar\n%;

/* delimiter */
/* terminator */

© P DT h W

greeting : ‘<’decimalg ‘.’ decimal; ‘@’ host ‘>’ { pid:decimalp; time:decimal;; hostname:host; }

subdomain : ([:a)_:za :Av_zz7]) *1(*([‘&7-‘27 AT - :_7) ([‘a’-‘z’ CAC 407_:97}));

02 0000000000

Fig.2 Definition of message formats.
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1: /* definition of valid message exchanges */
2: state auth = {
3: start: <= ‘4+OK’ + greeting;
4: apop: => “APOP” + user + digest;
5: ok: <= ‘40K’ + msg —> transaction;
6: | err: <= ‘—ERR’ + msg —> terminated;
7}
8: state transaction = {
9: { /* STAT command */
10: stat: => “STAT”;
11: stat_ok: <= ‘4-OK’ + decimal + decimal —> transaction; }
12: | { /* RETR command */
13: retr: => “RETR” + decimal;
14: retr_ok: <= ‘40K’ 4+ decimal 4+ decimal —> retrieve;
15: | retr_err: <= ‘—ERR’ + msg —> transaction; }
16: | { /* QUIT command */
17: quit: => “QUIT”;
18: quit_ok: <= ‘+0OK’ + msg —> terminated;
19: | quit_err: <= ‘—~ERR’ + msg —> terminated; }
20: | /* other commands are omitted */
21: s
22: }
23: state retrieve = {
24: end: <= ‘. —> transaction;
25: | line: <=!line —> retrieve;
26: }
N /

03 OD0OOooOoooDD
Fig.3 Definition of message exchanges.
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Fig.4 Development procedures of application-level protocols using April.
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Fig.5 Runtime architecture of April.
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Fig.6 Comparison of the time needed for mail retrieval.
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