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Enhancement of the Access Control for Database
against SQL Injections

KuMmiko Goto,t YuJi CHIBAT and NORIHISA Dort

SQL injection is a mean to attack web applications that execute queries to the database.
The attack is issued as follows: A cracker gives malicious input to the web application, and
the web application use the input to generates an invalid query statement and execute it.
Then, the database may return unexpected result that makes web application do errorneous
action. Access control features of the databases so far may not be good protection against
SQL injections: The access control prevents users from reference of unexpected data, but the
invalid query statement used in SQL injection may not refer such data. This presentation
shows an enhancement on the access control against SQL injection. Our access control puts
a table in the database and store formats of SQL statements that clients can execute, and
when a client executes a query, it is matched against the formats to check if its execution is
allowed. The presentation shows results of SPECjAppServer2002.
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