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Detection of Invalid Reference to the Heap for Java
Using Page Protection

YuJ1 CHIBAT

Crashes of Java virtual machines (JVMs) often come from invalid memory reference to the
heap for the JVMs. Because the bugs that cause the invalid memory reference exist in one of
the following two places (1) the implementation of the JVMs, (2) the native library written in
C language invoked from Java applications, system engineers who analyze the crashed JVM
must first guess in which the bug exists and then ask the developer of the software guessed to
contain the bug for debugging, but it is often not easy for system engineers to guess in which
the bug exists. To solve this problem, we implemented a feature that use page protection to
prohibit threads executing the native library from reference to the heap for the JVM. The
feature helps system engineers to find where the bug in the native library is, because page trap
happens on the invalid reference by the bug. The result of SPECjvm98 and SPECjbb2000
showed runtime overhead for using the feature is 3.8% in average.
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01 000000000000 000000/000000000000D0
Table 1 System calls created or modified to implement protection domain.
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int deletepd(int pd) oooooooooooao
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1. // 0000000000C0O0000

2: static int mypd;

3: // 00000000000000

4: static void* myheap;

5:

6: // 00000

7: void load_product(){

8: // 000000000

9: mypd = createpd();

10: /,/ 00O0000O0O0O0COOOOOCO
11: myheap = large_page heap_alloc(SIZE);
12: /, 00000000000O00O0O0O0O0O000O0
13:  setpd(mypd) ;

14: mprotect(myheap, SIZE,

15: PROT_PD_READ | PROT_PD_WRITE);
16: }

17:

18: // 000D0O00O0OO0OOOOO0

19: void public_service(){

20: // 00000000000O0000 mypdaOO0O
21: int oldpd = setpd(mypd);

22: |

23: --myheap 0000000

24:  }

25: // 0000000000 oldpdO 00O

26: setpd(oldpd) ;

27: }

28:

29: // 0000

30: void unload_product(){

31: deletepd(mypd);

}

w
N

02 000000O0O0OoO0oOooooo
Fig.2 Program that use protection domain.
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// 00000000000000
struct pd_struct{
// 000000000000000000
pgd-t* pgd;
atomic_t users; // 000000000
s
// 000000000000000000
struct pd_cluster_struct{
struct pd_struct pd[PD_PER_CLUSTER];
struct pd_cluster_struct* left;
struct pd_cluster_struct* right;
¥
// 000000000000000000

struct mm_struct{

// 0000000000000
struct pd_cluster_struct* pd_tree;
// 000000000000000000
rw_lock_t pd_lock;
s
// 000000000000
struct task.struct{
// 00000000 mmstruct 0000
struct mm_struct* mm;

int pdid; // 0000000 OOOCOCO
}s
// 0000o0oooo
extern struct task_struct* current;

long setpd(unsigned int new_pdid){
long result = current->pdid;
if (new_pdid != current->pdid){
struct pd_struct *new_pd;
pgd-t *new_pgd;
read-lock(&(current->mm->pd_lock)) ;
if (newpd = find pd(new_pdid)){
new_pgd = new_pd->pgd;
if (new_pdid){
atomic_inc(&(new_pd->users)) ;
}
if (current->pdid){
struct pd_struct *old_pd =
find_pd(current->pdid) ;
atomic_dec(&(old_pd->users));
}
load_cr3(new._pgd) ;
current->pdid = new_pdid;
}
else{
result = -EINVAL;

}

read_unlock (& (current->mm->pd_lock)) ;

}

return (result);

}

Y 0oooo0o0oO0o00O0O0Ooooon

U0 opooOoOOO0000000000000000000000
g0o0ooooooooooooooO0oOooOoOoOoOoOoOO000
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03 setpd) DDODOOODO
Fig.3 Canonical implementation of setpd().
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Table 3 Benchmark items in SPECjvm98.
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Table 4 Frequency of JNI calls that require setpd().
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