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A Static Analysis for Detecting Web Application Vulnerability

SEIKOH NISHITAt

We propose a technique for detecting the vulnerability of Web applications such as SQL
injection and cross-site scripting by static analysis of procedural language programs that com-
pose the Web applications. Our technique inputs procedures of the programs as a unit, and
generates some functions that represent the input character string propagation. And, it de-
tects the vulnerability by resolving the functions obtained from all procedures in the programs.
That is, our technique inform the existence of the vulnerability when the resolved functions
suggests that the input character string propagates to the part of output text such as HTML
documents and SQL commands. Our technique analyzes the procedures independently of the
procedural calls. Therefore, the number of procedural calls is not occupied in the complexity
of the analysis for the procedure. Moreover, when the Web application is composed by two
or more languages by techniques such as MVC frameworks and templates, each processing of
function generation for the languages can be implemented separately, because the function
generation processing of each language is mutually related loosely. On the other hand, the
resolver of the functions is implemented independently of the target languages.
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