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A Directing Platform for Multi-threaded Programs

TOSHIHIKO KoJU,t SHINGO TAKADA" and NORIHISA Dottt

Executing a program under development and examining its behavior is a frequently repeated
task during software development. Such tasks are necessary for detecting bugs, finding the
causes of bugs, understanding the program itself, and etc. Tools which can assist such tasks
are called directors. In general, directors require two basic functionalities: control and mon-
itor of program executions. Therefore, in our previous research, we proposed a directing
platform to offer these functionalities to director developers. However, our directing platform
did not consider execution of multi-threaded programs. In this paper, we focus specifically on
directors for multi-threaded programs, and propose a new directing platform. Our directing
platform enables flexible monitoring of multi-threaded program executions. This is important
for directors since it enables their overhead to be limited only at the necessary parts of the
executions. Our platform realizes such functionalities by incorporating a user space threading
system into a virtual machine and executing multi-threaded programs on it. We developed
an example director using our platform. In this paper, we also describe the details of this
director and the evaluation results.
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Fig.2 Overview of our proposed platform.
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Table 1 Basic events in our platform.
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CALLp, 0 RET pre
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Table 2 Thread related events in our platform.
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0 3 Directing APIOOOO0O

Table 3 Main functionalities of Directing API.

ooooooooooo

Oald ooooo gooooooooOoooooOooooooo
O0bO goooooooo goooooooooooon
oooooooooooo gooooooooooooooo
goooooooooooo gooooO0oOooooooooooo
go0oooooOoooooooo go0o0o0o0000O00000000 100 or000O0OO0DO 1000000000
oooooooooono oooo0o0o000o or00O0O0O0O0OO0OO0O0O0O0OOO0OO0O0O0O0OOOOO
OcO gooooooooooooo gooooOoOo0oooooo0o0oooooOoOoO0Ooooo
ooooooooOooooooonono goob0o0oo0oooOo0OO0O00OoOoOoOO0OO0O0OooooOoOn0n
0do oooooooooono gooo0o0o0o00ooOoOoO0OO0O00O0OOoOO0O00O00OoO0000O0b0O0O00000
gooooooo gooooooooobooooo
g0o0ooooo0o0ooooo0o0o0000 (00000o0oO0O000000O0O00000000000
ooooooooooo
Oed gooooooooooooo goooO0o0o0oO00ooOooOO0O0000OboOoO0OO0OO0O0O0ooOn
goooooooo ooooO0o0obDo0ooOoboooon

“O0o000oOoo0r’oO00oooooOoooo
goobooooooooooooooooooo
gooooooooooooooooooo 110
g2000000000000000000A0
Ooo00o0o0o0ooooOOdirector00O0OO
gobooooooooooooboooooooon
gobooooooooooobocoooooboooo
gobooooooooooocooooobooooo
gbooooboooobooooos2b000000
00000000000 director 000000
ooo

4. OO0O0OO0O0OO

0000000000000000000000™®
000000000000000000 GNU Portable
Threadd Pth() 0000000000 OPthO OO0
0000000000000 00000000000
PthO0O0O00OOOO0O0000D0O000000 MM 1000
000000000000000000000000
0@ 20 Pthreads APIODOOO0O0O0O0O0O0O00ODOO
ooooo

00000000 PthO0ODODODOODOOODOO
000000000000 100000000000
00000 PthO APIOOODOO0DOOOODDO
000D000000000000000000PthO
APIOPth000O000D0O00OO0DOODOOOOOO
0000000 2000000000000 PthO
000000000000000000000000
O Directing Library 000000000 OCOOOO
000000000 000O00

41 DOODO
0300000000000000000000Pth

(a) ALYFEERMEE

[ Z2Lvk 10 | [ RLyR2 0
| mEEs EEE
P ERT I | | ERT I
(c)aE— 21— R AL YR#HE (GNU Pth)

(e) RATIEDOME
or fFMIRAE

Pth R7r¥a—5 = PhAPI
Bk PThreads API
ALYED| T2aL—3v
IR =7 T
ALyk
g0 1
—— (d) R#T54951)
" L leu ko = prEELERR
S
waws | @ [EEwar RUBLR) 5
BERT—IIL

03 OD0ooooooo
Fig.3 Overview of our VM.
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Fig.4 Data structure of a monitoring table.
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Let locks_held(t) be the set of locks

held by thread t.

(1) For each v, initialize C(v)
to the set of all locks.

(2)  On each access to v by thread ¢,
(a) set C(v):= C(v) Nlocks_held(t);
(b) if C(v) = {}, then issue a warning.

0 5 00000 Lockset AlgorithmO OO 19) 00000
Fig.5 The simplest Lockset Algorithm (quote from
Ref. 19)).
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/¥*0000000000000000 */
1: module = scp-load-hook(scp, path);
/¥*00000000000000OooQg */
2: scp-init_hookset(scp, RACE_CHECK);
/* STORE,,. D000O0DOOOO0ODODOO */
3: proc = scp-find-module_proc(
module, ” __sm_store”);
4: scp-add_hook(

scp, RACE_CHECK, SCP_STORE_PRE,

proc, heap_start, heap_size, NULL);

06 ODO00OOODOOOOODOOOOO
Fig.6 Example code for registering handlers.
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1: thread = scp-get_threads(scp, SCP_ACTIVE);
2: scp-set_hookset(

scp, thread, SCP_ADD_HOOKSET,

(1 << RACE_CHECK));
3: scp-update_execution(scp);

07 DOO0ODOOODOOOOOOOO
Fig.7 Example code for enabling handlers.
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Table 6 Overheads of our data race detector (%).
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Table 5 Execution speeds of our virtual machine.
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