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A Taint Model Enabling Independent Security Control
for Each Object on Object-oriented Language

KivoTaka ATsuMi! and SHIGERU MAsUYAMAT2

Currently, the programing language with a security model is shown by various people. For
example, “Taint Model”, it controls tainted objects by watching system I/O. Generally, pro-
grammers cannot any washing method for tainted objects, or they define washing method
for by themselves. Now, “A Tainted object” is just tainted for one object. However, the
other object can handle “A Tainted object” as a clean object. Moreover, a object washed
for one object may be a tainted object for another object. This presentation proposes that
class designer must implement a proper and reasonable washing method for an object created
by it class. If using our proposed way, programers are freed from very heavy and difficulty
work like coding of the object washing method, because if programers put some tainted data
or objects into Object-A, they wash tainted data or objects only using by Object-A washing
method. Moreover, if programers put data and objects outputed by Object-A into Object-B,
they wash these data and objects only using by Object-B washing method. This presentation
show our proposed coding style using example code with Modified Ruby language.
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