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the code, we have implemented a C/C++ compiler that automatically inserts
the code. Our compiler helps a programmer create heap that is private to a
program module by inserting the code at the entry or the exit of the program
module. The compiler applies an optimization to eliminate the inserted code

D D D D D D D D Linux D D if it is found to be redundant. Our evaluation showed that the optimization
eliminates 7.9 to 79.2% of the code.
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Compiler Support of
Memory Protection Domain for Linux

TAKAHIRO IKEDA,™ Yusr CHiBa! and Norimisa Dorf!

A bug that invalidly overwrites memory often leads to a hard-to-debug crash,
because the overwriting does not necessarily cause the crash immediately and
then clues to the bug disappear as the time passes. It is often the case that we
can find little clue in the memory dump at the crashed time. One solution to
this problem is to protect the memory when it should not be overwritten so that

the overwriting cause the crash immediately, but we cannot use this solution frooooooooooboooooooon
easily because it is troublesome to insert code to protect the memory prop- Information and System Engineering Course, Graduate School of Science and Engineering, Chuo
erly along the whole program. To save the programmer the touble of inserting University
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