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Proposal of honeypot using inactive IP addresses and
session control based on OpenFlow
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Abstract: The cause of communication to unused IP addresses is malicious activities by attackers. There-
fore, a large-scale system for analyzing attack can be implemented by honeypot using all unused IP addresses
of campus network which has large IP address block. We propose a method that transfers packets sent to
unused IP address to honeypot. The method automatically checks state transitions of IP addresses in cam-
pus network and dynamically controls the transfer by OpenFlow without disturbing communication between
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attackers and honeypot.
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