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Consideration for the definition of the information regarded as
anonymized on the revised Act on the Protection of Personal
Information

NAONORI KATO™  YOICHIRO ITAKURA'
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Abstract: The bill of Act on the Protection of Personal Information had passed in 2015. This revised act is totally going to be
effected by September 2018. The purpose of the revise is adjusting the act to the era of Big Data. One of the noteworthy points in
the revised act is to add the definition of the information regarded as data anonymization. This new scheme is expected to
progress data utilization and application more and more. Despite of expectation, there are some questions about the definition.
The relation between new scheme and existing definitions is not clear. In this paper, we clarify the relation between the new
scheme and existing definitions through comparing Act on the Protection of Personal Information, ISO 29100, the bill of General
Data Protection Regulation and Consumer Privacy Bill of Rights Act of 2015. Then, we propose the direction of data utilization
and application in Japan.

Keywords: Personal Information, Personal Data, Privacy, Anonymization

Vol.2016-EIP-72 No.16

2016/6/3

1. [FLBHIC

20154F 9 A, TE&Eolm) TMEAEROBIERIEH -
RO T 70— b ~OxhiE) &2 AR E L7ZiE
AN RREEDN A STz, RWEEICBTH2EE T
XRO—o0 [BLINTIER] OBINTHDH, BELINTIE
Wix TEEEOMEAEZBIT D ENTEROL D ITHEAR
WEML LI bOZEAMTIEREER L, TOMITIE
EEDDHEEHIZ, FEHICLDAEK R EZOTH NI
WTHEZRITSZ L) T EAERO BB Z2FNEHO—
BilizcL L5 Enob0ThHD, —HT, ZNETICH, E
A AP FHLEL DS e S 7o TSN L C & TR B
Do ZAUDH DBEFMES & BEA I LIS B2 72 5 DD,

F1 (BR)KDDI #a 6
KDDI Research Institute Ltd.
12 U0 AT
Hikari Sogoh Law Offices

(©2016 Information Processing Society of Japan

13029100 X° EU 7 — Z fR#— M HRIZR, KE T T A N—
HERIFEHIERICBIT 20 DD BRI D EFIZBIT 5
ERESBIZ, BAMLERIZONWTEREZMZ T2,
ZOX D RBREOYFIIL, RIEEFHRERINTEH
DEENRZ RN T, 5% OELINLIEROERRE T
3, BEFEOEMFEEAE SN O TR E W I EH
DEN DD, FFIT, BEHLBLIZ OV T, EHIZBWT
HILLS —ICHW BN TV D FIEETIC, BAMTHEHO
TED FIZ K - Tk, #ikDEA I LA RO ZF 4 BRI
nNoaELTH, LD VW EEZOND, EAMNT
FMOBMHICHEY LW b OXEAMTHEHRE L THbh
e EW S ENERREE EOFmATThLs & LT,
FEINCFE R b ONE L TWBEAIC, e Rk
LEHE S FERRIZ 72 S D EIXR B 2R, £, EALEIC
BLCIE. HEIZRRENEZ L Z2ENTHDHT, filx
. EAMTERE EA LS BRBRER SN D 7 —A



TE LB 2 T
IPSJ SIG Technical Report

NEBRZT LN NE LR, T2 T, 260 F
WS L EANMTIEREZEHET L2 LT, 5%OEBEROFNE
HAIZETHZ ERABOINTH B,

2. EAMIER

FEA N TAF I DWW TiE, doE A SR LRI BN T
BHEH SN TWAHENEDO—2>THY ., ARELENCH
% < O ECMDI XA TV D, 2T, B4
TAERMOZEMIC OV TIE, 2N D OEATHFRICFRLZED
E LT AR TIE, BEABLE L otz > T, &
LM TIEROBMEE L DT,

2.1 EAMIEROTEE

FE4 N AR B MR G MR EEE 2 2 9 THC T4
FICEDLHEZH U CRHRECEMAZETHZ LN T
RNE D ICEAEREM L L TE LSBT 5 EH
Tho>T, YZBEABEREE LT HIENTERNELIIC
L7Z2bDE W) | EEFEINTND, ZNHLDMYEF L
. EAESR (EAFRBIGEZBRLS) 1220 T—RI2 1Y
P ATERICE EN D RREO—EEHIRT 2 Z & (4
—MOTRELZE LT LD TELHAMEG LRV
FIZX v fhofidE I cES B 52 L 2ETe,) | BAS
FHIC oW TR DA A RICE E 02 8GR
FOEMEEIRT 52 (YHBEAHINGFEETTS 2
LOTELHAMEEZR LW HIEIC L W otk Sz iE X
Mz B EEE,) EEDLNTWS, BELMTIERIX
AANBREIZRRDBOTHDLEENTRY, —EDOEKM,
Db L TEERICELDABRIE - FEARRDLND,
22 EANMIERRREERSE

SCEAE N E SRR 2 55 10 THIZEA N TIE RIBL S EH
oW T TBELNTHEREZSLEHROEEYW TH- T, #
EOEALAMLIERZETHEHBEZ A TRETL 20T
&5 LD ITERRINCHERR L2 & OF OMssE DB N T
WERGIIRRT D ENTED L) ITRRICHERK L7z
bOLLTHATEDD D (BE+AEEHIZBWNT
(EAMINE®RT —F2 =% L\ ),) ZFHEDFITHE
LTWEEEZNY, | EEDOLNTND (FZZL, STHAE
ZER<), DEV | BANMTERZO LD, HDVITEAM
TIEREGBFERIZONT, BETHICEEOTDITHN T
LEPEAMIERBREEE L70D, 2F0 ., KOEA
INTIEROEFICH 72T E L& 7200 TRl B4
TIHE®REZTRY ., FEOZDIZETHICHAL TN DH
WZOWTHEA N LIE R FEEF IR D,

EAIMN THERBERFEES T, UTO XS REmENims
N5,
® EERMT (36 % 1 B, HEAEEIZOWTIL, BIIEMEA

HRREZBEESNED D)
® HILIZORNDIHEHROIRZA VLD 726 D& 2 F

(©2016 Information Processing Society of Japan

Vol.2016-EIP-72 No.16
2016/6/3

HE (36 521H)

o HEEAMLHEMICEZNLMAICET 2 HHROEA
H%ZAZFK (36 5% 31H)

o FEoFIIRMINIEAMIERICEENDHEA
B4 B EMOEE K OF DD FIEEAF L, Ui
FHEBEANELAMTIHER T EE2HR (36 5 41H)

o RliTAOEEIL (3645 H)

o HERIPNDOLOOHERELFOHBEBONFIZET
LT (364 61H)

INLOJ/BENREINDZ EO—HT, BELMTIEHRE

WEEZIZEL M TERICHOWT, BEABRE LTYEE

A S L7 BICBIR L2 H B LS ORI A8 =1

HEEZEANERO EERORER LIAT) LN TE D,

mE. BAMNMTREHRE Rl SNdoik, o AR

ELZEBETEDTEEITR TR RINDZ iz

T, BUNERICEBNT TEAMLIOERZ S > TNLL ]

[FHEZNINEZAKR L) BEEELESh TS, RIZEE

TS EELMTIEROEER —FH L Tz LTH, B

LHMTEAT O LWV BN, BELMTIEREBREES

ICTED BNTZAROEE E - S VEAIIE, BLAINLT

F e LT fbhZnetnZ & Thob,

3. BEBZOEREDOHR

AFSZBWTIE, EAMLIEROERZ LV ARKICT S
mo, RS TH D, EAL, AL, B L UL
AR D ERICTOWT, AT O, SUELLAETO M AR
BBV T, EAFROEMEER S 20K 51T
Z LB O B HARBITRObNTE L, £07w, [E
ZOMLAEHR E BEFHME L L, £ o L TEA N IERD
FFERNZ DWW TIREST 21T 9 BEDR D D,

3.1 Efit

ISO29100 “Information technology —Security techiniques —
Privacy framework” (LLF 1SO29100) Tl “anonymization”
(LT TEA L) &35) ZB L T “process by which
personally identifiable information (PII) is irreversibly altered in
such a way that a PII principal can no longer be identified
directly or indirectly, either by the PII controller alone or in
collaboration with any other party” & EFINTWDH, OF
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Proposal for a Regulation of the European Parliament and of
the Council on the protection of individuals with regard to the
processing of personal data and on the free movement of such
data (General Data Protection Regulation) (BRI H# & Bl 22,
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a reasonable basis for expecting that the data could not be linked

data subject is not or no longer identifiable.”

as a practical matter to a specific individual or device;(ii)
publicly commits to refrain from attempting to identify with an
individual or device and adopts relevant controls to prevent such
identification;(iii) causes to be covered by a contractual or other
legally enforceable prohibition on each entity to which the
covered entity discloses the data from attempting to link the data
to a specific individual or device, and requires the same of all
onward disclosures; and(iv) requires each entity to which the
covered entity discloses the data to publicly commit to refrain
from attempting to link to a specific individual or device.” @ 4
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might be (a restricted set of) privacy stakeholders other than the
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PII controller of the pseudonymized data which are able to
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