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BinGrep: Proposing the efficient static analysis method by searching
for the function comparing control flow graphs

Hiroki Hada™ > Atsuhiro Goto™

Abstract: In recent years, many Japanese organizations experienced a large-scale damage caused by APT activities. The damage
of advanced and persistent attack is serious, and prompt and appropriate incident response is required. In such an incident
response, the information such as malicious URL destination and cryptographic algorithms used by malware are important to
identify the effect of the incident. When a malware analyst wants to analyze these information, identifying the position of specific
function code is useful to get started immediately. In this paper, to improve the efficiency of the static analysis in incident
response, we propose function searching algorithm that employs edit distance of the control flow graph and uses malware
investigated before. We evaluated that 90.3% of the 11049 functions of the GNU bash and GNU binutils as normal program and
95.0% of the 20 functions as malware can be output correctly within top 10.
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Figure 1 Malware analysis process.
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T =Y XA 112 T initialMatches T, FIHNKEE DA
AATH . T2 TIEABEEIT % LT Selector BE%K ¢ %3 1
L, =895 LT & 2B OINTT E21T 5. Selector
X2 SO OM CHMEN 2 =— 27 72 b D Z BRI 5 B
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T Y XA 21ZxT propagateMatches TiX, Z DOFIH
KRB THEE Lo bc AT 295 K3 %, BRIZIE, 4TI
KIS S = BB % LT Property B4k = TEF 28 T
BMRIZER L, ZOHMAIZIREL THISMHT 21T, Zh
Z, 73 ) XA 3 TRYbinDiff IV T, £ ToORKIC
SHUTFHMMTCE L2 ETHRYIRT. 72, ST 7o
ol a2y L LTHAT 5.
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15 break
16 return (M, S, Sg)

7o) X3 binDiff
Algorithm 3 binDiff

function binDiff(G,, Gg)
Sa € Gy
Sg « Gg
M’ « @
(M, Sa, Sg) « initialMatches(Sa, Sg)
while M’ # M do
M« M
(M, Sa,Sg) « propagateMatches(M, Sy, Sg)
return (M, S,, Sg)

O 00 NOUVT A WN R

1 function initialMatches(S,, Sg)
2 Mo

3 foreach vertex a; € S, do

4 foreach Selector € do

5 if (ai, bj) « e(a;, Sg) then
6 M<+«MU {a; » by}

7 Sa < Sa ¥ {ai}
8 Sg « Sg ¥ {bj}
9 break

10 return (M, Sa, Sg)

7= U X2 propagateMatches
Algorithm 2 propagateMatches

1 function propagateMatches(M, S,, Sg)
2 foreach {a; » bj} € M do

3 foreach Property m do

4 S'a « m(ai, Sa);

5 S'g € T[(bj: S8);

6 if S’#0 /A S’g20 then

7 foreach vertex a’; € S’, do

8 foreach Selector € do

9 (a’i, a’y) « €(a’y, S'p) then
10 Me«<MU {a’; » b';}

11 S'a « S'a{a’s}

12 S’s « S’'g{b’;}

13 Sa « Sa ¥ {a’i}

14 Sg <« Sg ¥ {b’;}
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ZXIRS B MHER N2, BinDiff O X S ICE/KT L=
U X 5% HWTEITREM 2 R/MET 2 0BT 70 <, R
NIV ZALERANTEY EBWREORKREEZBR T2 &0
TX 5.

AF A TIL BinDiff 21K & 3 21605 & FkkC, #
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AT NTY XATHE, BEN—%T 2509 0BT 5
72OIZ, 77 7B AmENEMEFIATS. 2 207 T
7 OWREREHL, - RExz o PO, HIER, BfTHE
ENDREREELFALC, —FHDISI77%65—FH0D
7T 7ICEBT DOICME L R DR/ NORER TER S
L. FIT7BN—THEEbTRWES, ThEaeY ) —L
MRS RS, U — 3B BIR 2 R0 A IR AR & BEOY,
NEFARD /) — KBTI &R OEEIE T LT EEFAK &
M5,
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70T AOWEBIFERICB T, LIELIES 7 70—
B E R T DMENRH D, 2 DOV 7 7 (2% L CHhmd
LIRRKOESy 7T 7 &R B I RKIL@ESr 7 7 7 (MCS)
MIEIX NP-Hard Toh 5 Z & A BTV 5 [31].

Flo, V7 T70OBUMEERTIHIELLT, 2507
T 7Oy T T 7 RO BRI, 7T THORE
BRI+ 2 2 &N TE D, RWERRIL,  — FoBn,
Bl e TNV DEFICL > TY T 7 2RETIHRED ST
THOR/NORMERTERIND. — R 7T 71Tt L
TR EEEZ R 5 T NP-Hard TH 5 Z L3 mbh T
WD, SNE =B OS T TIRRE WS T TICx LTEEA
TOMERD DD, RAIELRERD LT LY X
LT S LTV B[32].

Z NS ENEF AR KT S imiE iRt & LTIk, Zhang @
HEEMOT L TY XA[33] & Klein DFFEE R logn DT
NI Y XABAMNHLITWS., 72720, &7 avay
RBIANIT DT 7HE&AF$ 5 [35].

44 REFZILITYXL
HBEFXCHERTH2TNAIT) XL ET AT XL 4, 5
\ZR7. generateCFTree [ —/L 257 G LiRlEZ% m
EADELT, T e—r7 7icalld5ar ba—u
7u—= V=2 NNT5BETHD. a—LTTT 6 EE
SERTHREL, TO/—RFELTENT L, —EHH
Lic_—vyr7my 7 #38 R LICB I3 AL IR DTSR
TR, 6, =Ty 7 7ry 72815 call
A BIEOH MBS A 1T EFE B L, R U EZ RO
Tay 7 IR L TIEBEEAE T LE LTHIDY TS, #
BOBEKEFOHTX—Y v 7 T ay 712k LCTEEE O
B A FEEIRIC Y — P LTHRA LI XFBE T~ v e
5. F72, cal B EEERNR—T vy Tr Y ZIZON
T, TTICHY S TRRE LITR 2B T~ L% H
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WIZ, binGrep 1377 7 G BT A fa b /7 7
GeE AL LT, B fa & GITEENHETOREKIZS
W, JEORIE T a—27Z 7R A6 7 e —> U —
BARL, VU T HmERMEAFET S, REZICHE

HEDBE NG O LIEFKIC Y — L THAT 5.

T Y X4 generateCFTree
Algorithm 4 generateCFTree

function generateCFTree(G, m)
T « Node(G)
for H « Child(G) do
if H ¢ m do
m.append(H)
T.addChild(generateCFTree(H, m))
return T

Nou b wNnR

T2 Y X5 binGrep
Algorithm 5 binGrep

Function binGrep(fa, Gg)

re<®

t, « generateCFTree(f,, 0)

for x « Gz do
u « generateCFTree(x, 0)
r.append(treeEditDistance(t,, u))

a <« sort(r)

return a

0NV A WNBR

5. &

KT TY XLDEEIZHONT, EROTr 7T LL
Y = T RRRE S RICEHI Z 1T o 7.

BinDiff 1%, Wi 7> 77 IDAPro X L= T o7
Yea—LrS57, Hiflva—2r5 72 AN LT, 2O
Da—NT T 7B THEERORIEE EZnENNT5H. S
ST, METO2EBMALEZEBEL CR—Yy 77 ay 70
KGR E 19 5.

2 TUL IDAPro D7 Z 74 & LTHEEL, IDAPro
BDHALESE T2 7V ea—r57, #HiHoa—r3
TEBERALUCEHEZITY. £, T EIERKORSE
FREEDEHELIZ, Zhang DT LT U X A% FESE L 72 Python 5
A7 VBN %EFIH L.

~ND = TR LR e PC 2T 5 2 & 2 EE
L7z, #FHmZ Wz PC OfEAkIE, CPU Intel Core M-5Y71
1.20GHz, A<V —% % 8GB, SSD 256GB, Windows 8 64bit
ThHD.

5.1 GNU bash =& 2§
GNU bash W CIRREF X0 21772, EH L=
NR=Dq 3K 1DEEY THD.
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#F 1 I L7z GNU bash ©/3—3 3
Table 1 GNU bash version
No. | #Hfi7' w27 Z A INBHIRF
1 bash 4.0 200942 H 20 H
2 bash 4.3.30 201411 A 7 H

2 ODN—=T g T vy THIBEDO T T T AIBWT, [FH
U4 R OB E 5T 283 & L CEMEERTD.
I CIEZ D2 o507 a7 T MIX L Tstripz~< > KTV
VARNLNEHIBRL, YRR ENZEKICT LT, &
NI EMRIGESL T ENTE D 0iHMIEIT > 72, FEERIC
FENTE D3RI 3 2 BRI SR S % s © & 5 BLFEM 72 iR
LT, ZZTIHI0MRImAEIEMRE EH L.

GNU bash 4.0 {28\ T o RADHIB S - 381
EIZ DWW TRl 24T - 7245 R 2 X 2 12~ 7. 314 # o B%k
ICOWTIE, MIST HREMNIE LS BMBRERDO 11 LT
Wiz, E£7z, 38EOBEEIZ OV TITMKRMBERD T
VE ISR EoY

F 72, BinDiff O h Lk LR E R 2 2R,
BinDiff 13 345 ([ DRI S>WTIELL Effa L= &
WZxtl, BEFRNTEIIMBEOEBAELHETLZ L
MTE IR EOFRERE LT D Z LN TEFFIC
BinDiff N RIEMFZH I L7z 36 MO Y H, 29 i

(80.6%) DEIEIZHOVWTIELWEREZRTZENTE

Vol.2016-CSEC-73 No.5
Vol.2016-10T-33 No.5
2016/5/26

5.2 GNU binutils IZ & % §F{ffi

GNU binutils % W CRERICIRE T RO 217~ 7=.
binutils (Z1% 15 @D > 1 7' Z L addr2line, ar, as, c++filt,
elfedit, gprof, Id, nm, objcopy, objdump, ranlib, readelf, size,
strings, strip & FEND. FH L AA—Ta i3RI DEE
DThd.

£ 3 I A L7~ GNU binutils 3 — 5 >
Table 3 GNU binutils versions.

No. | #Hli7 v 7F A N BRI

1 binutils 2.22 2011411 A 21 H

binutils 2.25.1 201547 H 21 H

GNU binutils 2.22 128 W T U RLDHIER S - B
10668 fE#lZ2>u T, BinDiff O /) &t L7ofE a2 4 12
<. BIinDiff 1% 9635 f#l OBIHUIZ DWW TIE L < IEf% HY )
L7z LTk L, R HFRTIE 9651 [HOBIZE L < iR
FTHIENTE, FERMEORREERTHI ENTE
7. ¥#lZ, BinDiff A RIEMZ H ) L7 1033 fE DB D 5
b, 674 (65.2%) DEAKICHOWTIE LWiERARTZ &
MNTET.

# 4 #2272 X 5 GNU binutils @ FFAifi
Table 4 Experiment result of GNU binutils comparison.

728, BInDiff SflAAbE2 2 LT, LVKEEOE WIS BinDiff At
I BERCTE L BELLND. LA IS
—— R | IEM 8977 674 9651
0 EEN S, 658 359 1017
350 =22 ait 9635 1033 10668
300
- SEAFHEMIC OV T, BInDiff (X2 — /L 7 7 7 2kl
150 TAS R TH o720, ELHFX T 1 >OBBEOBmR \_;(‘j'
100 38 L O LT B, BeRFEATRFRNIT 615 b TH - 72,
50
) 41 01 1100
1 2 3 4 5 6 7 8 9104 NET - En
e 53 Iz T7IZ&k HEHE
Wiz, = =T HRIEERAOCCEHl 2T -7, 513 —
2 GNU bash 25517 5 W SRIENT

Figure 2 Rank result of GNU bash.

B 5.
# 2 #2552 K D GNU bash @ #4fh

Table 2 Experiment result of GNU bash comparison.

Lo TEY,

#5 v T A
Table 5 Malware Samples.

HEOA Ty bTHWO R~ AT =7 O TH D Z
SRR L > TR—Y g o

1 i INZ
AT i No. S—vay | FHECHT 5 EH
o - i — ik 1 t17.08.21 BRI~ =7
fns;g IEﬁqcp 314 29 343 k2 117.08.26 T ——
RS = FER 31 ! 38 ik 3 t17.08.30 fRBTRI R~V T =7
L=kl 345 36 381 ik 4 t17.08.30 fRHTRI R~V T =7
ik 5 t17.08.31 RN R e LT = T

FATHRFMIC D
T3THThHoTR,

LT 11.6 7,

Wi, BinDiff (32 —v 7' 7 4k
EREA TR 1 SOBEBOBREICK
R FEATRFRNT 437 B TH o 7=,
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VROt AT LY = T LAHE LT,
FNENORIITK LT, BinDiff & #2530 CLB %247
STREREFRE6~F IITFRT. N—=Va DWWk L &
Wik 2, Wik 1 &Mk 3 ORI TIE, BinDiff 2L TR e
WCATEMEH Uiz, Bk 1 LKk 4 ORI BinDiff
1% sub_40CABE D3xtiis31T &> THA L3, #EH X
TIIEMEE DTN TE. RIKL ERIE5 DT
%, BinDiff X 4 > ® % sub_401B19, sub_401AC1,
sub_40801C, sub_40CASE (Z2W\Txti-31) 2l - 7223,
FDIHIL IR L TRESF X CTEMERETHZ ENT

7.

F 6 MK Lvs Mifk 2 DLigiE R

Table 6 Comparison result between malware sample 1 and 2.

Bk 1 Bk 2 BinDiff |#2% /K
R8% 1 |sub _401B19  |sub_401B19 O |O1¢
B9% 2 |sub_401AC1 |sub_401AC1 O O 1
B9% 3 |sub_40801C sub_40860E O O 1
F8% 4 |sub_40CASE |sub_40CFE1 O |01®
BE% 5 |sub _40204D  |sub_40204D O |01
T WK Lvs Hefk 3 D LLlERE R
Table 7 Comparison result between malware sample 1 and 3.
a1 itk 3 BinDiff |24 5K
RE% 1 |sub_401B19  |sub_401B1F O |01®
B9% 2 |sub_401AC1 |sub_401AC6 O O 1
B9% 3 |sub_40801C sub_40816E O O 1
B9% 4 |sub_40CASE |sub_40CB28 O O 1
FE% 5 |sub_40204D  |sub_401DA2 O |O1®
%8 (K Lvs 1K 4 0BRSS
Table 8 Comparison result between malware sample 1 and 4.
ek 1 Bk 4 BinDiff |#2% 7K
FE% 1 |sub_401B19  |sub_401B1F O |O1¢
B9% 2 |sub_401AC1 |sub_401AC6 O O 1*
BA%c3 |sub_40801C  |sub_408A02 o |O 3¢
F9%% 4 |sub_40CASE |sub_40D171 X O s
B9% 5 |sub_40204D  |sub_401D98 O O 1
9 MK Lvs MK 5 DI R
Table 9 Comparison result between malware sample 1 and 5.
ik 1 ik 5 BinDiff |#2% =
B% 1 |sub_401B19  |sub_403290 X X 164"
B9% 2 |sub_401AC1 |sub_403210 X O 1
B8% 3 |sub_40801C |sub_40D840 X O 2™
BE%% 4 |sub 40CASE |sub_4156F0 X O 1
RE% 5 |sub_40204D  |sub_403640 O |O1¢

6. FELHESERNDEFEE
A, HARIZEBWCL JARIPH 22 APT B2 X 2 KHAR 72
WEERBRL, £ T v bSO EBEENHIRE I,
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Vo0l.2016-CSEC-73 No.5

Vol.2016-10T-33 No.5

2016/5/26

A VT bSO I RGBS B E # I A e

D128, VU = TR CREDEENOREEZITH> Z &N

HbD. BEOA LTV MIEBW TV Y = 7 OffEN

BIICEHA SN Z BB 5D, LRI L7~ =7

OBBIZHY T 22— FOYEMEZRETEDL L, v LU

T REHTIZ T DR EIRCE D, 2o X5 RBEAIL, B

BT LI~y =7 OFHRERNT, $lfH7e—2r7

7 OFREREEE AW B0 EZ{T ) 2 & TRIE OB
EMRTHTNTY XL ERRE L.

E#¥7 v 77 M2k D5 TIX GNU bash & binutils @
11049 & D BIE D 90.3% IZ2OWT, <7 = TIT & B
TIE 20 EDOBIEL D 95.0% (ZoWT, REMZRHANTLE
AL L0 LANICIE LS IEfREZ ) TE D Z & &R LT,

SHBOBEE LTI, 79 7 ORI T < B EE M
BHOFEARA L TR OVRBEDORENT LT X L
THZEREFONG. B, fET o —27F 7R/ EN
BABN 32 < TFAE LT3 A T RIS IE 25 6 < o 72 HIiE
ZLTLEI D, BMEEMSOREE Mg 52 &2
MFL D, Fim, AFRITMKE L WBEEAFELRWD
BATHEEOEMZ B S LTW R, 20k )
RGBT N T BB FE LN R R T T AT X
ANRHEND., TAIY RLEHEL TS T 7O
Bamdilt+s L b0ETHS.

BE 3B

[1] BR&AEA 2~ A% — : BLUE TERMITE ~ A AR Z ST
35 APT B~ (A 74 2), AFHk (http:/imediakasper
sky.com/jp/pdf/pr/Kaspersky_BlueTermiteDaily-PR-1016.pdf)

(& 2016-03-06) .

[21 WiEFHaK, A - CODE BLUE 2015 HAOHEZ % — 7
v MU BEE S v o _— 2 O, JPCERT/ICC (4> 7 A
V), AT (https://www.jpcert.or.jp/present/2015/20151028_c
odeblue_ja.pdf) (ZF# 2016-03-06) .

[8] Mk, thRrth, PTEERE  ERNKETH bR
U= T ORI E RBEOREGHIAOBRKRICET 5 ELE, av
Va—4t%xalT 4R YT A 2015508 (CSS2015),
vol.2015, No.3, pp.963-970 (2015).

[4] Kent, K. Chevalier, S., Grance, T. and Dang, H.: Guide to
Integrating Forensic Techniques into Incident Response, National
Institute of Standards and Technology (online), available from

(http://csrc.nist.gov/publications/nistpubs/
800-86/SP800-86.pdf) (accessed 2016-03-06).

[6] B, BAER, AR, HAR—L, REH 757
AU TN 2T T Y=Y — Ll o o YRR,
T4 Y — - Yy (2010).

[6] Grobert, F., Willems, C. and Holz, T.: Automated identification of

Proc. 14th
International Symposium Recent Advances in Intrusion Detection
(RAID 2011), pp.41-60, Springer (2011).

[7] Calvet, J., Fernandez, J. M. and Marion, J.: Aligot: Cryptographic

cryptographic primitives in binary programs,

Function Identification in Obfuscated Binary Programs, Proc.



TE LB 2 T
IPSJ SIG Technical Report

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

ACM Conference on Computer and Communications Security
(CCS 2012), pp.169-182, ACM (2012).

Percival, C.: Naive differences of executable code, Binary
diff/patch utility (online), available from (http://www.dae
monology.net/papers/bsdiff.pdf) (accessed 2016-03-06).
MacDonald, J.: Open-source binary diff differential compression
tools VCDIFF (RFC 3284) delta compression, xdelta (online),
available from (http://xdelta.org) (accessed 2016-03-06).
Heirbaut, J.: Diff utility for binary files, JojoDiff (online),

available from { http://jojodiff.sourceforge.net ) (accessed
2016-03-06).
Flake, H.: Structural Comparison of Executable Objects,

Detection of Intrusions and Malware & Vulnerability Assessment
(DIMVA 2004), IEEE Computer Society, pp.161-173 (2004).
Dullien, T. and Rolles, R.: Graph-based comparison of Executable
Objects, Proc. of SSTIC 2005 (2005).

Zynamics:  Zynamics BinDiff  (online), available from
{http://www.zynamics.com/bindiff.html) (accessed 2016-
03-06).

Bourquin, M., King, A. and Robbins, E.: BinSlayer: Accurate
Comparison of Binary Executables, Proc. 2nd ACM SIGPLAN
Program Protection and Reverse Engineering Workshop (PPREW
2013), ACM (2013).

Gao, D., Reiter, M. K. and Song, D.: Binhunt: Automatically
finding semantic differences in binary programs, Proc. 10th
International Conference on Information and Communications
Security (ICICS 2008), pp.238-255, Springer (2008).

Ming, J., Pan, M. and Gao, D.: iBinHunt: Binary Hunting with
Inter-procedural Control Flow, Proc. Information Security and
Cryptology (ICISC 2012), pp.92-109, Springer (2012).

Oh, J.: Fight against 1-day exploits: Diffing binaries vs
anti-diffing binaries, Proc. Black Hat USA 2009 (2009).

Tenable Network Security: PachDiff2 High Performance Patch
Analysis (online), available from <{https://www.tenab
le.com/blog/patchdiff2-high-performance-patch-analysis )
(accessed 2016-03-06).

eEye Digital Security: eEye Binary Diffing Suite (online),
available from <(https://web.archive.org/web/2008070501
4733/http://research.eeye.com/html/tools/RT20060801-1.html )
(accessed 2016-03-06).

Zimmer, D.: IDACompare, VeriSign iDefense Labs (online),
available from <http://sandsprite.com/iDef/IDAC

ompare/) (accessed 2016-03-06).

LeDoux, C., Lakhotia, A., Miles, C. and Notani, V.: FuncTracker:
Discovering Shared Code to Aid Malware Forensics Extended
Abstract, Proc. 6th USENIX Workshop on Large-Scale Exploits
and Emergent Threats (LEET 2013) (2013).

Ruttenberg, B., Miles, C., Kellogg, L., Notani, V., Howard, M.,
LeDoux, C., Lakhotia, A. and Pfeffer, A.: Identifying Shared
Software Components to Support Malware Forensics, Detection
of Intrusions and Malware & Vulnerability Assessment (DIMVA
2014), pp.21-40, Springer (2014).

Pewny, J., Schuster, F., Rossow, C., Bernhard, L. and Holz, T.:
Leveraging Semantic Signatures for Bug Search in Binary

(©2016 Information Processing Society of Japan

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

Vol.2016-CSEC-73 No.5
Vol.2016-10T-33 No.5
2016/5/26

Programs, Proc. 30th Annual Computer Security Applications
Conference Pages (ACSAC 2014), pp.406- 415, ACM (2014).
R R, R, R ER SRR D OB R I X
LERENTWEBHEORRFEORSE, a2 Ea—FkF
2 U7 4 R TY T A 2015 FHICEE (CSS2015), vol.2015,
No.3, pp.304-309 (2015).

EATER, PHERCAS, RREVE—  BGE A B A OBIMEIZ B
SHBIR VY =758 AT b, ERILE 225 0E,
Vol.51, No.9, pp.1622-1632 (2010).

Karim, M. E., Walenstein, A., Lakhotia, A. and Parida, L.:
Malware phylogeny generation using permutations of code.
Journal of Computer Virology, Vol.1, Issue 1-2, pp.13-23,
Springer-Verlag (2005).

Gheorghescu, M.: An automated virus classification system, Virus
Bulletin Conference 2005 (2005).

AR, FHIRSE O FREOARATIC 0 Bl S 7z APLHHERE I
O NVT =T OO, HHRLPLY- 25 5CEE, Vol.54, No.3,
pp.1199-1210 (2013).

Hu, X., Chiueh, T. and Shin, K. G.: Large-Scale Malware
16th ACM
conference on Computer and communications security (CCS
2009), pp.611-620, ACM (2009).

Kinable, J. and Kostakis, O.: Malware Classification based on
\ol.7,

Indexing Using Function-Call Graphs, Proc.

Call Graph Clustering, Journal in Computer Virology,
Issue 4, pp.233-245, Springer-Verlag (2011).

Levi, G.: A Note on the Derivation of Maximal Common
Subgraphs of Two Directed or Undirected Graphs, Calcolo, Vol.9,
pp.341-354, Springer-Verlag (1973).

Gao, X., Xiao, B., Tao, D. and Li, X.: A survey of graph edit
distance, Pattern Analysis and Applications, Vol.13, Issue 1,
pp.113-129, Springer-Verlag (2010).

Zhang, K. and Shasha, D.: Simple fast algorithms for the editing
distance between trees and related problems, SIAM Journal of
Computing, Vol.18, Issue 6, pp.1245-1262 (1989).

Klein, P.: Computing the edit-distance between unrooted ordered
trees, Proc. 6th Annual European Symposium on Algorithms,
pp.91-102, Springer-Verlag (1998).

Dulucg, S. and Touzet, H.: Analysis of tree edit distance
algorithms, Proc. 14th annual conference on Combinatorial
Pattern Matching (CPM 2003), pp.83-95, Springer (2003).
Hex-Rays: IDA Pro (online), available from <(http://www.
hex-rays.com) (accessed 2016-03-06).

Henderson, T. and Johnson, S.: Zhang-Shasha: Tree edit distance
in Python, available from (https://zhang-shasha.re
adthedocs.org/en/latest/) (accessed 2016-03-06).



