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Abstract: DNS cache poisoning is an attack that an attacker sends forged records to cache DNS server as
reply to DNS query. DNSSEC protects cache DNS server from DNS cache poisoning . DNSSEC have several
problems. One of the problem is that cache DNS server can’t resolve FQDN in case of DNSSEC validation
failure. Furthermore, the load of cache DNS server increases for DNSSEC validation. In this paper, in order
to resolve these problems, we propose design of client based DNSSEC validation and implement a system

that notifies users that DNSSEC validation is failed.
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(3) DNSSECH#EIEY a—ik, 7547 hOBE—I)
WIZH 5 DNS ¥+ v ot —s32 %@L T DNSSEC
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32 DG 2T, Perl Sl HWTY AT ADFHE
To7z. RV AT L TIE DNSSEC MEEZ 1T S 728, CPAN
12 ® % Perl €Y 2 — )b Net::DNS::SEC::Validator|[13]
ZfEA L 72, Net:DNS:SEC :Validator (& livbal(3) &
WO DNS U VIAANTATI VI EsN5HKEEE
FEELFIH NI S, DNSHWEDLEAAT Y b2
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% 72 ®1Z, Net:DNSServer::Proxy[14] % £ IZ/EK U 72
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RS TRV ERE LTRSS T LTHD. KVAT L
TfHA U 7z Net::DNSServer2 1%, Net::DNSServer @ DNS
Frywvat—N"NS5ESTELIGENRTY N2 ART
DY NIZAYASS étbo%@@ﬁu,DN%ECﬁﬁéﬁm
ZOREFIZE D, AZT VYN INITRTIEE Ty b EK
LD, Ky TT7 v T2RREELDTEHL 07200
EEMUAZTO 75 L0THS. KV AT L TIiE DNSSEC
MEEHEEE & U T, Net:DNS::SEC::Validator D X ¥V v R T
& % resolve_and_check () ZF|H U 7z. resolve_and_check
() lZ<name>¥& <class>& <type>& <flags>% FIHUTHLD,
DNS fiW&E IR T 2 T X TOIRE R % 3 78
T — R ERTIE T, <name> TRIWEGOEHL R A1 V4 F
721&IP 7 RV A, <class>TRWEbEHV Y —AL a—
FDo I A, <type>TRIVWEDLESLY Y —ALI—-FDX
A THRIBET B, <flags>id DNSSEC MGt D #lH 7 Z 7
TH5.

resolve_and_check () ZFET3 5L, MWEHLEITHT
BINEIZEHEENT VWS Y Y —AL 3— R DNSSEC Mk
DFER L LT, R 1HNDE% status code & U THS.

WE DBHREEIZ RIS 5 72, FRGEDMBHIZ B\ TRTERE
B [16] DMGEEH T E WA, VAL BOGUS AARI 5.
AL DEPEN BRI NN T ANT VA= IZE SRV
&, VAL.NOTRUST 2SR & 5. K¥AF LTI, status
code A VAL BOGUS(1) % 7= % VAL.NOTRUST(4) ® &

1Z)5E D DNSSEC MREEIZ R L 72 2 ¥4~ 5.

%= 1 DNSSEC Validation Status Codes

valStatus valStatusStr
1 VAL_BOGUS
2 VAL_DNS_ERROR
3 VAL_INDETERMINATE
4 VAL_NOTRUST
128 VAL_SUCCESS
133 VAL_NONEXISTENT_NAME
134 VAL_NONEXISTENT_TYPE
135 VAL_NONEXISTENT_NAME_NOCHAIN
136 VAL_NONEXISTENT_TYPE_NOCHAIN
137 VAL_PINSECURE
138 VAL_PINSECURE_UNTRUSTED
139 VAL_BARE_RRSIG
140 VAL_IGNORE_VALIDATION
141 VAL_.UNTRUSTED_ZONE
142 VAL_OOB_ANSWER
143 VAL_TRUSTED_ANSWER
144 VAL_VALIDATED_ANSWER
145 VAL_.UNTRUSTED_ANSWER

¥/, VY —AZALa— K® DNSSEC  iF 12 fi%
Iy 3 %5 & VALSUCCESS K & 1 5. K A o
v 4 DA TEEE @ DNSSEC #EF 12 ik h 4 % &
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VAL NONEXISTENT_NAME » & & fv, f§ & & h
720V —ALa— KX A TORIEZIHD DNSSEC MEE Iz
IS % & VAL NONEXISTENT_TYPE AHEE 5. A
¥ AT AL TIE, status code #¥ VAL_SUCCESS(128),

VAL NONEXISTENT_NAME(133) ES 7= (=8

VAL NONEXISTENT_TYPE(134) ® & & Tt & ®
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(1) Fvv¥a DNSH—Nn5IRENT Y b 2ZITH5.

(2) &3 b D Question Section 72 HRIWEHEZ R
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(3) IWENRTY O~ Z—=DCD 77 7 %MERT 5. CD
737, 7947 Y MY — R D DNSSEC #
FEEFITLIRWZ L 2RI DL EITHET D, £o
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S ZBE ST Y b EZDEEAXT Y VIVNITK
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L35,

(6) $status ~ #'  VALNOTRUST(4) ¥ 7= &
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V—ALa—F&dNTHIERL, resolve_and_check()
EFELSUEZBIZEoNAZY Y —ZAVI—- 2%
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JIBENRT Yy b EZAXTVYINNITRT . £ DK,
exec() EHWT, BEEEEzXRIEL TS T L
ldnssec_untrust.exe| %75 5.

(7) $status A% VAL_SUCCESS(128) % 7z &
VAL_.NONEXISTENT_NAME(133) % 7z {% VAL.NO
NEXISTENT_TYPE(134) @54, DNSSEC & (2
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