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Threat analysis of spoofing attacks on vehicles equipped with the
Advanced Driving Assistant System
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Abstract: Along with the progress of connected vehicles, cyber-attacks exploiting the vulnerability of vehicle network have
been reported in research papers. Against threat of such attacks, there have been proposed various countermeasures such as
disturbing the malicious message by utilizing the transmission period, or invalidating the received message by checking the
Message Authentication Code (MAC). In this paper, we studied the vulnerability of Advanced Driving Assistant System (ADAS)
mounted on recent vehicles. In our experiment, the emergency braking operation is easily activated by the spoofing message as
an ADAS-ECU from the ODB-II port. The previously proposed countermeasures utilizing the message transmission period is
difficult to apply in the emergency situation, because the control-message-interval deviate from the normal transmission cycle.
Therefore, we have proposed a lightweight MAC authentication technique utilizing the checksum field used in current state of
the CAN messages, indicating that the robustness is kept on the emergency situation with a small increase of payload. In
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addition, we investigated the possibility of replay attack on our lightweight MAC authentication method.

Keywords: Embedded security, Controller Area Network (CAN) , Advanced Driving Assistant System (ADAS)
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