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Abstract: Malware analysis uses behavior log or communication log to understand the behavior of malware. Behavior
log is acquired by observing system call or API that is invoked by malware inside a computer. Communication log is
acquired by observing network communication with C&C servers using packet capturing tool. Previous studies only
use either of the observation log. However, analyzing either of the logs is not enough to analyze all malware’s behavior.
In this paper, we describe the relevance of both logs, and propose a method which combine system call trace log and
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A Method of Combining System Call Trace Log and Captured Packet Data

captured packet data for understanding all behavior of malware.
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