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Discussion of Log Analysis Based Cyber Attack Detection

HIROYUKI SAKAKIBARA !

HIDEAKI IJIRO™

KIYOTO KAWAUCHI™

Abstract. Information leak from an organization by a cyber attack has become a serious problem. Generaly, a
cyber attack is carried out by a series of sending a targeted email with a malware to a computer in a targeted
organization, controling the malware on a back door communication, exploiting other computers/servers, then
exfiltrating confidential data. A correlation analysis of computer logs, network device logs and security logs is one
of cyber attack countermeasures. We proposed a log correlation analysis method with an attack scenario which
consists of attack mehtods sequence. Assuming a typical IT system, we discussed about effect of proposed method
comparing with a single log analysis method where logs are analyzed independently and an attack is determined by

each result.
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