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A study on ({1, k},n) hierarchical secret sharing schemes
over finite fields of characteristic 2
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Abstract: Blakley and Shamir independently introduced the concept of (k,n) threshold secret sharing scheme in 1979. On the
other hand, hierarchical secret sharing scheme is known in the way that the secret is shared among a group of participants that is
partitioned into levels. The authors look at hierarchical secret sharing schemes in the purpose of the ease of deleting the secret, and
proposed fast ({1,3},n) hierarchical secret sharing schemes in CSS2015 by the method of only using XOR and by the method
that inherits Tassa's idea of using derivatives and Birkhoff interpolation, and that can apply to finite fields of characteristic 2. In
this paper, we report the results of the improvement and implementation evaluation for the latter, and propose the more general
extended method of a ({1,k},n) hierarchical secret sharing scheme. Our implementation system on a PC with Intel Celeron
G1820 2.70GHz and 3.6GB RAM can recover the secret in the processing of around 970Mbps.
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Figure 1 Hierarchical secret sharing scheme.
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Table 1 Primitive polynomials.

PER M iU GE 2T E:V
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GF(2128) X128 4 37 432 4 x +1
GF(225%) x250 4+ x10 + x5 + x2 + 1
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REFEL LT, B3 A EREBOHRENETESRE
T&ED5H DT, Tassa DEEBRIE S BIEICBITHT 7 & A
D L EVMESMZMEE OREMTEL TS, L
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L VARV EER R A N = T &5 5. HE KA I
BEZ LT, BEMOMESHIEOERT LT 7 e A kG
itz L, MERERFOENEENBH ) L CRERHROETE
AaD.

—77, Shamir (Z3CHR[2]C, BEfERIBLES 7 BIE O KB 15
LT, IVEERBMNFIZLVZS DY =T 2525
TETERTAIEZBEL TS, LA L, Tassa 233k
[3][4] T4+ 5 & 912, Shamir D FEZBINE OHWHES
DR TRAENDIZFNZEND LUV TGS b L&
WEO MBS TRE D20, KO L-L OB DERSY
EENHTITRENE ZL, RO L-ULOSINE O H TH
EHERAE L TECLEIRELRD .

3.2 ZIENMEM

B O T Tl TR 2R < b 0 I 2 EK AR
ZRMAT S L, FHEEHEIC X sEICERT S, Ly
L, Y= 7ICEBEMMEMNEEND L, Lagrange ffiffi<°
Newton fifi [l CIXAE T A 50 T 720>, Hermite 1%
HEBEEEOEMETIEE LTALNATHDE, =7
frl) ERBFIZfFOe)DfED > =7 & LTHX LA LEN
BB, = 7 OB THIFEA A S . Birkhoff #fifH
X OHIREMEL 5 5.

(1) Birkhoff 8RS

G = {90, 91, -, gy} & BRTEIMSL 72 [a, b] TnlaliHE i 5y 7l HE
2R EOBEEIIE U, BIBREGP = Xh—oargr,ax € REGD
ZIA LIRS, KR Om x (n+ DHIMTTS

(©2016 Information Processing Society of Japan

Vol.2016-DPS-166 No.4
Vol.2016-CSEC-72 No.4
2016/3/3

m n

E= [ei,j]izljzo, m=1,n20,

TEF e ;7 0 L7211 THY, »D, Ye;=N+1Th
5. 7220, ERZEfT2EERy. Tihbb, 3¥3ToH)j =
0,.nICxt LT, e;=0L2fTUdEERNET .

4, [abl TmEDO R D MOEAX ={x, .., X} X1 <
e L Xy EZ BTV D & T 5. Birkhoff i RIRE[11][12]
LiE, (EX,QOMEGEZDNIZT —H eIk, kDK
a9 2B pE RO 2L ThHAD.

pP(x) =cij ;=1 €]

A(DIEN + EOEXNS 5. kOITHIEN 0 LS D
EEITIRY, (E X, QDM ¢y j DFEEITHR L CHE—DfiF
ZFFO.

D(E, X,6) = det[g¥ (x)), ., g9 (x)s e = 1] 2

X@IEW+ D) XN+ DIFHXDO—2>DIT72F &R L
TWo. T72bb, e;=10(0,j)DHIZKIG LIATE2 TR L
TWa. 7, fTOW NI <i'ETi=ij<j/ DL EIC
GO, Y E D I SFEERREE & T 5.

(N+D)X(N+DATH % AEX,G) & £RB T 5 &,
D(E, X, QIFRATEED.

D(E,X,6) = det(A(E, X, ) = |A(E,X,6)

"f_ﬁci,ji)§ci,j = p(f)(xl)f’q_—i bz & E, *ﬁﬁﬁﬁgIﬁﬁ
FRATHEZOND.

N D(E,X,§;)

2 DExg I
Jj=0

p(x) =

GilIGD g Zpll EEMATBHBOES T, LA,
gl = {go'p;gz; ;gN}VC\‘%é

(2) Birkhoff [ D B &5l
gO(x) = 1;.91(-75) = x!.gZ(x) = xzélj‘ab\f, ‘?—fxb%’ g =
(Lx, 2} BT, WOLIIZXEERE2 DN LT 5.

1 0
X={1,23} E=11 0
0 1

BWRZIUE, WOME T T2 EHp(x) = i aqx/ &
Bz Ths.



TR 2R
IPSJ SIG Technical Report

p(1) = C1,0'P(2) = Cz,o'P’(3) =C31

BARAIZp(1) = 15,p(2) = 29,p'(3) = 23N G- 2 b/ &
T5E, WOZEXp(X)%ED.
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Table 2 The number of recovery operations.
VZEBINE 1A VESINE 2 A

FE | MG | BRE | RE | NE | BRE
e 9 8 1 13 12 1
ZIE] H AR 4 4 1 6 5 1
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kIRZIHAf 2T X LTERL, G ={g0,91, - kb k =
3IEBWVT, go(x) =1, g1(x) =x, .., gx(x) =x* & T2 L,

go(x) = 0,g91(x) = 1,g5(x) = 0,g35(x) = x2, ...,
o (kixfEgn)

96 =) e (g3 25

Thd. WAESME 1 NEEGLREABETICH T L %,
52T EfA)=c, BODODBMEDY =T % f'(x3) =
C3, ...,f,(xk+1) = Cr+1 &ﬁ—é & s kbg{l%iﬁ (k > 4) D k % Li,
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X, X5 X3 % X2 X2
A11 — (_1)1+1 1 0 x§ 0 Xéc_z 0
1 0 xgpy O X0
_Xf1 0 x5 0 x¥2 0 -0
x5 : : '
1 0 x4y O x5 0
1 1 1 1 1 1 1
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Ay = (D T :3 : 3: =0
10 xfyy 0 -+ x5 0

ENbThD. Thbb, AL, AxmilhE s 2518 L 45H
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({1, k3, n) BB B FL 5 oy BB~ D — AL A T E 72 WHEHR T
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42 ({1, nEERNBTSBUEDIRER

A1 TR UTERRE S, 33 HI TR LIEER 2 ok kik Lk
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L, G6={90 g1, -, GIHIBV T,

o) =1, g;(x) = x, g,(x) = 23, ..., gp_1 (x) = x2*=D+1,
LEREL, WBEHMOE TIC Birkhoff il 2 M+ 5. =
ITC, k—1REZHEXE T X LR IRT DD TldanZ
LIWCEETD. 758, EREBIIKROLEEBY THD.

9o(x) = 0,91 (x) = 1,g5(x) = x2, ..., gie_1 (x) = x2*~2),
3) HETFILTIVXL
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5y =T O ) ERBERICED.
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f(xl) = Clrf,(xz) = Cz,f,(X'3) = (3, ""f,(xk) = Ck &@_6 E )

X xp e xlz(k—z)ﬂl
D(E,X,Gy) = C.z 1 x22 x;(l‘c—z) ,
c.k 1 x2 x;(l-c—z)
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pEXG =0 1 a3 e 120D |
(:) 1 x,% x;(l:c—z)
s=(0) = %

EEERsEE T TE, H TN HESINE DY
THRREEIND.

43 REEhE=T—20O9EFE

GFRH LB EEZD. 1L 21T, IMB DF —XZ &4y
W-BrxdsexlE, Iy MNIREILTENENE T
BT 5. BRI, I8y MooBlanhizzhEholr
RIZR LTI U A u A EAERL, V=T 2ERT 5.
ZHENOAK THA L2l KIT Y = 7EATZ ICHIRTE 5.

fx1) f'02) Fr(x3)

fi=rxd+rx+ s
fi =rax? 4+

s2 | fa=Tpax®drpxtsy |y | |wap | |was

fz = 7"234’52 +121

| >

fi =rax®+1mx + s
S fi= Tiax? + 1y Wip | | Wiz Wiz

S1 Wig | [Wiz Wiz

1IMB _

2 IMB 7 —# D4
Figure 2 Distribution of the data size of IMB.
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k=31l W CERESERER~D. 2 BHREFOLENX
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{90 =1,91 = x,9, =x3}& LT, Birkhoff fiifflZ @M 3 5.
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5) BEABMEBIAZETCIANERICHAHTS
WEATHE, & X = {x1, %2, %3} DEZ LD, RO
XOCHEEINS.

3

€1 X1 X
D(E:ng()) =1C 1 XZZ
c; 1 x2
= c1(xF +x3) + o0, (6F + x3) + 30, (6F + x3) €)]

D(E,X,g)‘iD(E,X,go)%fcl = 1,C2 = 0,C3 = 0& LT%%
ER/LHIENTED.

D(E,X,G) = x% + x2

x5 ENENEE | BOAF 3 EITHS.
D(E,X,Go)IXFHE 5 [, ME 5 FOEERLETHD.
D(E,X,Q)IXEH 0[], MEIID(E, X, Go) DAL TH DS
NEEREARATLZE 0ETHD. LEBR-T, FH 8
[\, NS [E), MEBHRsOBIFICRIBRE 1 RITHS.

EBIC, ey Moyl sz —4 o to _[HH LK
X, g FoEEKEEBEMACEZ LD,
€1, IR DA ZIT 2T L <, EFROETICHER
FHREEIRER 3 B, R 2 [\ & REERs OBFICER DR
H1ETHD. ok, R@EKRO LI ITRERIT R,

D(E,X,Go) = ¢ (xF +x3) + (co(F + 23) + &5 (xF +x3) )y,

TR TIE, MESEITHLIN, IEY MBI SNEZTF—#
DETEEET DL, R@OHREENRDRW., £, x, #
X3 M HD(E, X, GOINE 0 TR W=, WICHEHTAREE E X 5.

(6) BEBMEB 2 NEZET I ANETICHHTS
EATHNE & X = {x1, %2, 3} MEZDNDND, KO
IIHICHEENS.

a x o X3

D(E,X,Go) = |cz X ng

c; 1 x2

&)

= c10, (x5 + x3) + 2, (xf + x3) + caxy 0, (xF + x3)

D(E,X,)IED(E,X,Go) % ci=1,c,=1,c3=0& L THER
EHGDHZENTEXS.

D(E,X,G) = x,(x% + x3) + x1(x? + x2)
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x2,x3, 3 1 FNENER 1 BOGE 3 BTHD.
D(E,X,Go)IX3RHE 7 [0, INE 5 HOHERLETHD.
D(E,X,G)IED(E, X, Go) DEH HIRFR T b 7/ R & B AIH
THE, FEOE, ME1IRTHS. LieB-T, #HI0
B, % 6lEl, FERMsOMGIBRIBRE 1 ETHD.
EBIC, vy Ml a7 —% oE o [ B LI
X, 2327 COEBEKEEEANHTEZ LD,
1, Cp IR DA AT 21T X L, BB ROETTIT VIR
SRR 3 B, IR 2 [ & R s O BUSIZAR B bR
H1ETHD.

REAEHROE I LR A RS AL 2 F e
Db DER 3ITRT.

# 3 HEICOEREE
Table 3 The number of recovery operations.
VZEBINE 1A VZABINFE 2 A
FEL | NG| BREL | RE | NG | BRI

Wl 8 5 1 10 6 1
=l H LABE 3 2 1 3 2 1
5. R

k =3¢ 95 {13}, n)BEMBE S HIEIZ OWT, JEKE
WRDEBE S EO TERELITVWER L. ok, KRFEEIC
B h, PEREOEEEZRIET 572012 NTL 9477V
[13]% - THEEL, 5 - ExoOREL#REITo 7.

BIEBRELIZFR 4 OYLH PC DIREE 1 &% Yl L7-.

#* 4 WEBREL

Table 4 Test environment.

CPU Intel® Celeron® CPU G1820 @ 2.70GHz X 2
RAM 3.6GB

oS CentOS 7 Linux 3.10.0-229.20.1.e17.x86_64
i L

2314 7 | gee 4.8.3 (-03 -flto -DNDEBUG)

MEREICEET 5 gec A7 Y a VARIEREISRLTWS
GFRHTEFIZOWT, 1=8,16,32 TZENZTNIE Y L TR
SREHE, 1=64,128,256 TENEH 64 £y b LU AXE
BHEHWTWD . F2, IEIX PR FRELFN, 251X Russian
Peasant Multiplication 7 /L= U X A, BRE Tx~t = x2'-2, +
7 MEBEIIEICI YT M AEETH D, ik - ool
H L7757 A0 A X3 888710 N1 hTHS.

xR SIMAESBMEIANEEOLIADNETICH AT EE
OF —HEILOFEAEIE EALXEE) Th 5. HEEE
WEFE S M, MMFSE, BREIBTHINEG, EELET
NV XKML ST, BRETHERESNLIRES, RETHE
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MEnoMmEL 7 MEFRSHZ D Z ERDbn5.

# 5 vy M- FEITOEAREK
Table 5 The number of recovery operations in [-bit data.
=8 =16 =32 =64 =128 =256

piiic 160 468 1593 6881 | 30078 120178

Y 22 38 70 134 262 518

BRE 1 1 1 1 1 1
7 b 176 608 2240 8576 | 33536 132608
I — 41 65 113 209 401 785

I T, GFRYHD L =X, FANCREOREFEE 210310 b
OEFNT, FERICBRE ORER % 21551 Ny OEFNZE
THRFEL, ZORGZEHECERT 2L X0E[HIT-
7~ I=8F—7 N EELTH).

Iy Mol anz5—4% OE o _[al B UKL, %8
SMEN T ANOEEH 2 AL ELRE3E, ME2EE
MEBFHOBBIBRIBRE 1 BTHING, =8 7—7
NEFERLIER 6 DERO L I, WHESMEKIZLSHE
TEEERNCEBAL R IRV E S o Thu.

# 6 888710 /34 METTOHEREIN
Table 6 The number of recovery operations in 888710 bytes.

VEBIMNE 1A VZABINE 2 A
e 1777423 1777424
PRC 2666135 2666137
B 888710 888710
7 b 0 0
ap— 2666136 2666137

F TIFEICHH L EHEORRTHS.

* 7 EICKR &

Table 7 Time of recovery operations and speed.

1=8 1=16 1=32
K (BD) 0.169084 | 0.339862 | 0.889126
HE (Mbps) 40.1 20.0 7.63
=64 =128 =256
Ref (B) 1.756913 | 14.293181 | 32.646211
B (Mbps) 3.86 0.47 0.21

=8 T—7 )L

el (1)

0.006978

HIE (Mbps)

971.7
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6. BHYIZ

BRI E AW RBRRESHIEICER L, B2 0R
FRAK b~ i % & & U 7= ({1, k}, n) B T8 RO Bk 78 4y ik %
BRELE. AFROFEITZA N —VEPEEICBVT
BALTH Y, (1,3}, n)PEfErmEs 5 BIEONRIZE L T,
LA PC & AWV 2 328E3IC L v, 1HITIC 970Mbps 2 D
WMECRBLCED & EMR L. BaMICEL T +—
VR E 52D Z LIS BOBETHD.

HE AHFFEO X ISPS BT E: 25330161 DBk &5
FbDTHD.
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